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Background

Background

Traditional view of communications has been disrupted

o Operator-centric view: user as a consumer
@ Evident user empowerment

Recent advances

@ Increased user-based wireless coverage

@ Flexible technologies for wireless home networking
@ Versatile technologies at the user end

@ The rise of crowdsourcing
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Background

Opportunities and challenges for a user-centric networking
paradigm

Why user-centric?
o Exploit underutilized resources
@ Exploit user capabilities (versatile devices, mobility,...)
o Flexibility, autonomy
o Reduced mgmt complexity and infrastructure cost

Performance challenges

Low-cost, resource-constrained user equipment
@ Lack of technical expertise

@ Lack of central planning and control

o Best-effort-style operation

Security challenges

@ Untrusted crowds
@ Lack of “contracts”
@ Loose identification
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Introduction

Thesis

Thesis

Research axes

@ Wireless access
@ Multimedia service provision

@ Information provision (for
network mgmt/optimization)

@ User empowerment
@ Open access

@ Decentralization
@ Security

o

Low-cost operation

Pantelis Frangoudis

User-centrism in wireless networkin,

User roles

Dimensions

Principles

E2E multimedia Provide
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communication information
Network Network
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infraestruocture Service provision management and
optimization

User empowerment, open access, security, low-cost operation,
decentralization
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Contribution

User-centric wireless access

Community wireless mesh networks

@ Studied and classified existing wireless communities around the
world
@ Discovered power law behavior in their structure

Building a Wi-Fi sharing scheme

@ Protocol design with existing, low-cost equipment in mind
@ First to implement a decentralized Wi-Fi sharing scheme on home
Wi-Fi routers
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Contribution

User-centric multimedia services

Highlights

@ Built on existing user equipment
@ Minimal need for additional rendezvous infrastructure
@ Secure and tackling legal implications

@ Propose a tunneling-based secure communication scheme for
wireless communities

@ Do it purely on home user equipment

@ Do it in a purely user-centric way

@ Measure its impact on VolP QoE
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Contribution

User-centric Wi-Fi topology discovery

A robust crowdsourcing approach

@ Tailored to managed Wi-Fi deployments

@ Distributed information collection for centralized network management
o IEEE 802.11k-based reporting architecture

@ Reputation-based report filtering to combat fake reporting

o Address specific IEEE 802.11k attacks & propose/implement
countermeasures

@ Derive analytic expressions on topology discovery accuracy

@ Quantify the performance of a user-centric scheme vs an AP-centric one...

@ ...even for large numbers of attackers
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User-provided wireless network infrastructure
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Wireless Community Networks

Wireless Community Mesh Networks

Wireless mesh

o Community owned
all-wireless backhaul

@ Intra-community
services (VolP, file
sharing, ...)

@ Focus on autonomy
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Wireless Community Networks

Large WNCs and their structure

@ Athens Wireless Metropolitan
Network (2400 nodes)

@ guifi.net (14000 nodes)
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Wireless Community Networks

Large WNCs and their structure

Log-log plot of degree vs degree frequency

Notable communities for the AWMN and guifi graphs
10 . .

. . © Data (AWMN)
@ Athens Wireless Metropolitan 9 y=-1.980l0g(x)+l0g(2064.696)

+ Data (guif)
Network (2400 nodes) yi:égl;:;g(x)nogm185.314)
@ guifi.net (14000 nodes)

Network structure

@ Wireless mesh
@ Link distribution not
homogeneous

Degree frequency (f(x))

@ Most users with few links

@ Power-law like properties

Degree (x)

@ Degree: # links
@ Degree frequency: # nodes with degree x
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Wireless Community Networks

Large WNCs and their structure

Log-log plot of degree vs degree frequency

Notable communities for the AWMN and guifi graphs
10 . .

. . © Data (AWMN)
@ Athens Wireless Metropolitan 9 y=-1.980l0g(x)+l0g(2064.696)

+ Data (guif)
Network (2400 nodes) yi:égl;:;g(x)nogm185.314)
@ guifi.net (14000 nodes)

Network structure

@ Wireless mesh
@ Link distribution not
homogeneous

Degree frequency (f(x))

@ Most users with few links

@ Power-law like properties

0 05 1 15 2 25 3 35 4
Why’) Degree (x)

@ Few very active members
@ Degree: # links

@ Degree frequency: # nodes with degree x

@ Favorable node locations
@ It's a social network, after all...
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P2P Wi-Fi sharing

Peer-to-Peer Wi-Fi sharing

@ A fully-distributed, reciprocity-based approach

@ Accounting: digital “receipts” signed by consumer
@ Distributed algorithms to stimulate cooperation, exclude free riders

Requirements and assumptions

@ Users do not trust their provider

@ Decentralized operation
@ Operation on low-cost equipment

* E.C. Efstathiou, “A peer-to-peer approach to sharing wireless local area networks,” Ph.D. dissertation, AUEB, 2006.
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P2P Wi-Fi sharing

P2PWNC operations

A. Gossiping: client updates his portable RR subset  B. Gossiping: client shows receipts to visited AP

iy . T ReeT
P Repostory >>) = (( QL’ ]
C. Session establishment D. Receipt generation E. Session termination

I 2 QuER i i

ﬁ'))) 4. CACK <(( b 3. QRSP “é ‘ﬁ)>> RREQ <<<'

2. Timeout _ '

‘ é ﬁ))>1 RREQ <<(‘ i ’ é

P2PWNC Protocol

Access control, receipt generation

Design with off-the-shelf equipment in mind

All functionality in home router firmware

Elliptic Curve Crypto to reduce receipt storage requirements...
...and CPU/battery requirements at the client side
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Architecture

User-centric secure multimedia services

o Compatible with P2P Wi-Fi sharing architecture
@ Minimize dependence on centralized infrastructure
@ Low-cost equipment

Challenges

@ Secure comm. from untrusted networks/peers
@ Legal implications
@ Acceptable performance/QoE

@ Tunneling through visited networks
@ P2P VolP/Multimedia service
o Off-band call setup
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Architecture

Architecture

_-

HomeAP1
(H1)

HomeAP 2
(H2)

1
1
1
1
1
1
i
Repository 1 Repository 2 !
i
1
!
i
kS

P W

Receipt Receipt
Visited AP 1 VPN tunnel VPN tunnel Visited AP 2
V1) (V2)
P2PWNC E T SMS message > E ' P2PWNC
SeSSION  caller w1) Callee (W2) session
@ Peers operate home VPN GWs o P2PWNC session establishment
@ Know each other's GSM phone no e VPN tunnel setup

e VolP call setup (caller sends SMS)
Di Il set i t I ch | 3
@ Callee esponds with VolP stream

@ Caller sends SMS with home IP addr, call params (W2-H2-H1-w1)
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Evaluation

Experimental methodology

Measure voice capacity of typical P2PWNC-enabled WLAN
o P2PWNC protocol, VPN gateway
@ Major quality degradation factors?

@ Security overhead?

Call quality estimation

@ Reduction of ITU's E-model to delay, packet loss, jitter buffer loss
@ Output: R-score (estimate of Mean Opinion Score)
@ R-score < 70 = unacceptable quality

Parameters

o G.729a codec (50 pps, 20 bytes audio payload), 60 msec jitter buffer
@ OpenVPN for tunnels
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Evaluation

Testbed and results

@ Linksys WRT54GL AP (200MHz CPU, 16Mb RAM) 8SS 1 (Channel 1) 855 2 (Channel 11)
@ NTP sync over Ethernet

N Tt Media path v
Degradation factors i i

@ Wi-Fi PHY/MAC overhead for small packets
@ 2.4 packet expansion due to VPN
@ Crypto overhead

T i
Supported simultaneous VolIP calls ] S

Scenario # calls
Plain (11g) 30 NTP traffic
Plain (11b) 7
VPN space overhead 21 -
VPN space+crypto overhead 8 ==z Bi-directional VolIP flows between clients (Wi-Fi link)
(D VPN tunnel between client and AP

——— Ethernet connection (VolP transport)

P2PWNC RREQ frequency —— Ethernet connection (time synch)

@ ECDSA RCPT verification time = 0.1 sec
@ VPN-+ECDSA: Support 8 calls w. 1 RREQ/10sec
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Summary

User-centric approach

o First to propose (2006) a tunneling-based communications solution for
WCNs

@ Runs purely on user equipment

@ Solves important security and legal issues

@ Only relies on central infrastructure for discovery

@ Inherently low-cost: off-the-shelf hw

@ All-in-one home router capable of a few secure calls

@ Important processing overhead due to VPN

@ 2 wireless hops = increased per packet overhead due to IEEE 802.11
MAC/PHY
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Summary

Related work

Efstathiou (2006, Ph.D. Dissertation) on P2P Wi-Fi sharing

@ Underlying access scheme, requirements, assumptions

Tunneling-based approaches

@ Sastry et al. (2007, ACM HotNets)
o Heer et al. (2008, IEEE P2P)

Signaling protocols
o SIP/H.323
o Need for (centralized) servers, proxies, registrars

P2PSIP (IETF WG, WiP)

@ DHTs to distribute SIP core functionality
@ Incompatible with P2PWNC
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Crowdsourced Wi-Fi topology discovery
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Motivation

Motivation

The problem

o Very high Wi-Fi density in cities
@ Uncontrolled and anarchic deployment
@ Need a mechanism to discover Wi-Fi topology
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Motivation

Motivation

The problem

o Very high Wi-Fi density in cities
@ Uncontrolled and anarchic deployment
@ Need a mechanism to discover Wi-Fi topology

Use cases

@ Detect cell overlaps and
reconfigure...

e ... via channel assignment or
power control

@ The case for Skyhook
e Wi-Fi based positioning
e Beacon DB built by war-driving
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Motivation

Motivation

The problem

o Very high Wi-Fi density in cities
@ Uncontrolled and anarchic deployment
@ Need a mechanism to discover Wi-Fi topology

Use cases A user-centric scheme

@ Detect cell overlaps and o Crowdsource the task to users
reconfigure... @ Users with Wi-Fi capable devices
o ... via channel assignment or (and maybe GPS...)
power control @ Robustness issues emerge
@ The case for Skyhook o Are users trustworthy?
o Wi-Fi based positioning o How about faulty equipment?

e Beacon DB built by war-driving
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Motivation

The need for a user-centric scheme

Performance of a pure AP—centric scheme

AP-centric scheme (Evelpidon Building@AUEB, 2123 APs/km?, 7% managed APS)
limitations 1 : w : ‘

@ Limited view of
coverage

@ Why not exploit
user presence?

An example

@ Evelpidon Building
© AUEB

@ ~7% of total APs
in range managed

@ Much information 00 2 4 6 8 10
lost!

Number of clients/km? x 10

o
fos)
‘

s

o
o2}
T
s

;

Topology discovery accuracy
o
N
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Motivation

How about security and robustness?

Fake reporting

@ The infrastructure is trusted
@ Users are not

@ User-provided information may not be valid!

@ Affect spectrum sharing mechanisms
o Lead to suboptimal channel selection or tx power assignment

@ Wi-Fi-based positioning systems based on crowdsourcing
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Motivation

Attack impact on channel assignment: an example

Example topology

@ Attackers report fake < ID, Channel >
pairs

CA based on graph coloring

@ Channel < color (3 for 11b/g)

@ Conflict edges between vertices of the
same color

@ Select colors to minimize interference
(sum of weights of conflict edges)
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Motivation
Attack impact on channel assignment: an example

Example topology Reported Coverage Graph

GIONS \\ \\ (‘F2a))
F11 \
\ / \ F12(1) \ \__/

N S~

@ Attackers report fake < ID, Channel >
pairs

CA based on graph coloring

@ Channel < color (3 for 11b/g)

@ Conflict edges between vertices of the
same color

@ Select colors to minimize interference
(sum of weights of conflict edges)
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Motivation

Attack impact on channel assignment: an example

Example topology Reported Coverage Graph

A~ (e N
N\ (Fran s11y) /

(rean J\777) (e ”](an')\
\ - N J

(Fr1e0) /2 \N (N { )
NAGED) (ren )\

N N

Optimal channel assignment

ooz | gl 8

@ Select colors to minimize interference
(sum of weights of conflict edges)
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Motivation
Attack impact on channel assignment: an example

Example topology Reported Coverage Graph

\\7(11\

USLH}

GONS \ ‘\ ( \zm )
F11 \
\ / \\12[1 \ \_

N\ ,J/ __/ -

Resulting channel assignment!

@ Attackers report fake < ID, Channel >
pairs

CA based on graph coloring

@ Channel < color (3 for 11b/g)

@ Conflict edges between vertices of the
same color

@ Select colors to minimize interference
(sum of weights of conflict edges)
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Motivation
Attack impact on channel assignment: an example

Example topology Reported Coverage Graph

umw\ \5 ) /2 N

USLH}

GONS \ ‘\ (‘F2a))
F11 \
\ / H'ZU \ \__/

N\ ,J/ __/

Resulting channel assignment!

AF11(1)

W“‘H

@ Attackers report fake < ID, Channel >
pairs

CA based on graph coloring

@ Channel < color (3 for 11b/g)
@ Conflict edges between vertices of the
same color

@ Select colors to minimize interference Performance effects
(sum of weights of conflict edges) Simulations show dramatic throughput

reduction
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Design and implementation

Our approach

@ Managed Wi-Fi deployments
o Centralized AAA
o Examples: Corporate/Campus Wi-Fi, WISP aggregator

Authenticated users report wireless coverage at their spot
o IEEE 802.11i for security/authentication, IEEE 802.11k for reports
@ When requested, each user reports about the APs is range (ESSID, channel, ...)
@ Managed APs provide trusted info
o Coverage Graph is built

User reputations and consensus-based report evaluation

@ Sum of reports about overlapping coverage between 2 APs should exceed a
threshold

@ Report weighted based on user reputation

validated info

reported info

o Reputation updates: r; = Bri_1 + (1 — 3)score;

@ User score =
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Design and implementation

Architecture
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Design and implementation

Architecture

A. Collector requests for reports from
managed APs
Y

[—
2.RREQ 1. Registered AP list| H
Radius
—_— —
= —@ !

*\\ \ Collector
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Design and implementation

Architecture

A. Collector requests for reports from
managed APs
Y

<<( 2.RREQ _@1 Registered AP Ilsl@

*\\ \ Collector

Pantelis Frangoudis

B. AP collects reports from clients using
IEEE 802 11k

M 2D D) 1a. Beacon request 1b. Beacon request
M,

\ \) ((

-)) | i8)) s (&
U, ; 2a. Beacon table 20, Fake beacon table

: i i o ) M., Fo.F2)
L — —

APsinrange |
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Design and implementation

Architecture

A. Collector requests for reports from
managed APs

) —
2.RREQ 1. Registered AP list|
(et L) e s
*\\\‘ Collector

C. AP sends report batch to collector

1. RBAT
-

(=
*'\\w Collector

Pantelis Frangoudis

User-centrism in wireless networking

B. AP collects reports from clients using
IEEE 802 11k

M 2D D) 1a. Beacon request 1b. Beacon request
M,

\ \) ((

-)) | i8)) s (&
U, ; 2a. Beacon table 20, Fake beacon table

: i i o ) M., Fo.F2)
L — —

APsinrange |
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Design and implementation

Architecture

A. Collector requests for reports from
managed APs

) —
2.RREQ 1. Registered AP list|
(et L) e s
*\\\‘ Collector

C. AP sends report batch to collector

1. RBAT
-

(=
*'\\w Collector
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B. AP collects reports from clients using
IEEE 802 11k

M 2D D) 1a. Beacon request 1b. Beacon request
M,

\ \) ((

-)) | i8)) s (&
U, : 2a. Beacon table 2b. Fake beacon table

: i ))\, : (M1, Mz, Uy, Us) (M. Fr. )
L — —

APsinrange |

D. End of reporting round: filtering,
reputation updates, new channel
assignment

)y—F () —() @ @
g K %
“[) k“[ O) ® N

3. New channel assignment |

1. Reported CG 2 Filtered CG {for managed APS)
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Design and implementation

Architecture

A. Collector requests for reports from
managed APs
ﬂ'/}/

—
2.RREQ 1. Registered AP list]
Radius
— —
<<( = —@

*\\ \ Collector

C. AP sends report batch to collector

lﬁ )/)' _—
g &
*§" Collector

Implementation

@ Subset of IEEE 802.11k (mac80211, Linux
Kernel 2.6.38) and reporting attacks

@ Radius auth, EAP-PEAP, WPA2-AES
@ Atheros AR5213 Wi-Fi cards (MadWifi)

Pantelis Frangoudis

B. AP collects reports from clients using
IEEE 802.11k

M, b ))) i 1a. Beacon request 1b. Beacon request
i M,
u, ) ) ) ((
&) ) (@=D) (@
V)l BT tramme
bl RE

APsinrange |

D. End of reporting round: filtering,
reputation updates, new channel
assignment

4. User reputation updates E’:

N Rad
&)
Cavctr
-
&—H 6—0
@—w e |
1. Reported G 2. Fiered CG e e ment |

(for managed APs)
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Attacker model and countermeasures

Attacks and countermeasures

Attacker model

@ Independent attackers

@ Each submits a random fake set of AP IDs

o Fake CG edge weight = user reputation (< 1.0)

@ Some users always truthful, some potential attackers (with prob. p,)

Countermeasures

o Users begin with zero reputation (untrusted by default)
@ AP-based measurements help audit user reports
o Edges with weight < T = 1.0 are filtered = all fake edges removed

Evaluation metric

@ % discovered CG edges
o We only face false negatives (missed real edges)
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Evaluation

Performance

Filtering efficiency and evolution of reputations
10000 cllents/km 21 23 APs/km

. c _
User- vs AP-centric S p 5, p =0.9, p
schemes <
g o ‘ ‘
. > AAA:
@ AP-centric scheme: 3 ééééégnDDDDuDDuDDDDDDDDDDDDDDDDDDDDDDDD

[0 a

lower bound P
T 0.8 . ]

@ Improved accuracy g 00800000900 29997299092999099999999999999999

even in the presence o) 0.6 8
© U.of =@ 7

of ey attackers (0] a + User—centric (sim)
o] @ o User—centric (analysis)
o 0.4t o R AP—centric i
g’ " A Honest rep. (sim) |
o) r o Honest rep.(analysis)
8 v Attacker rep. (sim)
S 0.2f ) s+ Attacker rep. (analysis) | |
° e PYTTIIVIEE YEGTGEGTTYYIITEGTTIIITTOEY

LA

o 0 ad . . . .
= O 10 20 30 40 50
o Round
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Evaluation

Performance

Filtering efficiency and evolution of reputations
10000 cllents/km 21 23 APs/km

User- vs AP-centric S p =0.5, p =0.9, p
schemes <
5 1 AAAAA ‘ ‘
. A
@ AP-centric scheme: a ééeééénDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD
lower bound S:) 0.8f a® ,
. =4
@ Improved accuracy g 00800000900 29997299092999099999999999999999
even in the presence o) 8
© 0o ¢ 7
of many attackers (0] 0.6 B +  User—centric (sim)
g @ o User—centric (analysis)
A 2 R AP—centric
et Lo i
Evolution of reputations 5 0.4 & Honest rep. (sim) ]
2 . )
@ Honest users are 8 E Honest rep (anélys's)
" " & O 27 Attacker rep. (sim) |
promoted 5 Y ) %  Attacker rep. (analysis)
@ Attacker reputation is S ?ww*ww v TEEYETETEYTETETITIIIIIIYY
bounded o 0 . . .
= O 10 20 30 40 50
o Round
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Performance

Filtering efficiency and evolution of reputations
10000 cllents/km 21 23 APs/km
P=0.5,p,=0.9,p =
1 ‘ ‘ ‘ ‘

éénnuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuu

User- vs AP-centric
schemes

@ AP-centric scheme:
lower bound

R

0.8F 0029999999900900000000090090000900020990900900 04
@ Improved accuracy *

even in the presence
of many attackers

Evolution of reputations

@ Honest users are

B + User—centric (sim)
O User—centric (analysis)
AP-centric H
A Honest rep. (sim)
0 Honest rep.(analysis)

“promoted” 02 ; per o o]
@ Attacker reputation is S7 5
bounded 0 . . . .
0 10 20 30 40 50

Ratio of discovered edges, Reputation

Round
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Relative efficiency

Performance benefits of a user—centric scheme

10000 clients/km?, 2123 APs/km?
3 ‘ ‘ ‘ ‘

ac)
n
N 3]

(xE

=
ol

—p,, =007
——p, =0553

0 0.2 0.4 0.6 0.8 1
Ratio of honest users (pt)

Relative performance improvement
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Summary

User-centric approach

@ Reduce monitoring infrastructure cost by crowdsourcing
Tackle attacks by untrusted users

(*]
@ Decentralization by default
@ Open participation: Users may or may not contribute

e Enforcing participation could be tackled at another layer

Summary of results

@ User-centrism offers increased topology discovery accuracy

e > 2x improvement in realistic settings...
o ...even with > 50% attackers

@ Simple but realistic attacks are countered

o Consistent attackers achieve low reputation
e Without collusion, all fake reports are filtered
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Summary

Related work

@ Graph representation of cell overlap for channel assignment (Mishra
et al., ACM MC2R 2005)

Wi-Fi-based positioning
o Crowdsourcing helps (Skyhook, Google, Apple, MS already do it!)

o Tippenhauer et al. identify the effects of fake reporting (2009,
ACM Mobisys)

Distributed spectrum sensing for Cognitive Radio Networks

o Purpose: Detect primary user presence

@ Chen et al. on PU emulation and fake reporting (2008, IEEE
Communications Magazine)

@ Similar motivation, different context

IEEE 802.11k
o |IEEE std for radio resource measurements
@ Does not address security issues
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Conclusion

Conclusion

User-centric approach to wireless networking

@ Reconsidered the role of users as consumers

@ User empowerment

@ Exploited centralized schemes to offer decentralized solutions
°

Tackled security, reliability and performance challenges
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Future work

Wireless Community Networks

@ Structure characterization using empirical data
@ Realistic topology generators

P2P multimedia services

@ Performance optimizations

@ Dealing with user mobility

Crowdsourced topology discovery

@ More sophisticated attacks and countermeasures
o Effects on Wi-Fi-based postitioning
@ Alternative uses of topology info (handover planning, and more...)

Coupling access, service and feedback provision

@ High reputations = QoS, better access opportunities

@ Incentives for participation and honest behavior
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Performance analysis

Preliminaries (1)

@ Homogeneous PPP distribution of APs/users @ Isolated users: no edges to report

@ Some APs are managed (pm)
@ AP coverage: Disk of fixed radius (R)
o

A(x): area of overlap between d-distance APs

@ Two types of users

@ Always honest: p¢
@ Potential attackers: p,

@ Managed APs always honest

Evaluation metric

(). Di *
(1) (2) L N ’: Discovered Type-* edges
_ NN
N 4 y@ o Ng*): Existing Type-* edges
e e
@ *={1,2}

Number of CG edges

@ NV = NooFx(R)
O NP = Npe [2R F(x)(1 — e~ (At AaP)AM)) gy

@ Npye: # potential edges (cell overlap involving managed AP)



Performance analysis

Preliminaries (II)

Distance distributions

@ Fx(x): distance between an o Lx(x): distance between
AP and a random neighbor two APs in range of a client
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Performance analysis

Performance of an AP-centric scheme

Only managed APs report

@ Type-1 edges always reported by at least one mAP
@ Type-2 edges w/o a mAP located there: missed

Discovery probability for a Type-2 x-distance edge

P§2)(X) =1—-(1- e—()\u—l-)\c)A(x))e_)\mA(X)

Number of discovered Type-2 edges

. 2R
NP = N, / f(x) Py (x)dx
R



Performance of a user-centric scheme

Edge discovery conditions Number of discovered Type-2 edges

@ At least 1 mAP in the overlapping region, or
e N(Z) Npe / x)P( ](x) dx
@ Sum of client report weights meets threshold

Contribution to the weight of an edge

@ A: # mAP, X: # honest users, Y: # non-attacking potential attackers at round i
o Assume A=0, X =/, Y =k

@ If honest users contribute jrt(i) < T,then > T —jrg/.) should be contributed by non-attackers
nol

@ Success when k > 7{;
1

ra

Discovery probability for a Type-2 x-distance edge

| 7=
DA
t a

PG =1 - Pr{A = 0}Pr{X = j}Pr{Y = Kk}
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Performance analysis

Reputation updates

Honest users

@ Reputation updated based on score

@ Isolated users (prob. p;) do not get reputation update
0 = pir + (1= p)(br + (1= b)s)

Potential attackers

@ Attackers get zero score, reputation discounted

@ Those who cooperate contribute to the avg attacker reputation

r§i+1) = ,r§ ) +(1- p;){pabr,;(,i) +(1—pa) [brgi) +(1- b)sa(,i)]}



Performance analysis

Score calculation

@ Focus on average score of honest users, with r§' reputation
@ Use Lx(x)

Define the following events:

@ D: x—distance edge discovered.
@ B: x—distance edge reported by > 1 honest user (X > 0)
@ C: Sum of client reports > T

Edge discovered given that it is reported by the user

Pr{D N B}
Ps(x) = Pr{D|B} = W @ Pr{B} follows from Poisson distribution

@ Pr{C}: Similar approach as with Pgi)(x)

Pr{D N B} calculation

@ Reported by mAP (= discovered) AND reported by user, or

@ Reported by 0 mAP AND by many clients (= discovered), at least least 1 of them truthful...
@ e, Pr{A=0}Pr{BNC}

Pr{D N B} = Pr{A > 0}Pr{B} + Pr{A=0}Pr{B N C}



Topology discovery — Results

Dependence on client density

Performance as a function of Ehe relagvg client/AP density
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Topology discovery — Results

Dependence on the ratio of honest users

Performance as a function of the ratio of honest users
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Upper bounds for AN capacity

Upper bounds on VoWLAN capacity (1)

@ Both call endpoints over IEEE 802.11g

Wonin

@ Assume no collisions, Tpcr = =32 x Tsior = 8 X Tsior
@ G.729a, 20 bytes audio pld, R, = 16Kbps

Throughput model

Tp

=T
Tp + Toverhead

xR

Number of VolP calls

where

—_— Tp xR
" L (Te + Toverhead) X Ra ]’

Toverhead = 2 X (Tpirs + Tocr + Tsirs + Tack + THeaders) + T

Time
(IEEE 802.11g @54Mbps)
Slot time (Ts.o7) 9 psec
Backoff time (Tpcr) 72 psec
Audio payload (Tp) 3 psec
Overhead (Toverhead) 329 psec
Overhead (Toverhead) w. OpenVPN 354 isec




Upper bounds for VoWLAN capacity

Upper bounds on VoWLAN capacity (I1)

VolIP capacity for increasing audio payload
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QoE experiments

R-score
VolIP QoE as the number of concurrent
wireless—to-wired-to-wireless calls increases
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QoE experiments

One-way network delay

One-way network delay
(Does not include codec and buffer delay)
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QoE experiments

Network packet loss

Packet loss in the end-to—end network path
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QoE experiments

Dejitter buffer loss

Ratio of discarded packets at the dejitter (playout) buffer
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