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Abstract—Anonymity in telecommunication services means
much more than protecting the identity of participants. It
requires mechanisms and protocols that unlink the @m-
munication parties, unlink users from their location, and
avoid statistical analysis. These functional requaments
apply also when providing anonymity services to SIP
whereas the identities of caller and the callee(should be
secured. On the other hand, SIP introduces additiced
functional requirements to any anonymity servicessuch as
time limitations for session establishment, involvaent of
several functional entities, inter-domain communicdons
and support of streaming services when the call isstab-
lished. Here, we propose the usage of a privacy eance-
ment framework, called Mist, as a solution to the monym-
ity issue in SIP. For achieving anonymity, the orignal Mist
architecture was modified to be adapted in the SIRrame-
work. The paper discusses how Mist can be adapted SIP
and efficiently support anonymity features.
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. INTRODUCTION

In nowadays Internet, end-users should employ feahn
and procedural means to defend against attackatsnthli-
ciously survey, or spy, the Internet using netwwaific analy-
sis tools. This will protect the personal freedond grivacy,
achieving digital dignity, and, moreover, defendfidentially
in business, as well as in human relationshipghis scope,
privacy and anonymity when communicating over thiernet
gained substantial consideration in the technipabcedural
and legal domain. For every new service that iched and
massively adopted in the Internet, privacy issuéseammedi-
ately. The same applies for VolP services, and aalbe for
SIP which currently prevails in this new market.eféd are
various reasons why an end-user wishes to maiitsiano-
nymity when communicating using SIP. Firstly, al@amight
wishes to conceal its identity for displaying iretheceivers’
hone, a feature that is usually used in mobile phealls. On
the other hand, a callee might want to be un-lit&kafbom
her/his personal preferences and direct marketngpaigns.

In its original specification, SIP supports anonmsince
the originator of a call could remain “Anonymous’the callee,
and for that reason default values are used wreenigbr agent
initiates a call. This feature supports caller gmoity against
the callee, but not to the entire set of SIP reakirce practi-
cally the user agent server of the serving donequires strong

authentication of the caller. Additionally, usingntielling tech-
nigues, and especially end-to-end S/IMIME encryptsatective
anonymity can be supported. This option enableertalpri-
vacy within the set of intermediate relays and $keving do-
mains, if authentication is not required, but nghiast the
callee. Finally, if network analysis tools are ugethe network,
then a malicious third parry can track the locatjonsing the
address-of-record fields, of the caller. In suchase it could
link address-of-records to physical locations, gsiata mining
techniques, and finally with people, since thereiddde only a
few people that make phone calls from particulaidential
addresses during a day. So, the question is whéwséslsano-
nymity is possible in SIP, and how this could belmg to
shield the identity, or the character of a dog buman.

1. MOTIVATION

According to Justice L. Brandeis, the "right tovagy" is
“the right to be left alone”. Alan Westin identifigorivacy as
“the desire of people to choose freely under wiratimstances
and to what extent they will expose them-selvesir thttitude
and their behavior to others”. Nowadays, we camdegirivacy
in different domains, not vertical, but overlapped:

e physical privacy — such as DNA searching

e information privacy — the unsanctioned invasiorpiof
vacy by the government, corporations or individuals
order to identify, or even handle, our personabiimfa-
tion such as our age, address, market profiledy dai
communications, or even sexual preference.

e context privacy — each individual's fundamentalhtig
not to be unlinked with places, people, locationd a
preferences in his daily live because of surveian
cameras, sensor networks and RFID systems.

Privacy is sometimes related to anonymity. Accaydim[1]
and the Oxford Dictionary, anonymity is defined.the state of
being anonymous which in turn is described as .fesaghav-
ing no name; or unknown name. This definition a&iseme
vagueness, since in real world implementationshdukl be
clear which identity should be hidden and from whdim make
the scope of anonymity more undoubtedly, Pfitzmamd
Kohntopp introduced the most common definition md@aymity
used in the information and information communi2y. [‘ano-
nymity is the state of being not identifiable witha set of sub-
jects, the anonymity set”. The anonymity set ig@stble metric
since it associates the sender or receiver anopymti a set of
people and their actions. For instance the receinenymity set



is the set of people who could have received a agesster-
cepted by an attacker. Obviously the cardinalityhef anonym-
ity set is a measure of anonymity. A user is .krgmaous, or
has k-anonymity, if he/she is one of at least kusdgthin a
specific anonymity set associated with a particaleion. Re-
cently, Serjantov and Danezis defined an infornmatfeeoretic
measure of anonymity [3]: each member of the andyyset is
assigned a probability equal to the likelihood tthee member
performed the anonymous action.

To apply anonymity in SIP we should discriminatlescand
actions. Even if various servers, intermediate jgmxand end-
entities contribute on SIP, the set of actionssewice building
blocks, that they contribute is actually restrict&dibscription,
registration, location (or redirection), call fomslang (or rout-
ing), call setup initiation-termination, and, optaly, authenti-
cation. This set of actions normally is performeutie entities
belonging into two district sets of service provialehose of the
callee and those of the caller. Thus, if we consideodel were
an attacker wishes to reveal the identity of théincaparties,
we can then define four legitimate parties in a S#Bsion: the
caller, the callee, the service provider of thdecabnd the ser-
vice provider of the callee. In this direction van define some
privacy protection classes:

e caller's absolute anonymity; the caller does nqiose
its identity to, or otherwise its identity cannct lex-
posed by, any other entity, or the attacker

e caller's eponymityonly to the callee; the identity of
the caller should be revealed only to the callee

e caller's eponymity only to her/his provider; thesidity
of the caller should be revealed only to his/hewjater

e caller's eponymity only to callee’s provider; sarag
above, but for the peer’s provider

Except the first privacy class, the other threeratedisjoint,
and may coexist. In next sections we will see hogvdxisting
SIP anonymity proposal and specifications deal Witse four
classes. We should mention here that the poteattakcker
might be one of the service providers or the calttspending
on the privacy protection class. For instance atiecker might
be a callee that aims to expose the name of ater ¢hht wish
not to display his/her name to the peer party. Ompsrt these
privacy classes, any anonymity architecture shounlike an
attacker unable to distinguish between the occasiwghen a
callee transmits or receives a SIP message anddtesions
when she/he do not [4]. Additionally, it shouldéakto account
some of the idiosyncrasies of the SIP, such as:

e the SIP messages should not be delayed

e the sequence of SIP messages should not be violate

e the traverse path qf the SIP messages might be Presti

local, regional and national operators

Moreover, any anonymity architecture should protiet
physical location of the end-user. No one into eystneither
the system itself, should know from which pointseuis con-

! This is a Greek word, actually an antonym of amoity

nected. Even if the relation of the transmittedrexeived SIP
messages with a particular callee is not possibé&eanonymity
system should prevent attackers from linking thesages with
physical locations. This will avoid the provablepesed condi-
tions [4], whereas an attacker can prove the idemtdf the
sender to others. For instance consider a userdeb@ed to
use anonymous SIP features. The UAC uses a measing!
URI, such as sip:thisis@anonymous.invalid [5]. Hist mean-
ingless URI is always used for this particular ugben it is
possible to intercept SIP traffic, and connect thi®l with dif-
ferent “Addresses-of-Record” (AoR). Then, using coencial
or open source tools the attacker will link theseR& with
physical locations, and then with end-users’ ide&rsti

Il.  ANONYMITY ARCHITECTURES

To enhance or provide privacy in the internet sswisev-
eral privacy enhancement technologies (PET) hawen lpgo-
posed. Chaum’s Mixes [6], Stop-and-Go Mixes and eWigts
[7], Crowds [4], Hordes [8], Onion Routing [9], anist [10]
are some of the preserving techniques.

Mixes [6] introduced the notion of anonymous digtam-
munication. The Mix system provides unlinkability gender
and receiver. This ensures that while an attackable to de-
termine that the sender and receiver are actualyls or re-
ceives messages, she/he cannot determine whonatbepm-
municating with. The system consists of special modes
which store, mix, and then forward the messagésaimsit. The
sender predetermines the route of the messagegthrone or
more mix nodes using a well-defined protocol. A lpukey
cryptography protocol is also used to ensure thgtraessage
cannot be tracked by an attacker as it passesgihnrthe mix
network. In their simplest form (called a threshaoitk) a mix
node waits until it collects a number of messagesput. It
uses its private key to reveal the address of &x¢ mix node
(or final destination) and reorders the received anffered
messages by some metric before for-warding themthét
sense, omnipresent attacker cannot trace a megsageits
source to its destination without the collusiortted mix nodes.
To provide a mix-network routing protocol, Kesdokan al.
introduced the Free Route and Mix Cascade cong¢éht3 he
former gives autonomy to the sender for dynamiceltigosing
the trust path of the mix-nodes, whilst in thedatthe routing
paths are predefined. Mix networks introduce deldys to
buffering and mixing and different padding pattefmismixing
real with dummy traffic. Continuous Mixes try toas the de-
lay issue by introducing fixed delay distributiofos buffering
and mixing. Mixes became subject to several attassh as
timing at-tacks [11], statistical analysis of megsaistribution
[12], statistical properties of randomly constracteutes [13]

d [14], and packet flow correlation attacks [15] [16]

cording to [4], Crowds’ web servers are unablectrh the true
source of a request because it is equally likelhawe origi-
nated from any member of the crowd. Even collatigatrowd
members cannot distinguish the originator of a esgidrom a
member who is merely forwarding the request on dé-tf
another. In Crowds each user (browser) is repredeint the



system by a jondo process. Each message that aredgmity
enters into the Crowd node, its presence is anmaln@ the
local jondo, and is sent to another, randomly chogamdo with
probability p, or to the actual server with probigpil-p. When
the server (recipient jondo) receives the messagmswers
using the same, forward, path. Crowds can facetfédy trace
back attacks, and it can mitigate collusion atta€kbe users
select randomly the set of forwarding jondos.

Onion Routing [9] is an overlay infrastructure foviding
anonymous communication over a public network.ufiports
anonymous connections through three phases: coomeetup,
data exchange, and connection termination. In ¢tepsphase
the initiator creates a layered data structureledabn-ion,
which implicitly defines the route path. An oniagriecursively
encrypted message using public key crypto. The euraben-
cryptions is equal to the number of the onion rsutbat this
structure passes towards the destination. The arygto-
graphic control information refers to the first amirouter in the
path, whilst the inner cryptographic control inf@tion refers
to the last onion router in the path. Each oniartepalong the
route uses its public key to decrypt the onion thaéceives.
This operation exposes the embedded onion, andessuh, the
identity of the next router. Once the onion readhesdestina-
tion, all the inner control data are appeared amgxt. This
establishes the anonymous end-to-end connectidrthen data
can be sent in both directions. As data are rotliezligh the
anonymous end-to-end connection, each onion-roetaoves
one layer of encryption, so the data arrives asgat at the
recipient. This layering occurs in the reverse oidsing dif-
ferent algorithms and keys) for data moving backiwadl the
messages illustrate identical sizes and arrivenairéon router
at fixed time intervals. They are mixed to avoidretation by
potential attackers. Additionally cover traffic ddes external
eavesdroppers. Onion Routing effectively resisaffitr analy-
sis.

Hordes [8] is an anonymity infrastructure that camek
elements os Onion Routing and Crowds. It is th& firotocol
that uses multicast transmission, when the degimanswers
to the sender. It includes two phases, the inidilbn and the
transmission phase. In the first phase, Hordesobarithe jon-
dos idea from Crowds, and a public key schemedsl o3 add
authentication services. The sender also sendsnargquest
message to a proxy server. The proxy authentichtesender,
it returns a signed message that contains the gasttiaddress
of jondos and informs the multicast group for tiesvrentry. In
the second phase, for the transmission of a meshagsender
selects a subset of jondos for the forwarding jgeth a multi-
cast group address for the backward path. Whenndesaage is
scheduled for transmission, the sender choosesda jmember
of the forwarding subset and sends this message escrypted
data structure. The chosen jondo sends this messagmther,
randomly chosen, jondo with probability p, or te theceiver
with probability 1-p, using encryption layers asllw&he re-
ceiver replies on the backward path; it sends &maeledg-
ment as plaintext message to the multicast group.

For the most of these PET approaches, applied ynfainke-
mail and asynchronous web communications, theresanee
deployment difficulties when adapted to SIP. Lajeiscan is-
sue, since SIP a call setup request, e.g., an IEVI€quires

immediate response. This feature is not supporitedtty. Ad-
ditionally, these PETs do not support bidirectioc@nmunica-
tions, excluding the onion routing, a characterittiat is essen-
tial for SIP. Moreover, anonymity should be senaaily sup-
ported. In that sense, the PET mechanism shoulghosup
unlinkability of location where calls are initiatéor terminated)
from SIP URIs, or physical addresses (e.g., |P ests). The
most of the previously mentioned PETs support anutyyin
transit, and do not have means to support unlitikabi

A promising privacy system that overcomes thesevdra
backs is the Mist. The Mist [10] handles the prabief routing
a message though a network while keeping the sarideation
private from intermediate routers, the receiver aadential
eavesdroppers. The system consists of a numbeoutérs,
called Mist routers, ordered in a hierarchical cite. Ac-
cording to Mist, special routers, called “Portalafe aware of
the user’s location, without knowing the corresgogddentity,
whilst “Lighthouse” routers are aware of the usedentity
without knowing his/her exact location. We will disss Mist in
more detail in the next section.

When practical issues arise, proxy servers offengmity
services on the World Wide Web. For instance then-An
nymizer.com provides proxy services via rewritinRll$ such
that a link to, e.g., http://www.you.gr might bewréten as
https://anonymity.proxy.net/www.you.gr. SSL encigpt is
used to ensure confidentiality of the connectioasvben the
end-user and the proxy server.

On the other hand, a theoretical model for ensuaimgnym-
ity is the k-Anonymity concept. [17], [18] which wariginally
introduced in the context of relational data privdt ad-dresses
the question of “how a data holder can releaseritsate data
with guarantees that the individual subjects of datga cannot
be identified whereas the data remain practicadigful” [19].
Regarding LBSs and mobile clients, location k-amity re-
fers to the k-anonymity usage of location informoati A sub-
ject’s location is considered k-anonymous if andyah the
location information sent from a mobile client tB& is indis-
tinguishable from the location information of add¢ k -1 other
mobile clients [20]. The location perturbation is affective
technique for supporting location k-anonymity amglthg with
location privacy breaches exemplified by the lamatinference
attack scenarios. If the location information daneach mobile
client is perturbed by replacing the position af thobile client
with a coarser grained spatial range such thaether k-1 other
mobile clients within that range k>1, then the adaey will
have uncertainty in matching the mobile client tawn loca-
tion-identity association or an external observatd the loca-
tion-identity binding. This uncertainty increaseghwthe in-
creasing value of k, providing a higher degree wigey for
mobile clients.

V.

In the original specification of SIP the anonymfgature
was juvenilely supported. To enable anonymity, thAC
should use in the “From” header field the displagme
"Anonymous", along with a syntactically correctt lotherwise
meaningless URI (e.g., sip:an@anonymous.user).tidddily,
tunneling encryption is suggested for anonymity.isTle
achieved by encrypting the header fields, and prioduan
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outer, new, “From” header filed that includes th@6nymous"
value in the display name subfield. This end-to-endryption
is not immune to location tracing attacks, sinegistical analy-
sis of sniffed data might reveal the communicafiregties. A
more recent draft RFC introduces guidelines fordteation of
messages that do not reveal personal identityrimdton, and a
new "privacy service" logical role for intermedisiis defined
to answer some privacy requirements [21]. Additignaan
internet draft proposal suggested the extensioth@fSIP that
enables parties in a SIP session to be identifiedlifferent
types of party information, which are authenticabgda trusted
entity [22]. These trusted entities are dele-gétee@nd-users to
reveal the identity of the calling or called pattypeer entities.
Trusted peers might receive in-formation that idierst an end-
user, if these entities are sup-posed to provideséime level of
privacy, i.e., to reveal party information to othiarsted peers.
Sipanon is another SIP anonymity proposal thabthices an
architecture two user agents (a User Agent Cliet Bser
Agent Server) that are coupled back to back (B2B(23]. A
message from the anonymous user's UAC is receiyednb
Anonymizer's UAS. This message is then anonymizeuk
“From” header is changed and sent out from the Amorer's
UAS to the remote UAC. The Anonymizers maintairaes of
mappings between “real" SIP addresses and “anong/mou

V. A NEW PROPOSAL FORSIPANONYMITY

A. Mistataglance

The key point of the Mist architecture is the dimition of
knowledge. The “Lighthouse” routers, hereafter ieieed to as
LIG, are aware of the user’s identity without knogithe exact
location. “Portal” Routers are aware of the usddsation,
without knowing the corresponding identity. Furthere, due
to the decentralized Mist architecture, a possioléusion be-
tween the aforementioned Mist routers is extrendhfficult
since the routers are unaware of each other’sitgemhe archi-
tecture is applicable to a variety of network fdéieis since it
uses a general purpose protocol that enables privadP net-
works despite the underlying technology (e.g., Eteg 2/3G
Mobile). In short, the Mist architecture consisfsa number of
routers, called “Mist routers” ordered in a hietacal structure.
A typical structure is shown in Fig. 1. The leaflae in the hi-
erarchy are called Portals which act as connegt@mnts where
users can connect to the Mist system. Let us asthaheiser A
requires a network connection that ensures privay data
confidentiality. User A has to register himselfttee Mist Sys-
tem. His device locates and interfaces directhhwibe of the
available portals in the surrounding physical spdde Portal,
upon receiving a registration request, replies aithst of its
ancestral Mist Routers that exist at a higher levighin the
Mist hierarchy and are willing to act as a LIG fboe user. A
LIG is a Mist Router that acts as a point of confac user A.
Users that intend to communicate with user A haveadntact
his LIG.

Following LIG selection, a virtual circuit (Mist @iuit) is
established between user A and the correspondi@yg This
process, called “Mist Circuit Establishment”. lirai to entitle
user’s A LIG to authenticate A without revealing/hier physi-
cal location. At the same time, it hides from Plortlae user’s
identity and the designated LIG. Furthermore, thst Nircuit

applies a hop to hop handle-based routing techrfigjupacket
transmission between source and destination nauksacom-
bination with data encryption manages to conceahfthe in-
termediary nodes information related to the idesgiand loca-
tion of the communicating parties. To establish iatMircuit,

user A generates a “Mist Circuit Establishment” kecand
transmits it to the corresponding Portal, withaifoiming the
portal of the selected LIG. The Portal, upon recgjvthe

packet, assigns a special number, called handl¢olEe com-
munication session with user A.

User's A

L: Lighthouse L Lighthouse

P: Portal

R: Mist Router
User's B
Lighthouse

Figure 1. Typical Mist structure

Thereafter, the Portal encloses the assigned Hébdtethe
received packet and forwards it to its Mist Rowtecestor. As
the packet propagates through the Mist hierarctgh ddG
Router, attempts to decrypt the payload using tiaf key. If
the decryption fails, the particular router infénat it is not the
recipient of this packet and thus, forwards ithe next router
on the hierarchy. This process is repeated on eftte inter-
mediate Mist Routers until the packet reachesiriial tdestina-
tion. In case the decryption of the payload iscessful, this
indicates that the user selected the current Misttét to act as
his LIG. Finally, the LIG answers back to user Adamonfirms
the registration. From this point, a secure circsiiéstablished
through which user A can communicate securely WishLIG.
Note that even though the LIG of user A can infeat this/her
physical location is underneath Mist Router “Y"igtvery diffi-
cult to determine the exact position. Followingcait estab-
lishment, the LIG undertakes the role of represgnthe end
user. An issue that has to be addressed is thetidetef the
user's LIG. A public directory (i.e. LDAP servery a WEB
server can be used for that purpose.

Assume now that user B intends to communicate ustr
A (Fig. 3) and both of them have previously esti#d a Mist
circuit with LIG B and LIG A, respectively. User Bansmits to
LIG B a packet indicating that he/she wants touged connec-
tion with user A. LIG B verifies that the originatof the mes-
sage is B, locates the LIG of user A and performesinitializa-
tion procedure for connection establishment with thG B. As
soon as the communication path is establisheds useand B
are able to communicate. The intermediate routersiaaware



of the two ends of the communication. Moreoveis itmpossi-
ble for B to determine the location of A, and viezsa.

User Binding Table

Downward
HandlelD Link
UserC 100
User A 264 Cc
243

User

UserB

Mist Routing Table

Upward Downward
HandlelD HandlelD Link.
546 732
127 10
345 987

Mist Routing Table

Upward Downward

HandlelD HandlelD Link.
345 135 D
264 127 A
292 567 Cc

Portal's Presence Table
Upward
HandlelD Name Link
10 Anon-1 =
20 Anon-2

Downward

Figure 2. The Mist Circuit Establishment

B. Applying MIST in SIP

SIP protocol specification suggests that the Horeeve3
(Registrar, Redirect, or Proxy server) keeps kndgdeof both
user’s ID and current location. Our goal is to rilistte this
knowledge to more than one entity. If though, it e difficult
for eavesdroppers to inference user’'s location rmétion.
Since a SIP user registers to Home Server (usingljeand
this server is the one that all SIP entities rédein order to lo-
cate the registered user, we could consider thaheHeerver
corresponds to user’s Mist LIG. Furthermore, weardeés Mist
Portals all the Remote SIP servers that user isexad to in
order to establish communication through SIP. Inegeal, we
presume that each SIP server (hereafter called N&gifeer)
can act as Mist LIG (for the users that have reggst to it),
Portal (for the users that at some point can cdntoethe SIP
network) or Mist router. To apply Mist to supportoaymity in
SIP, small modifications are required in SIP. Cuoilse SIP
location service is an LDAP directory that keeps thurrent
physical position of registered users. However Ipplyng
Mist, the location of the users is not longer knotenHome
Server. Instead, the latter will have knowledge @fay to route
packets to the user. In terms of Mist, the Mistrigsbinding
table can be used to replace the location servibés table
keeps routing information about the Mist communaratcir-
cuits with each user. Furthermore, we consider that

1) A Mist Hierarchy has been applied. Mist Hierarclaynsiders
that all Mist servers are ordered in a tree-basedatchical
structure. However, to apply Mist routing in SIPe Wave to
alter this structure by adding connections betwensiblings
of each level of the tree. Thus, a MSIP serveble & forward
packets apart from its ancestor, to its siblingse Teason for
this modification is discussed later.

2) A PKI has been established, pairs of keys have besated,
and the corresponding public-key certificates Hawen distrib-
uted to MSIP servers. Furthermore the authentidiplbys are

accessible from every MSIP Server. Additionallycteaiser
holds a pair of keys, related only to the usertkmiame (using
e.g., anonymous certificates) and not real-lifeinfation.

[ Binding Table
Destination Lighthouse)
v

User's B User's A
Lighthouse Lighthouse

Downward
oD HandlelD Link.
Do [ i Y <)
User B 264 [=]
UserB 243 G

For User A use 412
"

User Binding Table

u;

ser Binding Table

Downward

HandiolD | Link
UserC 732 A
User A 100 A
UserB 0 6

For User B use 689

User's A
Portal

Figure 3. Establishment of a Mist circuit

C. Registration Phase

Suppose Alice has a WiFi connected laptop and piatie
using SIP. When she triggers this service for tte fime, her
handset initializes SIP Registration routine andnewts to the
first available Registrar SIP server. During thegistration
phase Alice is prompted for personal informatioickmame
and password. Note that since she doesn’t wisleweal her
real identity, she registers to the system hidieg personal
information. However, she will use the nick namedtiier”, so
that her friends that know her nick name can cetl From a
Mist point of view, the registrar SIP server comsglto be her
LIG. The LIG will be the point of contact for oth8iP users in
order to get in touch with her. Upon registeritig LIG sends a
Mist notification to the Lookup Service to informthat user
“Mother” has been registered to this LIG.

D. Mist Circuit Establishment

Alice is visiting a friend on the other part of thity and
wants to be reachable by SIP clients but not ttdee&he con-
nects to the first available SIP server. From thistMoint of
view, this considers to be her Portal. Next step setup a Mist
Circuit between Alice Portal and LIG. Note that thertal, con-
trarily to the original Mist procedure, does notvard to Al-
ice’s laptop the list with all the available LIGh&e, as we
mentioned earlier, Alice’s LIG is the SIP serverend she was
originally registered to (i.e. the home registrarver of the SIP
protocol). Accordingly, her laptop encrypts a pfeted mes-
sage with the public key of the LIG and forwardsithe Por-
tal. The latter routes this update packet to hes. Note that
since Alice LIG is predefined, it is likely thatishLIG is not an
ancestor of her Portal. To ensure that the updabtked will
reach the LIG, regardless its position on the ttiee,Mist Por-
tals forward packets to their ancestors, as wetbdkeir direct
connected siblings. In more details, if the MSIP/eereceives
a packet from its predecessor, it forwards the gtk the an-
cestor and to the directly connected siblings. @i, if it
receives a packet from a sibling server it forwataspacket to
the next sibling. Upon receiving the update packe, LIG
stores the Mist circuit information to the userding table. At



this point, the Mist circuit has been establishigtk LIG is able
to forward packets to Alice (actually to “Mothertyithout
knowing her exact location.

li Z ngmli ise Alice

Lighthouse Bok Lookup Service
MIST SIP INVITE mother@dp cor ]

Bot (Father) Alice (Mothel)

(Redirect Server)

2 MIST mother@dpi con

= MIST Lighthouse Alice

2 MIST SIP INVITE mothei@dp con]
< MIST SIP INVITE mothei@dpi con ]

€ MIST F_Father SIP_ 302 Moved temporani])
contac! 3572@ffe con

7 MIST F_Father SIF 302 Moved temporari]) contacl 3572@ffe con

MIST F_Father SIP 302 Moved temporariy])
contacl 3572@s con

€ MIST SIP ACK] 10 MIST SIP ACK] 1 st s ACH

12 SIP INVITE 3572@ffs con

13 SIF 200 ACK

|

Figure 4. Applying Mist in SIP

E. Establishinga SP session

Suppose that Bob wants to call Alice. Both usekeestab-
lished a Mist circuit with their corresponding LIGBob is
aware that Alice’s nickname is “Mother”. The calitablish-
ment procedure is as follows:

1) Bob (who has registered with the nick name “Father”
creates a MIST Packet towards his SIP LIG and endafes a
SIP INVITE request for the user “Mother”. He senhis up to
the Mist Hierarchy.

Taking in account the untraceability of the packetsted
through the Mist and the distribution of knowledge., Portals
know “where”, LIGs know “who”) we can preserve thévacy
of the location of the users. Furthermore, congideonly users
that are registered to the system using their miglay and real-
istically assuming that the corresponding privaggskhave been
issued based on this nickname, anonymous commigrisaire
actually supported.
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