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Abstract—New paradigms for the Future Internet are receiv- involves the advertisement of an information item to thepero
ing an increased attention by the research community. The proker, usually along with some metadata that describes thi
publish/subscribe paradigm is one of these and of particular item. Similarly during the subscription process a messtig,

interest, as it turns the Internet into an information-centric rat her tains th iteria that inf tion it hould fLIfil
than endpoint-centric place of communication. While significant contains the criteria that an information item shou

work has been undertaken to secure publish/subscribe systems,0rder to match subscribers interest, is sent to the projpdebr
little attention has been given to prevent spam. In this paper More details about the publish/subscribe architectur¢ itha

we propose a light-weight solution for fighting spam, based on ysed as reference is this paper are given in Section I
information items ranking. We compare our solution to a users- It is generally argued that by design it is difficult to

ranking based solution and we show that our solution is more . - - - .
effective in terms of publication spam isolation achieve spam in publish/subscribe systems; in such systems

I ndex Terms—Information-Centric Architectures, N0 information flow occurs unless there exist explicit slgra
Publish/Subscribe, Spam denoting the demand as well as the availability of a specific
information item. Nevertheless being mainly used for infar
l. INTRODUCTION tion dissemination, publish/subscribe is expected to meco

Publish/Subscribe is regarded as a promising paradigm fbe target of spammers aiming at flooding these networks
future Internet applications or even as a candidate forwdth bogus information items. Moreover publish/subscribe
(clean slate) future Internet architecture. Publish/8tibe is systems are not yet widely deployed, therefore their secu-
currently under investigation in a variety of research gffe rity properties have not been tested in real environment.
such as CCNx [1] PSIRP [2] and 4WARD [3]. Its informationSpam in publish/subscribe had not been studied until rgcent
centrism, i.e., the routing of information from supplying t Tarkoma [8] predicted that publish/subscribe spam will be
demanding parties, manifests a significant shift from taditr similar in nature to email or usenet spam, nevertheless due
tional endpoint-centric Internet paradigm, which meralytes to the nature of publish/subscribe systems it will not be
pieces of data between dedicated endpoints. In additi@, possible to use solutions developed for fighting spam in emai
interest-based decision on the information subscribgpient and usenet services. Lagutin et al. [9] identified unwanted
side, shifts the network balance towards the receiver, ematp traffic prevention as a primary goal in a publish/subscribe
to the commonly used send-receive paradigm that empowaetwork architecture. Furthermore malicious publicatitvad
the sender. Publish/Subscribe as an overlay architedbaie, been proved to be the cause of many types of denial of service
been used in a variety of research projects and it has bedtacks in publish/subscribe networks [10].
found to be particularly effective when it comes to multi- This paper presents a light-weighted solution for fight-
cast [4], mobility [5], indirection [6] as well as caching][7 ing spam in publish/subscribe networks, based on inforank-

In publish/subscribe architectures information provigering [11]. This approach uses a two-step publication ranking
which are referred as publishers, advertise the pieces avfe based on the number of publishers that provide this pub-
information that they possess. On the other hand informatitication and another based on the subscribers’ feedback. Ou
consumers, subscribe to desired information items, tberef suggested solution relies on the fact that malicious phbts
the term subscribers is used to describe them. A networkwill try to generate as many similar publications as possibl
brokers—also known as the rendezvous network—is respomsider to circumvent the publication blacklisting that isven
ble for locating the publishers who provide the informatioby the subscriber’'s feedback. By ranking publications aoid n
items that satisfy the consumers’ subscriptions and teitea publishers we ensure that malicious publishers will notehav
forwarding process from the information providers towardsny gain by taking advantage of legitimate publishers,, e.g.
the information consumers. The broker in which publicatiorwith usage of viruses and worms. Our solution can be easily
subscription matching takes place is known as the rendszvaleployed and presents significant advantages when compared
point. Rendezvous networks are usually organized in a dis-a publishers ranking based solution.
tribute hash table and every broker in the network is re- The rest of this paper is organized as follows. Section I
sponsible for a set of publications. The publication precepresents related work in this area and gives an overview of



inforanking. In Section Il we describe a publish/subserib LI —
architecture that is used as reference architecture irptper ltem02 | UL, U2, U3, U4 | 025+ 05+ 05 + 05 = 1.75
and in Section IV we present our solution which is evaluated ltem03 [ U1, U5, U6, U7[ 025+1+1+1=325

in Section V. Finally Section VI presents our conclusiond an ltemO4 | Ul 0.25

future work. TABLE |

INFORANKING VOTING EXAMPLE
Il. RELATED WORK

The only related work regarding publish/subscribe spam

is—to our knowledge—the solution proposed by Tarkoma [Bplieces of information in file sharing networks and its devel-

la;ﬁr?r? ;der;tt')flliii /;E[)esecri%??:glsvoﬁysbe: Jzaérgnkaexslegs é)t tment was based on the observation that in these networks
pam Ir P o ¢ Dog ’ malicious users, provide numerous polluted versions, deior
replication and users’ interest prediction. He presents &N void blacklisting. Its design was driven by the requi
infrastructure-based solution in which each entity dibjita i

) . to add the least possible overhead to the already deployed
SIgns every message it sends or forwards. The messages Mfitecture. Inforanking has been proved to be more éféect
signed using a pgbhc key. Pu'bl|c keys can be either Seﬁian user-ranking based solutions—such as Credence fi17]—i
generated or provided by a third trusted party. Whenevert &ms of polluted objects isolation. Moreover it has minimu
message is received, the message receiver checks Wheiﬁnerir?nh act to the architecture '

message was send/forwarded by an entity that is considere$ )

as a spammer. In order to do this it should extract the identit n .|r'1fo.rank|ng users may vote only positively regarding a
.specmc information item. Moreover a user may vote only

: : . . 0r¥ce. When it comes to a file sharing system the fact that a user

available lookup service that contains all the spammess’ id o : o

. . ares a file is considered as a positive vote. Therefore ther
Our solution differs from Takoma approach. Instead Q .

) . . IS no need for the deployment of a separate voting subsystem.

trying to isolate the nodes that cause spam we isolate spam

information itself. The reasoning behind this approachét t a((::grr\llolﬁecéf :SESEUU'?E [c]or;geﬁﬁelrse%e;?ht:asdtgg 2ufricgr
a node isolation based solution may jeopardize legitim P N ¢ ¢

. ) . -I’s votes inC anda a fixed value. As an example consider
nodes as malicious nodes will try to manipulate them wit

. a_system in which users query for information items usin
the usage of tools such as viruses and worms. Moreo oY query 9

information items can be identified by self-signed ids, ,e.g.eywords. The result set of user's query is the contextircivhi

by ids that are based on the result of a hash function oy is calculated using the above formula. Table 1 is an example

the item data. Finally it is easier to determine in an objecti c‘)efrmforankmg usage witla = 1. The first column of this table

e L . . {:ontains all the items that are included in the result see Th
way whether a specific information item is malicious or no

L . econd column contains a list of users that share each itdm an
rather than to determine if a node behaves maliciously 6f n . . . . ) .
. ) . e third column contains the inforanking of each item. As it
especially when it comes to Byzantine nodes. We evaluate

our approach against a node ranking based approach in ﬁg be seen in the table user Ul has voted for 4 items in the
i i result set, so his vote is weighted by 0.25, On the other hand
evaluation section.

As far as the publish/subscribe architecture security li‘sseléitlégbL;fl and U7 have voted only once so their votes are

; W
concerned, several solutions have been proposed. Event.
Guard [12], is a mechanism that aims at providing security fom_
content-based publish/subscribe systems by using "guards
that secure the critical operations of the publish/subscri Various publish/subscribe architecture proposals exst i
system. QUIP [13] is a lighter version of Eventguard thdhe literature. They are classified into two broad categorie
secures less operations. Pallickara et al. [14] proposetsate namely topic-based and content-based. In the rest of thbis se
ized framework for encrypting messages in publish/subscrition we describe a conceptual content-based publish/sbbesc
architectures while Belokosztolszki et al [15] modify Hearsn architecture, which is used as reference architecture ig th
publish/subscribe [16] system in order to support access c@aper.
trol. In the majority of the proposed architectures, a pub-
All these solutions are not focused on preventing spalish/subscribe system consists of publishers, subseribad
communication and they demand heavy modification of thieuting nodes -also called brokers [18]. Our referenceitach
existing publish/subscribe architecture. Our solutioeslaot ture adopts this approach. Publishers are informationigeos
add any additional entity in the network, it tries to use adlye that advertise information, service, or content. Subscsib
existing functionality and it imposes a minimum communicaare consumers that explicitly express their interests in a

A PUBLISH/SUBSCRIBEREFERENCEARCHITECTURE

tion and state overhead. specific published element. Brokers are elements that match
. publishers’ advertisements with subscribers’ intere$tsey
A. Inforanking initiate routing, forwarding, and distribution decisigresen-

Inforanking is a vote-based approach for ranking informaually leading to the delivery of the content from publisher
tion items. It was initially developed for isolating poladt to subscribers. A node where the matching of the publisher



content with the subscriber interests takes place is nefet
to as the rendezvous point. P,
Publishers feed an information element into the pub- Blisp, bs,

P1

lish/subscribe system by virtue of publications. A subiseri T ~Subscribe KWs—
expresses her interest in receiving a piece of informatipn b | p, Publish 12— gy Forward I3
issuing a subscription message that contains keywords or [ Publish 13— e ——Vote [3————
what kind of information to be delivered. The rendezvous R e

. . . . . . ‘0\\5\"
point which is responsible for handling these keywords will /V“

receive the subscription message. This rendezvous polht wi | P3
decide which is the appropriate publication that corregigon
to subscribers keywords.

For the rest of this paper we make the following assump-
tions:

« A publication can be provided by more than one pub- o ]
lisher. with respect to the total number of publications the pulgish

« Every publication is identified by a unique identifier, e_g.provides in the same result set. The rank of every publinatio
the result of a hash function over the publication data, aidn the result sef? is 3- V* whereV;™ is a vote fori in R.
it is impossible for a publication to use a false identifieAS @ vote is considered the fact that a publisieprovides

« Publishers and subscribers are not anonymous. We &d R and it is weighted byl/ " Pujf where Pujf is a
sume the existence of an authentication service. Moreofolication of P in the result setiz. As it can be observer
we assume that it is difficult for a single user to creat@foranking is used with. = 1. As an example, if a publication

Fig. 1. Overall Architecture

multiple accounts. A is provided by two publishers and each of these publishers
« A specific keyword is handled by a single rendezvouU3s 4 publications in the result set that contaihshen the
point. publisher-based rank ot is PR(A) = (1/4+1/4) =0.5. In
« All rendezvous points are reliable. our approach we normalized publisher-based ranks using the
following formula: NPR(A) = PR(A)/ Y. P® where}_ PR
IV. APPROACH is the total number of publishers in the result BefThe bigger

The target of our approach is to enable rendezvous poiti¢ publisher-based rank is the better a publication isgtbee
to isolate spam publications and respond to subscriptioifisour approach we considér— NPR.
with valid ones. Inforanking is applied to the result setttha During this step, the ranking of an information item is
occurs whenever a subscriber requests for a subscripting ugcalculated based on data and functionality provided by the
keywords. This result set contains all the publications thRublish/subscribe infrastructure, i.e., no extra stateconmu-
match the subscription’s keywords. The purpose of infoiragk hication overhead is added to the network.
in this approach is to giveigger rank to spam publications. . .
Publications are ranked based on the number of publishats g Subscriber-based Ranking
provide these publications as well as based on subscribersburing this step subscribers vote for spam publicatios, i.
votes. Figure 1 gives an overview of the suggested approagtenever a subscriber receives a spam publication she sends
Publishers publish their publications to a rendezvoustgoid a message towards the rendezvous point and informs it about
subscribers issue subscriptions that contain some kepwordtis specific publication. Subscribers may vote only onae fo
Whenever the rendezvous point receives a subscription tRaspecific publication and there is no vote that indicates tha
can be matched to one or more publications, it forwards publication isnot spam. Subscribers votes are considered
the appropriate publication. When the publication is resgjv When a result set is created. Every vdteof a subscriber
subscribers vote if they consider that it was a spam. Out anfi is weighted by1/>" V4" where ) V4* is the total votes
spam mechanism is triggered after subscription operatioh &0f S in the result sef?. So, if a publication4 has received
before forwarding, and it takes into consideration presiodwo votes from two different subscribers and each of these

publication and vote messages. subscribers has already voted for 10 publications in theltres
. ) set that containsA then the subscriber based rank 4fis
A. Publisher-based Ranking SR(A) = (1/104+1/10). The subscriber-based ranking is also

The rule of thump in this step is that the publications that anormalized using this formulaNSR(A) = SR(A)/>. SE
provided by many well-behaved publishers, are probabligvalwherey” S% is the total number of subscribers that have vote
publications. Well-behaved publishers are those who phbliin the result sefz. The bigger the subscriber-based rank is the
a normal number of publications. Inforanking assures thhaigger is the possibility for a publication to be a spam.
the bigger the number of publications a publisher provides This step requires some additional state and communication
the lesser is the effect he has on the publication’s rank. Theerhead. Each rendezvous point should maintain a list of
fact that a publisher provides a publication, is consideasd subscriber votes and each subscriber vote is an extra ngessag
a positive vote for this publication. This vote is weightedh the network. Nevertheless the state is fully distributed



all rendezvous points and the vote message may be possible
encapsulated in other messages, e.g., in an ACK message.

The inforank of a specific publication is the sum of
1— the normalized publisher-based rank and the normalized
subscriber-based rank, i.éR =1 - NPR + SR, and the
publication chosen by the rendezvous point is the one wih th
smaller inforank.
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V. EVALUATION 0,00 -

We evaluate our solution using two threat models. The e e

first threat model concerns a publish/subscribe architectu
in W_hlch there exist malicious publishers Who pu_b_|ISh Spamg. 2. Total subscriptions to spam publications when malisipublishers
publications. In the second threat model in addition to thoose a number of objects to publish, from a pool of 20 putitina
malicious publishers we consider malicious subscribers wh

collude and vote against valid publications.

Number of objects

=]
un

M Publisher Ranking Inforanking

A. Smulation Setup

Using OMNeT++ [19] and OverSim framework [20], we
simulate a network consisting of 100 publishers and 100
subscribers. A publisher may, or may not, be malicious and—i
the second threat model-a subscriber may, or may not, eollud
Non malicious publishers share in average 5 informatianste
These items are selected through a pool of 80 valid infoonati
items, using a zipf distribution. All the published infortiwa ]
items concern the same keywords, therefore are published to 10 20 30 40 S0 so 70 80 100 120
the same rendezvous point. Subscribers query this rendgzvo Publications
point in specified time intervals requesting an information
item. The simulation ends when all subscribers obtain ORg. 3. Total subscriptions to spam publications in a nekwinrwhich 50%
valid information item. of the publishers are malicious
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B. Threat model A

In this threat model we examine the case in which g@hengoy the publishers are malicious. As it can be observed
percentage of the publishers publishes spam publicati¥es. jnforanking is much more effective than publisher's ramkin
consider two scenarios, one in whiéh’ of the publishers yjoreover as the number of publications that a malicious
behaves maliciously and another in whish’% of the pub- plisher may publish augments, the number of subscrigtion
lishers behaves maliciously. In each scenario we compare gibt |ed to spam publication tends to zero when inforanking
solution against a solution based on publishers ranking &S sed, whilst it remains almost constant when publisher's
described in [8]. More precisly when publisher’s ranking i?anking is used.
used, whenever a subscriber receives a spam publication, h@nen inforanking is used, the number of the subscriptions
updates a global accessible black list that contains phéatss
that publish spam publications. Moreover when publisher’s
ranking is used, the publication chosen by the rendezvous 80
point is the one that has the biggest number of non black- 70
listed publishers.

Malicious publishers publish as many objects as needed in
order to achieve the maximum negative impact to the network.
As it can be seen in Figure 2, when inforanking is used, the
number of the subscriptions that lead to spam publications,
depends on the number of objects that malicious publishers
choose to share from their pool of publications. This number 107
of objects in every experiment has been determined through 0 -
Simu|ati0nS. 10 20 30 40 50 60 70 B8O 100 120

Figure 3 shows the total number of subscriptions that Publications
leads to spam publications, whé0% of the publishers are
malicious and choose their objects from a pool of 10 to 1%(;9&]
spam publications. Figure 4 shows the simulation outcome

m Publisher Ranking Inforanking

60
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30 +

20

Subscriptions to spam

4. Total subscriptions to spam publications in a nekworwhich 80%
e publishers are malicious



40

N ® Inforanking Publisher Ranking - Figure 6 shows the total number of subscriptions that led
£ to spam publications when malicious publishers choose spam
g ¥ — publications from a pool of 10 or 30 publications and the
2= — percentage of subscribers that collude(§ or 20% or 30%.

s % [ As it can be seen even #0% of the subscribers collude, if
g 1 — inforanking is used, the maximum number of subscriptions
Zw — that leads to spam publications is less than the number of
5 — subscriptions that leads to spam publications if publisher
o | N - — — ranking is used and there an® malicious subscribers.

25-25 50-50 75-75 100-100
Good Publishers - Malicious Publishers

VI. CONCLUSIONS ANDFUTURE WORK

Fig. 5.  Total subscriptions to spam publications when thenlper of In this paper we presented a light-weighted solution for
publishers is variable fighting spam in publish/subscribe networks. We used a 2-
step approach, based on publisher’s behavior and subssribe
12 — votes. We compared our solution to a publisher’s ranking
# 10 Publications 30 Publications based solution and we found out that our solution leads to
smaller number of spam publications. Moreover our solution
uses, to its biggest extent, functionality already depdioire
a publish/subscribe network and it needs only a few extra
messages towards rendezvous-points as well as some extra
4 — state maintained by the rendezvous points. We also examined
the case in which malicious subscribers exist in the system
and try to affect it, in favor of spammers and we found out

-
[=]

m

Subscritpions to spam
(u]

0 that even in this case our solution is robust enough.
10% - 20% 30% Future work includes the development of a large scale
Percentage of malicious subscribers that collude publish/subscribe system and the deployment of inforankin

functionality in this system. We believe that fighting spam
in only one of the many possibilities that inforanking may
offer. We anticipate to incorporate many inforanking-lthse
solution in our publish/subscribe system including malic
o ) file isolation, faulty vote elimination, effective publigan
that lead to spam publications is not affected by the numbgtiection, denial of service attack prevention.

of publishers. On the other hand the efficacy of a publishers ag ar as the spam prevention mechanism described in this
ranking based solution is greatly affected by the numbgp,er is concerned, future work includes the usage of pre-
of publishers. Figure 5 shows the number of subscriptio$;sied subscribers, whose votes will have bigger weight as
that lead to spam publications when 50 publishers (25 goqgls|| as the distribution of the system functionality among
25 malicious), 100 publishers (50 good, 50 malicious), 159ultiple points, e.g., publisher-based ranking may takecel

publishers (75 good, 75 malicious) and 200 publishers (190 rendezvous points whereas subscriber-based ranking may
good, 100 malicious) are considered. In all cases the numbgg, place in local brokers.

of the subscribers remains constant (100) as well as the
number of publications each publisher publishes. As it can ACKNOWLEDGMENT

been seen inforanking is not affected by the variable number. . .
of publishers. The work reported in this paper was supported by the ICT

PSIRP project under contract ICT-2007-216173.

Fig. 6. Total subscriptions to spam publications in a nekwiorwhich 50%
of the publishers are malicious and malicious subscribelsid®|

C. Threat model B

In this threat model malicious subscribers are also con-
sidered. Malicious subscribers collude and vote againg va [1] “Ccnx project,” March 2010ht t p: / / waw. ccnx. or g.

At ; ) A ; ; i [2] “Psirp project,” March 2010ht t p: / / www. psi rp. org.
publications. Publisher’s ranking is not examined in thizoel 3] “4ward project” March 20100t t p: / / wwi. 4var d- proj ect . eu.

as collusions are not considered in this approach. Mal&iolys] m. castro, P. Druschel, A. Kermarrec, and A. Rowstron, FSBE: A
subscribers are the first nodes that enter the network and large-scale and decentralized application-level multigafsastructure,”

they vote at the same time intervals as the time intervals in 'l'i%'g Jf“:;ga' 20(;‘0§e'ected Areas in communications, vol. 20, no. 8, pp.

which valid subscribers issue subscription messages.ere [s; k. katsaros, N. FOTIOU, G. POLYZOS, and G. XYLOMENOS, “v
50% of the publishers are malicious, and they choose their lay Multicast Assisted Mobility for Future Publish/Subiser Networks,”

publication from a pool of 10 or 30 spam publications—this is_ Proc. ICT Mobile Summit, 2009.
[6] I. Stoica, D. Adkins, S. Ratnasamy, S. Shenker, S. Surama]

the number of Spam pUincations that had the biggest negativ S. Zhuang, “Internet indirection infrastructureReer-to-Peer Systems,
impact in threat model A. pp. 191-202.
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