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Abstract Publish/Subscribe is a paradigm that continuously receives increasing at-
tention by the research community, mainly due to its information oriented nature.
The PSIRP (Publish-Subscribe Internet Routing Paradigm) project aims at develop-
ing and evaluating a clean slate architecture for the future Internet, based on this
paradigm. Availability, security, and mobility, are considered as core elements in
this new form of internetworking and they are not provided as add-ons. This paper
highlights the security aspects of PSIRP presenting the security advantages inher-
ited by the pub/sub paradigm as well as the innovating security mechanisms that
have been introduced during this project.

1 Introduction

Publish/Subscribe paradigm has been in the spotlight of various research efforts. Its
information oriented nature, the decoupling it offers between information providers
and information receivers as well as its location-identity split capabilities, have in-
spired a variety of–mainly overlay–architectures that focus on multicast [5], mo-
bility [14], indirection [25] as well as on caching [15]. PSIRP project1 is an FP7
EU funded research effort that envisions a clean slate internetworking architecture
based on this paradigm. Moreover by abiding to Trust-to-Trust (T2T) principle [3],
i.e., all functions take place in trustworthy places, the PSIRP project considers se-
curity as a building block of its architecture rather than as an ‘add-on’. PISRP is a
publish/subscribe architecture enhanced to support the requirements for a scalable,
secure and mobility-friendly future Internet architecture.

Publish/Subscribe architectures are mainly composed by three basic components;
publishers, subscribers and a network of brokers [7]. Publishers are information
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providers that ‘publish’ information advertisements. Subscribers on the other hand
are information consumers that express their interest on specific pieces of infor-
mation by issuing subscriptions. Brokers are responsible for matching publications
with subscriptions and initiate the information forwarding process from informa-
tion publishers towards information consumers. The broker in which publication-
subscription matching takes place is known as the rendezvous point, and therefore
the network of brokers is usually referred as the rendezvous network. Publication
and subscription operations are decoupled in time and space allowing for the de-
velopment mobility as well as anonymization mechanisms. Moreover a publication
can be provided by multiple publishers and similar subscriptions can be aggregated,
creating this way opportunities for multihoming as well as for multicasting.

Inherently publish/subscribe paradigm has many security advantages, compared
to the commonly used end-host oriented paradigm. PSIRP harvests the security
advantages the publish/subscribe paradigm offers, whilst PSIRP-specific security
mechanisms are being developed. The purpose of this paper is to introduce PSIRP
as well as to give an overview of its security features. The paper is organized as fol-
lows. Section 2 introduces PSIRP’s architecture and its core components. Section
3 highlights the security advantages of publish/subscribe paradigm while Section
4 presents the PSIRP-specific security solutions that have been developed. Section
5 outlines related architectures and our conclusions as well as future work are in-
cluded in Section 6.

2 The PSIRP architecture

The core element of the PSIRP architecture is information; information is everything
and everything is information [26]. In PSIRP every piece of information is identi-
fied by a unique, flat, self-certified identifier, known as the rendezvous identifier
(RId). Information is organized in scopes. Scopes are physical or logical structures
that facilitate the finding as well as access control a over a piece or collection of
information. A physical scope can be for example a corporate network, whereas a
logical scope can be a group of friends in a social network. Scopes can be included
within each other, creating a flexible structure. Scopes are identified by a flat identi-
fier known as the scope identifier (SId). Each SId is managed by a rendezvous point
(RP) which can be a single rendezvous node or a complete rendezvous network.

The publication operation in PSIRP involves 3 steps [10]; initially the RId of the
publication is created, then the SId of the publication scope is identified. and fi-
nally the publication is published in the RP that is responsible for handling this SId.
The publication message may also contain metadata–such as general information
about this publication. Figure 1 shows publication operation, in a PSIRP network,
with three scopes; the scope MyUniversity and its sub-scope MyLab and the scope
MyFamily. As it can been seen in this figure a publisher issues a publication to the
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Fig. 1 Publication in a PSIRP network

scope MyFamily. The publication message should contain a scope-unique publica-
tion identifier (RId), the MyFamily scope identifier (SId) as well as metadata that
describes this publication. The publication message reaches rendezvous node RN
B which is part of the MyFamily rendezvous network. The subscription operation
involves the identification of the SId and RId of a publication–which can be done
for instance, with the help of a search engine–and the sending of a subscription mes-
sage. Initially the subscription message will be forwarded to the appropriate scope as
all the other scopes are not aware of the publication in request. When the subscrip-
tion reaches the appropriate scope it will be forwarded to the publications RP. The
network is responsible for routing publication and subscription messages towards
the RP as well as for forwarding publications from publishers towards subscribers.
Figure 2 shows subscription operation. A subscriber subscribes to an already pub-
lished publication. When the subscription message reaches the appropriate RP, and
as long as there is a publication that matches this subscription message, the RP cre-
ates a forwarding path, from the publisher towards the subscriber, and instructs the
publisher to send the publication using the identifier (FId) of this path. PSIRP uses a
slow path for signaling, i.e., publication and subscription messages, and a fast path
for data forwarding. Moreover multicast is the preferred delivery method in PSIRP.

PSIRP’s operation is organized around three basic functions which are recursively
executed in all layers of the architecture. These functions are the Rendezvous, the
Topology and the Forwarding function [23]. The rendezvous function is respon-
sible for managing an index of publications as well as for providing mechanisms
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Fig. 2 Subscription in a PSIRP network. Initially the publisher issues a publication, then a sub-
scriber, subscribes to this publication and the rendezvous point instructs the publisher to forward
this publication to the subscriber

that enable publication location. In the higher layers of the PSIRP architecture the
rendezvous function is distributed and mechanisms such as DHTs and Hierarchical
DHTs are used in order to implement it. The topology function is responsible for
monitoring the network graph and for creating paths from a publishers towards one–
or many (e.g., with the use of multicast)–subscribers. Depending on the layer of the
architecture the Topology function can be implemented in a variety of ways rang-
ing from static configuration and simple routing protocols to complex interdomain
routing protocols. The forwarding function utilizes the delivery path created by the
topology function and forwards data packets. Currently the forwarding function in
the higher layers of the PSIRP architecture is implemented using the zFilters [12]; a
bloom filter based structure that contains the link identifiers that a data packet must
traverse in order to reach its destination(s).

3 Pub/sub security features

The publish/subscribe paradigm can be seen as a remedy to the imbalance of power
between senders and receivers, that currently exists. In the current Internet the net-
work will make a best effort to deliver what sender sends, no matter the cost it has
for the receiver. This imbalance is often accused for the increasingly number of
DDoS attacks as well as for the emerge of spamming. In publish/subscribe systems
there is no information flow as long as the receiver has not expressed his interest on
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a particular piece of information, i.e, the receiver in a publish/subscribe architecture
is able to instruct the network which pieces of information shall be delivered to him.
Moreover no information is requested from a publisher, unless the publisher has ex-
plicitly denote its availability, i.e, unless the publisher has advertise a publication
for this particular piece of information.

Publication and subscription operations are decoupled in time and space, i.e.,
they do not have to be synchronized neither do they block each other. Moreover pub-
lishers and subscribers do not communicate directly and they can hide their identity
as–in general–subscribers are only interested for the information itself rather than on
who provides it, and publishers–usually–disseminate publications using multicast so
they cannot be fully aware of the publication’s recipients. Therefore anonymity can
be easily achieved in publish/subscribe architectures. Moreover by having a point
in the network in which subscription and publications are matched, allows for the
deployment of access control mechanisms.

Fig. 3 Example of multihoming in a publish/subscriber architecture

Publish/Subscribe architectures offer great availability. The rendezvous network of a
publish/subscribe architecture is usually implemented using a DHT. DHTs provide
significant load balancing–usually with the cost of some communication stretch.
Moreover in a publish/subscribe architecture multihoming can be easily achieved,
as multiple publishers may advertise the same publication to a RP, therefore a RP
has a number of options with which it can satisfy a subscription. Figure 3 shows
an example of multihoming in a publish/subscribe architecture. Publishers A and
B, both publish publication FFF. Subscribers A and B subscribe to this publication.
For each subscription message the RP knows two publishers that can provide the
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publication that matches it, therefore for each subscription message it chooses the
publisher that is closer to the respective subscriber, i.e., it chooses publisher A to
serve subscriber A and publisher B to serve subscriber B.

Publish/subscribe architectures allow for subscription aggregation and they cre-
ate chances for multicast, therefore in these architectures resources sharing can be
achieved, leading to greater availability. In Figure 4 both subscribers A and B sub-
scribe to the publication FFF. The subscription messages are aggregated inside the
networks, as long as they follow the same path towards the RP. Moreover publisher
A sends a single data flow, which is copied in a appropriate place in the network in
order to serve both subscribers.

Fig. 4 Resources sharing in a publish/subscribe architecture, using subscriptions aggregation and
multicast

4 PSIRP-specific security mechanisms

Security in PSIRP plays an important role and trust is a PSIRP’s declared principle.
Security mechanisms are considered in all levels of the architecture. Information
in PSIRP will by transmitted in encrypted packets usint the Packet Level Authen-
tication (PLA) [19] technique. PLA is a novel mechanism, applied in PSIRP, for
protecting the networking architecture based on the assumption that per packet pub-
lic key cryptographic operations are possible at wire speed in high speed networks
due to new cryptographic algorithms and advances in semiconductor technology.
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Moreover when applied in wireless environments PLA has been proved to offer
significant energy efficiency [20].

As already described PSIRP’s forwarding mechanism is based on the formation
of a bloom filter–called zFilter–that describes the path that a data packet should
follow [12]. The computation of the zFilter is based on the identifiers of the links
that compose the data path. These identifiers are dynamically generated every time
a zFilter is created, making this way almost impossible for an attacker to create
crafted zFilters or link identifiers that will lead DoS attacks or to information leak-
age. Forwarding using zFilters is achieved in line speed leading to better resources
utilization. Network attachment in PSIRP [17] assures proper user authentication
protecting both users from improper configuration as well as network from DDoS
attacks, that can be caused by malicious users who repeatedly try to attach them-
selves in a PSIRP network.

In the higher levels of the architecture, existing security mechanisms can be used.
Nikkander et al. [22] studied the application of present work on cryptographic pro-
tocol analysis in a pure publish/subscribe architecture, i.e., an architecture where all
message passing is based on publish/subscribe rather than send/receive, and found
out that, even networking protocols are majorly revised, current cryptographic pro-
tocol analysis can be applied to a certain extent, with only minor modifications
mostly on the notation side. In addition to existing security mechanisms new PSIRP-
specific mechanisms are being developed. Multicast and caching are expected to as-
sure PSIRP’s architecture availability. Towards this direction a router assisted over-
lay multicast solution [13] as well as an information oriented caching scheme [16]
have been developed, and tested using large scale simulations. Moreover novel trust
mechanisms are considered based on information ranking [9] rather than end-users
ranking. Information ranking has been proved to be very effective when it comes to
malicious information isolation [8].

PSIRP security is going to be greatly enhanced with the notion of scopes. Al-
though not yet implemented, scopes are expected to control information dissemina-
tion as well as to play a significant role in applying access control policies as well as
accounting mechanisms. Scopes are expected to be PSIRP’s information firewalls.

5 Related work

CCNx [6] and 4WARD [1] are two ongoing research projects that investigate the
potentials of an information-oriented Internet architecture. In contrast to PSIRP,
CCNx proposes an architecture organized using hierarchical naming [11]. More-
over CCNx uses a broadcast-based mechanism for information location, rather than
a rendezvous driven one. 4WARD, on the other hand, focuses on network diver-
sity as well as on network self-manageability without diving into core architectural
issues.

Data-Oriented Network Architecture (DONA) [18] and Routing on Flat Labels
(ROFL) [4] are two pioneering architectures that introduced flat identifiers. DONA
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aims at replacing DNS with flat self-identifying labels that will enable data location
and retrieval, while ROFL creates an internetworking architecture in which routing
takes place solely based on the data–flat–identifiers. While PSIRP borrows the in-
formation naming concept of DONA, it uses two different paths, a slow and a fast
one, for information location and forwarding, respectively. Moreover PSIRP extends
ROLF by hierarchically organizing information using scopes.

Internet Indirection Infrastructure (i3) [25] and Host Identity Protocol (HIP) [2]
are two rendezvous-based overlay solutions that aim at providing mobility, multicast
and multihoming. i3 implements an IP overlay network that replaces the point-to-
point communication model with a rendezvous-based paradigm while HIP intro-
duces a new layer, that decouples host identity from location identity, in the inter-
network stack between the IP layer and the transport layer . PSIRP’s rendezvous and
topology processes use similar concepts.

Security in publish/subscribe architectures has received significant attention from
the research community. Wang et al. [27] as well as Lagutin et al. [21] have
specify security requirements for a publish/subscribe architecture, whereas Wun et
al. [28] have identified and classified possible DoS attacks in content-based pub-
lish/subscribe systems. Various mechanisms have been developed in order to secure
publish/subscribe systems–such as Eventguard [24]–and most of them are based
their operation on traditional security mechanisms, that are adapted to the concept
of the publish/subscribe paradigm.

6 Conclusion and Future work

In PSIRP project security is not left solely to the significant advantages that the
publish/subscribe paradigm offers. In contrast, PSIRP architecture is secured in all
layers either by adapting current security mechanisms to a pure publish/subscribe
environment or by creating new innovating mechanisms, demonstrating a secure
future Internet architecture with high availability.

PSIRP is an ongoing research effort and as it progress and its core components
are fain grained, new security mechanisms will be developed. Future work is fo-
cused on the creation of a robust, scalable and effective topology manager, that will
allow for policies enforcement, on the implementation of a scoping mechanism as
well as on the development of an interdomain rendezvous system. Moreover large
scale overlay simulations as well as the recently created PSIRP testbed are expected
to reveal even more security weaknesses, security requirements as well as new tus-
sles that will guide PSIRP’s security research.
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