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Abstract—In densely populated cities, Wi-Fi networks—private or otherwise—are ubiquitous. We focus on the provision of citywide

broadband communication capability to mobile users through private Wi-Fi networks that are in range but belong to others. We form a

club that relies on indirect reciprocity: Members participate in the club and provide free Wi-Fi access to other members in order to enjoy

the same benefit when they are away from their own Wi-Fi network. Our club scheme does not require registration with an authority

and does not rely on centrally issued club identities: Members create their own identities (public-private key pairs) and receive signed

digital receipts when they provide Wi-Fi service to other members. These receipts form a distributed receipt graph, parts of which are

used as input to an indirect reciprocity algorithm that classifies club members according to their contribution. We show that our

algorithm can sustain cooperation within the club and is robust to attacks by free-riders. We implement and evaluate our proposed club

algorithms on commodity Wi-Fi routers and dual-mode cellular/Wi-Fi phones. Because we anticipate that Wi-Fi telephony will be a

popular club application, we present and evaluate a secure and decentralized architecture for citywide voice (and multimedia)

communications that is compatible with our club both from an architectural as well as an incentives perspective.

Index Terms—Wi-Fi, community networks, cooperation, decentralization, indirect reciprocity, Wi-Fi telephony.
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1 INTRODUCTION

THE low cost and ease of deployment of Wi-Fi networks,
combined with the fact that Wi-Fi operates in un-

licensed frequency bands, has made Wi-Fi the technology of
choice for local-area wireless connectivity in residential,
corporate, municipal, and campus settings. Usually, Wi-Fi
networks are also connected to the Internet over fixed
broadband links. Today, the cost of fixed broadband is low,
access capacity has increased, and Wi-Fi signals pervade
many cities. However, most private Wi-Fi networks are
security-enabled, and when users are away from their
base they must usually rely on the more expensive cellular
network for voice and data communications. In this paper,
we focus on the provision of Internet access to mobile users
through private Wi-Fi networks that are in range but belong
to others. We present a club scheme that encourages owners
of Wi-Fi networks to provide free Wi-Fi access to other club
members that are in range, in order to enjoy the same
benefit when they themselves are away from their base.
With dual-mode cellular/Wi-Fi phones now available from
many manufacturers, we propose that such a scheme can
complement cellular networks in cities where Wi-Fi density
is high. As mobile multimedia traffic is increasing, this
scheme benefits both casual users (by lowering their cellular
phone bills) and, in the long term, cellular operators (by
allowing them to save cell capacity and charge a premium

for other value-added ubiquitous connectivity services with
quality guarantees). Here, in addition to focusing on casual
usage, we mainly consider low mobility scenarios and do
not concentrate on the real-time handoff of Wi-Fi connec-
tions from one Wi-Fi access point to another.

1.1 Model and Assumptions

We will assume that Wi-Fi networks are connected to fixed
Internet access links and that Internet service provider
contracts permit the not-for-profit sharing of Internet
connections with nearby mobile users over Wi-Fi. Sharing
friendly operators exist today [4], [18].

Why should individuals share their Wi-Fi networks
with nearby mobile users, especially when there maybe
direct and indirect costs involved? Pure altruism is one
answer. However, we assume that there are not enough
altruists to allow the formation of Wi-Fi sharing commu-
nities that can rival cellular networks in citywide coverage.
Instead of altruism, we build on indirect reciprocity. The
idea is that an individual participates in our club and
provides free Wi-Fi access to club members in order to
enjoy the same benefit when mobile; mobile users who do
not share their own Wi-Fi networks are excluded from this
club, which provides them with an incentive to share.

To increase its chances of adoption, a distinctive char-
acteristic of our club scheme is that it is fully decentralized.
Club members do not register with a central authority or
another trusted third party, and club members do not have
to know or trust other club members. In addition, members
create their own club identifiers (IDs) and we assume that
members can use an unlimited number of these IDs. This
assumption makes the problem of encouraging cooperation
more difficult compared to similar problems where exactly
one unique and long-lived ID per node is assumed.
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Furthermore, we assume that members can modify the
modules that implement the club algorithms at will; that is,
we do not rely on tamperproof hardware or software to
make the system work.

All member IDs are unique public-private key pairs. We
assume that it is impossible to forge digital signatures and
that private signing keys remain private. We do not require
the existence of a Public Key Infrastructure (PKI) and we do
not assume that club members know the ID of any other
member through some other means.

Finally, we assume that members, if and when they are
granted access to a foreign Wi-Fi network, will securely
tunnel all their traffic to a trusted Internet gateway (which
can be hosted on their own Wi-Fi router at home, as in our
reference implementation), so we are not concerned with
the security of the wireless link or with Wi-Fi routers that
attempt to eavesdrop on the traffic they relay.

1.2 Overview of Our Sharing Scheme

Our club sharing scheme works as follows: Each club
member owns and manages a Wi-Fi network connected to a
fixed Internet access link. The ideal result of our scheme is
to encourage club members to match their consumption
with at least an equal amount of contribution. By consump-
tion, we refer to the volume of Internet traffic a mobile club
member relays through foreign Wi-Fi networks, and by
contribution, we refer to the volume of traffic a member’s
own Wi-Fi network relays for others.

Free-riding members, who contribute much less than they
consume should find it hard to obtain service of good
quality. And only short-term history is relevant: Members
should continuously contribute in order to be able to
continuously consume.

Members sign digital receipts when they obtain service
from another member. These receipts form a logical receipt
graph, which is physically distributed. Parts of this graph
are used as input to an indirect reciprocity algorithm that
identifies contributing members by running heuristics on
the available graph. Receipts are disseminated within the
club using a gossiping algorithm. The club Wi-Fi routers that
execute the reciprocity and gossiping algorithms do not
need to exchange any information over the Internet, so the
risks of network security attacks as well as other imple-
mentation complexities are lowered: Gossiping only takes
place between a Wi-Fi router and a foreign member who is
locally connected to it over Wi-Fi.

1.3 Organization of the Paper

This paper is organized as follows: Section 2 presents the
main club entities. Section 3 describes the three club
algorithms. Algorithm performance is evaluated via simu-
lations in Section 4. Section 5 presents our reference
implementation on the Linksys WRT54GS Wi-Fi router,
along with measurements of its performance. Section 6
presents a prototype club application, secure Wi-Fi tele-
phony, along with an experimental evaluation. Related
work is presented in Section 7. We discuss additional issues
in Section 8, where we also conclude the paper.

2 SYSTEM ENTITIES

In this section, we present the main club entities: members,
receipts, and the receipt graph.

2.1 Members

We consider citywide Wi-Fi sharing clubs comprising
thousands of members, each with a Wi-Fi network that
provides coverage to specific publicly accessible areas. Each
member generates a member identifier, which is a unique
(with high probability) public key whose corresponding
private key is kept secret by the member. We do not require
a Public Key Infrastructure, and member public keys
remain uncertified. Members will present their public keys
when they request service.

2.2 Receipts and Receipt Graph

A club receipt is evidence that Wi-Fi service was provided.
Receipts are generated according to a receipt generation
protocol (see Section 2.2.1) every time a member uses the Wi-
Fi network of another member, and are sent over Wi-Fi to
the Wi-Fi router that is providing service. Receipts consist of:

1. The public key of the contributing member.
2. The public key of the consuming member.
3. A time stamp, which notes the start time of the Wi-Fi

session.
4. A weight, which notes the volume of traffic the Wi-Fi

router relayed for the consuming member during
the session.

5. The consuming member’s digital signature, which is a
hash of the four fields above, asymmetrically
encrypted with the consuming member’s private
key. One can verify this digital signature using
information on the receipt itself: the consuming
member’s public key.

Receipts form a logical receipt graph. The vertices of this
graph are member IDs (public keys) and the weighted
directed edges point from a consuming member ID to a
contributing member ID. An edge’s weight is equal to the
volume of traffic the source consumed from the destination;
that is, the weight of an edge is equal to the sum of the
weights of the corresponding receipts, and the direction of
the edge signifies an “owes to” relation.

2.2.1 Receipt Generation Protocol

During a Wi-Fi session, Wi-Fi routers periodically request
receipts from all foreign members currently connected, in
order to account for the traffic relayed up to that point. The
request period is a local parameter. Requests contain the
public key of the contributing member. Consuming
members are required to produce a signed receipt (if they
do not, their session is stopped), which must contain the
weight the contributor is currently measuring. Wi-Fi routers
only store the last receipt in such a series, per Wi-Fi session.
(By requesting receipts periodically, the contributing
member attempts to minimize the risk of a consumer not
signing a receipt after he obtains service.) A useful side
effect is that, by receiving a (verifiable) signed receipt, the
contributing Wi-Fi router is certain that the consumer’s
session has not been hijacked because we assume no one
else possesses the private signing key that corresponds to
the consuming member’s public key.

Because the receipts contain a time stamp that indicates
the session start time, there needs to be loose time
synchronization between the consuming member and the
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contributing Wi-Fi router so that the member is sure he is
not signing a receipt for some future or past point in time.

New receipts are then stored in a local receipt repository
(in our reference implementation, this repository is hosted
on the Wi-Fi router). If the repository is full, the receipt with
the oldest time stamp is deleted.

3 ALGORITHMS

In this section, we present the three club algorithms. These
are: 1) the indirect reciprocity algorithm, 2) the gossiping
algorithm, and 3) the club entry algorithm.

3.1 Indirect Reciprocity Algorithm

The indirect reciprocity algorithm guides the contribution
decisions of club members who adopt it and use it on their
Wi-Fi routers. For the following analysis, we disregard that
member IDs are implemented using public keys: We only
need to remember that each member ID in a club is unique.
Note also that each receipt can be uniquely identified from
the following 3-tuple: {contributing member ID, consuming
member ID, time stamp}.

A set of receipts defines a logical receipt graph G with
the following characteristics:

1. The vertices in G represent member IDs.
2. G is a directed graph. A directed edge C ! P exists

in G if the source, Member C (Consumer), has
obtained service at least once from the destination,
Member P (Provider).

3. G is a weighted graph. The weight of the C ! P edge
is equal to the sum of the weights of the correspond-
ing receipts. By corresponding receipts, we refer to all
the receipts issued in the system that show C as the
consumer and P as the contributor.

For the following analysis, when stating that “Member P
cooperates with Member C” we mean that Member P
provides Wi-Fi service to Member C. The result of this
cooperative action will be the eventual generation of a new
C ! P receipt, with weight equal to the volume of traffic
that P relayed for C during the session. This receipt then
becomes part of the system, which results either in the
creation of a new C ! P edge if none existed before or in
the increase of the weight of an existing C ! P edge.

The idea behind the indirect reciprocity algorithm is to
use the risk of exclusion as an incentive to encourage
cooperation, and realize this by cooperating only with
known cooperators. The problem then becomes how to
distinguish cooperators from noncooperators.

We introduce a metric, called Indirect Normalized Debt
(IND). Its values range from 0 to 1, inclusive. Consider a
prospective consumer, Member C, that requests service
from a prospective contributor, Member P. P computes the
IND to C by examining G. The closer IND is to 1, the more P
“owes” to C according to IND. The closer IND is to 0, the
less P owes to C. IND is the product of two factors, r1 and
r2, which we present below.

3.1.1 Maximum Flow and Factor r1

We now examine how free-riding attackers can tamper with
G. Because IDs are free, attackers can engage in egregious

false trading: They can create an arbitrary number of fake
graph edges with arbitrary weights, which do not corre-
spond to real Wi-Fi sessions. To do that, attackers must be in
control of an edge’s source vertex; that is, they must possess
the private signing key that corresponds to the public key,
which represents the ID of that vertex. They can control the
vertex if they created it themselves, and they are able to
create a vertex because each attacker can generate an
arbitrary number of IDs. These IDs can exist in parallel
with his real ID or the attacker may possess no real ID at all.
(By real ID, we refer to the ID, if any, that is associated with a
member’s Wi-Fi router.) On the other hand, attackers cannot
create edges starting from vertices they do not control, and
they cannot change the weight or delete an existing edge.

Our indirect reciprocity algorithm uses maximum flow
(from now on referred to as maxflow), a graph algorithm
that measures the amount of flow that can pass from a
source vertex to a destination vertex of a weighted graph.
This is inspired by the work of Feldman et al. who analyzed
the properties of a maxflow-based decision function in a
similar context [20].

Let us show an example of how a heuristic based on
maxflow can assist in detecting free-riders. In Fig. 1, a
prospective contributor, P, must decide whether or not to
cooperate with a prospective consumer, C. According to the
graph that is available to P, C appears at the root of a tree of
receipts, all of which directly or indirectly point to C,
signifying that C contributed service in the past and is a
good contributor that deserves to be served. But is he?

From P’s perspective, there is no guarantee that such a
tree of receipts is not completely fabricated by C. However,
if P can detect himself somewhere in the tree in the role of
consumer, he can be sure that at least one of the receipts in
this tree is real—his own outgoing receipt (assuming such a
receipt passes digital signature verification successfully). P
can then be sure that he owes, directly or indirectly, to C.

How much does P owe to C? To counter attacks by C that
attempt to present larger weights for some of the receipts in
the tree, P’s debt to C must be bounded by the only receipt
that P can trust to be real: his own. Similarly, any bottleneck
that appears on the path from P to C is taken into account: If
P owes 1,000 Kbytes to Z and Z owes 10 Kbytes to C, then P
owes 10 Kbytes to C.
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Fig. 1. Member C visits the Wi-Fi router of Member P and requests
service. P sees C as the root of a tree that also contains P as consumer.
P, therefore, “owes” to C (here, indirectly via Z). If P did not detect
himself anywhere in the tree, the entire tree could have been fabricated
by C (because we assume identities X, Y, Z, A, and B are unknown to P
and could have easily been created by C).



A way to aggregate these paths of debt is to use the
maxflow algorithm: The maxflow from P to C indicates the
total indirect and direct debt that P owes to C [20]. Under
maxflow, a member C that fabricates receipts cannot appear
to P as contributor, no matter how much false trading he
engages in. If none of C’s IDs provided service, there is no
flow from P to any of C’s IDs.

We now present the first factor, r1, of the Indirect
Normalized Debt metric:

r1 ¼ min
mfðP ! CÞ
mfðC ! P Þ ; 1
� �

; ð1Þ

where mfðP ! CÞ is the result of maxflow from P to C. This
factor is an indicator of how much more P owes to C,
compared to what C owes to P (directly and indirectly) [20].
In (1), if the denominator equals 0, r1 ¼ 1 for positive
numerators and 0 otherwise.

The above analysis depends on the assumption that the
owes to relation is transitive. This, in general, is a matter of
definition and depends on the application. Using Fig. 1 as
an example and assuming unit weights on the graph edges,
we note that as soon as P serves C and C issues a new
C ! P receipt, a circle of debt (P ! Z ! C ! P ) is closed:
Every node that is part of this circle has contributed and
consumed exactly once (as part of this circle) and the debt
for all can be considered settled even if settlement
happened indirectly. We know that in a self-sufficient
community, the total amount of consumption is matched
by at least an equal amount of production. Permitting only
two-way and multiway exchanges of equal value is one way
to make sure this is true. The intuition, therefore, behind the
use of maxflow is to detect (and close) potential circles of
debt, allowing for a self-sufficient community. Simulations
(Section 4) show that a cooperation decision based on
maxflow, if adopted by club members, increases the club’s
overall satisfaction levels, and is also beneficial to the (self-
interested) member who adopts it.

3.1.2 Generalized Maximum Flow

We now introduce another heuristic on the receipt graph,
which we call GMF. GMF measures the “directness” of debt
on G and is inspired by the class of generalized maximum flow
algorithms [36]. To calculate GMF from a source vertex to a
target vertex, we first execute a standard maxflow algo-
rithm in order to identify all the component flows that
contribute to the result of maxflow. The result of GMF is, in

general, different from the result of a maxflow for a given
pair of vertices: In contrast to maxflow, GMF discounts the
value of flow as we move away from the source vertex.
More specifically, for each component flow that contributes
to the result of maxflow, GMF multiplies the value of flow
by 2ð1�kÞ, where k is equal to the hop count, measured in
vertices, that we traverse to get from the source vertex to the
target vertex following that flow. If the result of GMF is
equal to the equivalent maxflow then all debt from P to C is
direct: C is only one hop away from P in G. For two
examples, see Fig. 2.

GMF counters the following attack: Assume we only
relied on the r1 factor presented previously. Let C be a
consuming member; assume, however, that instead of
consuming using identity C, each time C consumes he uses
a fresh identity Ci; i > 0, which C never reuses. In itself this
would not benefit C because mfðX ! CiÞ ¼ 0 for all X and
for all i (because there can be no receipts pointing to a
newly created ID). Therefore, P would owe nothing to Ci

according to maxflow.
However, if C fakes an interaction with this new ID by

creating a new fake C ! Ci edge with weight w, then, if

w � mfðP ! CÞ;

we have

mfðP ! CiÞ ¼ mfðP ! CÞ;

that is, by the definition of maxflow, all the flow from P that
reaches C also reaches Ci if the weight of the C ! Ci edge is
enough to carry it. And, in addition, mfðCi ! P Þ ¼ 0

because ID Ci is fresh and has no debt (outgoing receipts).
This way, ID Ci earns all the “contribution reputation” of

ID C and none of its debts: If P owed even the smallest
positive indirect or direct debt to C, r1 would equal 1.

With GMF, however, the GMF to such a member would
be consistently less than what it would have been had the
member not conducted this attack (see Fig. 3).

3.1.3 Factor r2 and Final Algorithm

The input to the indirect reciprocity algorithm is G and the
ID of the prospective consumer, Member C. The algorithm
is executed by the prospective contributor, Member P,
whenever a prospective consumer requests service. The
output of the algorithm is a value between 0 and 1,
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Fig. 2. In the two weighted graphs above we execute both maxflow and
GMF from P to C. After isolating the component flows that make up the
maxflow result, GMF discounts each component flow exponentially
according to the length of the path that the flow traverses. Thus, GMF is
a measure of the “directness” of debt. In the example above, the leftmost
path P! X! Y! C, which has a flow value of 1, is multiplied by 2ð1�kÞ

with k ¼ 3.

Fig. 3. If Member C appears as C1, forwarding his “contribution
reputation” one hop away to identity C1 and consequently erasing all
potential debts (his “consumption reputation”), the GMF result from P to
C1 will be half the GMF result C would have achieved had he appeared
simply as C.



inclusive, which we call the Indirect Normalized Debt of P
to C and denote INDP!C .

To compute INDP!C , P computes its two factors. We
have already introduced factor r1 in (1). The second factor,
r2, is defined as

r2 ¼
GMF ðP ! CÞ

gmfavg
; ð2Þ

and if gmfavg ¼ 0; r2 ¼ 1 for positive GMF results and 0
otherwise. gmfavg is the average GMF that Member P
observes in the club. It is updated according to the formula
below each time P computes a new GMF result, GMFnew:

gmfavg  gmfavgaþGMFnewð1� aÞ; ð3Þ

where a is a discounting constant (we use a ¼ 0:75). gmfavg
is computed locally by each Wi-Fi router. At the start of the
Wi-Fi router’s lifetime, it is set to 0. Finally, we define
INDP!C as

INDP!C ¼ minð1; r1 � r2Þ: ð4Þ

It is then up to the prospective contributor, Member P, to
translate this metric to a level of service to offer to the
prospective consumer, Member C. The intuition (and
guideline) is that the benefit C receives should be analogous
to INDP!C , and 0 if INDP!C ¼ 0. Two straightforward
technical methods to lower C’s benefit for small INDs,
compared to the ideal, include: 1) P’s Wi-Fi router limiting
C’s Internet bandwidth or 2) P causing large artificial time
delays before it grants Internet access to C. Both of these
methods offer a continuous set of possible values for P to
choose from (depending on the value of the IND).

The complete algorithm is summarized in Table 1.

3.2 Gossiping Algorithm

So far, we used the receipt graph as input but we did not
specify where the graph is physically stored. Our club is
fully decentralized with no authority to store its history.
Also, the Wi-Fi routers of the members do not commu-
nicate with each other, and receipt repositories (hosted on
the Wi-Fi routers in our reference implementation) have a
maximum number of receipts they can store.

If we did not introduce additional functionality, the
following two things would hold true: 1) The receipt
repository of a Member P would only contain receipts that
showed P as the contributor; 2) the value of IND computed
on such a partial view of the receipt graph would always
equal 0 because without outgoing edges from P, maxflow
and GMF return 0.

We introduce gossiping to disseminate receipts in the club
in a practical and incentive-compatible way and allow
members to have a less-biased view of the graph. We
require that prospective consumers carry with them, in
mobile repositories, a part of their receipt repository. More
specifically, clients periodically request to be updated with
the latest receipts from their home Wi-Fi router. The Wi-Fi
router presents them the most recently acquired receipts
from its receipt repository. Because a receipt can be as small
as 130 bytes (see Section 5), a phone-based client can easily
download and store thousands of receipts.

The second phase of gossiping involves the mobile client
presenting receipts from its mobile repository to prospec-
tive contributors when the client visits them to request
service. Assume Member C is requesting service from
Member P. C has a clear incentive to show receipts from C’s
repository to P. These receipts, originating from C’s Wi-Fi
router, include receipts earned by C that show C as the
contributor: If P were to consider these receipts as
additional input to the indirect reciprocity algorithm, this
can only increase INDP!C .

Receipts are then further disseminated throughout the
club via the following procedure: P takes the receipts that C
presented and merges them in his own receipt repository.
Again, the standard rule concerning receipt replacement
applies: If a new receipt is inserted in the repository when
the repository is full, the oldest receipt is removed. In
practice, this means that P would never include in his
repository a receipt with a time stamp that is older than the
oldest receipt in the repository—which, effectively, defines
a time horizon for P, and encourages C to carry “fresh”
receipts and, therefore, to also keep his Wi-Fi router in
sharing mode in order to earn fresh receipts that point to C.

P’s Wi-Fi router would then also update Member P with
the newest receipts from P’s repository. Some of these
receipts would have arrived via visitors and the gossiping
procedure presented above. Member P, in turn, would
present these receipts to the Wi-Fi routers that he visits,
disseminating them further in the system. The algorithm is
summarized in Table 2.

3.3 Club Entry Algorithm

New club members must first contribute to the club before
they can consume. This is because the indirect reciprocity
algorithm searches for direct or indirect debt from a
prospective contributor to a prospective consumer. If the
consumer is new and has never contributed before, he would
be no different from a free-rider (he is owed nothing)
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Indirect Reciprocity Algorithm

TABLE 2
Gossiping Algorithm



according to the IND metric computed by the prospective
contributor. Similarly, if the new member attempted to use
the indirect reciprocity algorithm to guide his contribution
decisions, he would find that all members appear as free-
riders to him: IND to anyone is zero because the new member
has no outgoing receipts yet, either (he owes nothing).

To break this deadlock, the club entry algorithm requires
that, to join the club, a new member N starts contributing
without executing the indirect reciprocity algorithm at first.
(Member N can, however, use gossiping; that is, N’s Wi-Fi
router will conduct merging of receipts when a consumer
requests service from N.) In parallel, we assume that the new
member will start trying to consume service from the club. In
the beginning, he will be unsuccessful: There will be no
incoming receipts of the form X ! N to show, and no such
receipts will be stored by the prospective contributors either.

However, as soon as a receipt of the form X ! N is
earned by the new Member N, the probability that N can
obtain service from the club becomes positive. In the receipt
example above, if Member X, who consumed service from
N and issued the X ! N receipt, was also a good
contributor, others that owed directly or indirectly to X
will now also owe (indirectly) to N.

We specify a club entry heuristic: Each new member has a
parameter called patience. As a new Member N attempts to
consume from the club, at some point he will eventually be
offered service and will issue a receipt (assuming of course he
has started to contribute to the club using his Wi-Fi router).

As soon as Member N issues a number of receipts equal
to the patience parameter, Member N leaves the club entry
phase and starts to use the indirect reciprocity algorithm
properly to guide his decisions. See also Table 3.

The intuition is that after a number of successful
consumptions, N deduces that he has become a known
club contributor and that he can now select the ones he
serves according to the result of the indirect reciprocity
algorithm. If he tried to be selective earlier, he would hurt
his own standing. On the other hand, if he never started to
use the indirect reciprocity algorithm, he would continue
to incur unneeded costs by potentially helping free-riders
who offer no useful receipts (see also Section 4.4).

4 SIMULATIONS

In this section, we present simulations that evaluate the
performance of our algorithms and show their robustness to

attacks by free-riders. Time in our simulations is measured
in rounds. During a round, club members are randomly
matched and each member gets one chance to consume. The
number of these matches per round is equal to the number of
available members. This number changes: At Round 1, we
start with one member and at the end of each round a new
member joins the club. This models club growth and
continues up to a maximum number of n members. For
simplicity, we assume that Wi-Fi sessions result in a new
receipt with unit weight. Also, if, in a match, the prospective
contributor decides to provide service, his score is reduced
by 1, which represents the (we assume fixed) cost of
providing Wi-Fi service. At the same time, the score of the
consumer is increased by a number from 0 to bmax; this
number is a linear function of the IND (see Section 3) as
measured by the contributor. This represents the (we
assume variable) benefit of obtaining club service, and bmax

represents the maximum benefit one can obtain from a Wi-Fi
session. We, therefore, assume that contributors have the
technical means to lower the benefit that consumers will
obtain (at no extra cost to contributors) by reducing the
quality of the service in various ways (see also Section 3.1.3)
based on the result of IND, and also by denying service if
IND is 0, in which case contributor cost is 0 and not 1.

The above are inspired by similar evaluation frameworks
in sociology and biology that are used to study cooperation
among self-interested agents [19], [20].

From now on, we will use the term strategy to describe the
algorithm that a member uses to guide his contribution
decisions in the matches where he is the prospective
contributor. One available strategy is RECI (Reciprocity),
under which members adopt the algorithms we presented in
Section 3. The rating of a strategy (following [20]) is the
average of the running averages of scores per round of the
strategy’s followers, with each term weighted according to
how many rounds a member has been using the strategy (so
that veterans of a particular strategy carry more weight than
amateurs). In experiments with evolutionary learning, mem-
bers switch strategies with a probability proportional to the
difference between the rating of the new strategy and the
rating of their old strategy. This models real-world commu-
nities, where members learn (through various means
external to the system) of better strategies that may benefit
them more. There is also a small (configurable) chance that
members mutate, that is, switch to another strategy for no
reason, which helps introduce all available strategies to the
club irrespective of the original strategy mixture.

The remaining simulation parameters are the sizes of the
receipt repository and the mobile repository, measured in
receipts. We do not model the update phase of the
gossiping algorithm in detail: Rather, we assume that the
two repositories of a member are always synchronized (if
the mobile repository is smaller, it contains only the newest
receipts of the receipt repository). Finally, we simulate the
club entry algorithm as specified in Section 3.3.

Important simulation outputs are a strategy’s rating and
the Social Welfare (SW), which is the sum of the scores of all
club members. The optimal SW is the SW that would
be generated in a club if, in all matches and in all rounds,
the prospective contributor contributed bmax benefit to the
prospective consumer, at a cost of 1 to himself. In that case,
SW would increase by bmax � 1 after every match. The
fraction of optimal SW at a specific simulation round is the
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ratio of the SW until that round, divided by the optimal SW
that could have been generated until that round.

Our goal as designers is to maximize SW while assuming
that each member is only interested in maximizing his own
individual score.

4.1 Gossiping versus an Idealized Central Storage:
Effect on Cooperation Levels

In this experiment, we wanted to see how the amount of
available information affects cooperation levels. We experi-
mented with various repository sizes. They are labeled in
Fig. 4 “m: 10 r: 10,” “m: 10 r: 1,000,” and so on, with the two
numbers representing, respectively, the sizes of the mobile
repository and the receipt repository on the Wi-Fi router
(measured in receipts). For comparison purposes, we also
introduce an idealized system, where a central repository
with infinite capacity stores every receipt. We label this case
“infinite, central.”

Here, we do not allow mutation or evolutionary learning
and the club consists only of followers of the RECI strategy.
The total eventual number of members is 100 (and every
member will have joined by Round 100).

In Fig. 4, we plot the rating of the RECI strategy as
rounds progress. At the end of each line, we also plot a
range corresponding to the 95 percent confidence interval
calculated on our set of measurements. (Note that for the
top three lines the confidence intervals are too small to see.)

We see that the average rating of the RECI strategy has
practically stabilized by Round 600 for the simulations
represented by the top five lines. We have bmax ¼ 11 in this
experiment, so the optimal RECI rating would be 10. In the
“infinite, central” case, RECI reaches an average rating of
9.94 by Round 600. We can see that even with “infinite,
central” there is still efficiency loss compared to the
optimal. This results from the way the indirect reciprocity
algorithm computes Indirect Normalized Debt by relying
on maxflow ratios that are rarely exactly equal to 1, and by
having a bias against ratios that are higher than 1. In fact,
the only situation in which we could obtain a RECI rating
equal to the optimal rating is if we had infinite memory and
only two members in the club that took turns in consuming
and providing service to each other. The loss of efficiency is
small, however.

We see that even small (compared to the total number of
members and receipts that are being generated) mobile
repositories enable cooperation: For mobile repositories
with only 10 receipts, RECI rating is 7.55 at Round 600.

The bottom (seventh) line shows what happens when the
receipt repositories are not large enough to support the
number of members in the club: RECI average rating drops
to 0.41 at Round 600. This cooperation “collapse” happens
because there is not enough information in the repositories
to allow one RECI follower to identify another RECI
follower as a good cooperator by examining the receipt
graph. Most INDs computed equal 0, that is, most
prospective consumers are mistaken for free-riders. There-
fore, the prospective contributor does not cooperate, no Wi-
Fi session occurs, and no new receipt is generated.

We see, from this experiment, that with simple gossip-
ing, we can attain levels of cooperation that are very close to
an idealized mode of operation with full information.

4.2 Random Waypoint Mobility: Effect on
Cooperation Levels

In this experiment, we wanted to test another mobility
model for the consumers in addition to the random uniform
matching that we use in all the other experiments. In the
random waypoint mobility model, members move in a more
realistic way. Our random waypoint model is the same as
the random waypoint model proposed in the literature [22],
with a pause time equal to 0. More specifically, we arrange
100 Wi-Fi routers (corresponding to 100 members) in a
rectangular area (side: 10 km). The rectangular area is
divided into 100 equal squares and the Wi-Fi routers are
placed at the center of each square.

Members move in the following manner: In the begin-
ning of the simulation, they are randomly placed anywhere
inside the rectangular area. Each member then selects: 1) a
destination in the rectangular area, and 2) a speed chosen
uniformly at random from the range ½umin; umax�. Each
member then proceeds to his destination using his chosen
speed. Once the member arrives at the destination, he
requests service from the Wi-Fi router nearest to his current
position. We assume that the coverage in the rectangular
area is total, so there is always one such router. Then,
independently of the result of his previous request, the
member picks another random destination and speed, and
starts moving toward it, repeating the process.

In Fig. 5, we plot the average rating of the RECI strategy
as rounds progress (a round in this mobility model is still a
set of matches equal to the number of members: in this case,
100). We use umin ¼ 1 m/s and two different maximum
speeds: 2 and 20 m/s. Although for both scenarios, the
ratings stabilize around a value, these values are lower than
those achieved under the previous mobility model for the
same repository sizes (in this experiment, the size of the
mobile repository equals 200 and the size of the receipt
repository equals 1,000; for this scenario, we obtained the
value of 9.40 (Line 3) in Fig. 4).

In addition, the rating for the high maximum speed is
lower than that for the low maximum speed. This is explained
as follows: With the random waypoint model, the consump-
tion request rate is not uniform any more. Depending on the
speeds and distances chosen, a member that reaches his
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Fig. 4. RECI rating (in a community of 100 RECI followers) as rounds
progress, corresponding to seven different scenarios regarding the
amount of available information in the system.



destination first will request service earlier than a member
who is still moving toward his own destination. In this way,
members are no longer homogeneous in their consumption
and contribution rates. A member has a chance to contribute
whenever he receives a visitor in his area. However, after
providing service, some time may pass without any visitors;
at the same time, the same member, acting as a consumer, is
moving. If the time he takes to arrive to a destination is small,
he may make one or more consumption requests before he
gets a chance to contribute. This asymmetry becomes evident
in the receipt graph, and the effect is intensified when the
maximum available speed is high. However, cooperation in
the club is sustained.

4.3 Erase Debt and the Need for GMF

In this experiment, we wanted to see if a specific adversarial
strategy, erase debt, benefits the attacker who follows it. We
already discussed this attack in Section 3.1.2 where we
introduced the need for the r2 factor and the GMF heuristic.
As before, bmax ¼ 11; n ¼ 100. The receipt repositories
contain (up to) 1,000 receipts and the mobile repositories
(up to) 200.

Here, Member 100 (the attacker) joins a club of RECI
followers at Round 100, himself following RECI. It can be
seen in Fig. 6 that his score increases linearly—as is to be
expected (Line 1 in Fig. 6). At Round 300, however, Member
100 decides to switch to the erase debt strategy in an
attempt to cheat the r1 factor and erase his debts and gain
maximum benefit. In practice, if Member 100 were able to
do just that, this means that he could keep his “contribution
reputation” and consume as much as he wanted and erase
the consequences of his consumption in the manner we
described in Section 3.1.2. Such a strategy could be very
successful, it could invite more followers, and it could lead
the club to cooperation collapse. But can it?

To perform the attack, Member 100 pushes all his “good”
reputation to a new ID by connecting this new ID to his old
one using a number of (unit weight) receipts, which is a
parameter of our experiment. (The equivalent, in a more
realistic setting, is for Member 100 to connect his old ID to
his new ID by issuing one receipt with large weight, enough
to carry the flow from C to Ci—see also Section 3.1.2).

The average maxflow result in the club of this experi-
ment is slightly less than 10, so 10 fake (unit weight)
receipts are usually enough to carry all of the flow from C to
Ci without losses. However, in Fig. 6, we see that if he
performs the attack using one receipt only, Member 100
starts losing score as the GMF heuristic detects the attack.

For the remaining lines (going from 2 to 20 fake receipts),
we see that the attacker does slightly better; however, in all
cases, the attacker does worse compared to simply not
performing the attack (Line 1).

4.4 Withstanding Invasion by Free-Riding
Strategies in Larger Clubs

In this experiment, we wanted to see if RECI can outper-
form altruistic and free-riding strategies in larger clubs
while simultaneously keeping SW high. We define a
universe of four possible strategies: RECI, ALLC, ALLD,
and RAND. ALLC is a strategy that stipulates “cooperate
with everyone” while ALLD stipulates “cooperate with no
one.” (ALLC and ALLD are standard names, inspired by
The Prisoner’s Dilemma game and its two moves: Cooperate
and Defect [7]). RAND stipulates “cooperate with 50 percent
probability.” Therefore, ALLC, ALLD, and RAND do not
rely on the receipt graph for their decisions. The club starts
out with 100 percent RECI followers but the three new
strategies are introduced in it because there is a nonzero
mutation probability for club members. Evolutionary
learning is in effect, which will reward strategies that
perform (individually) well in the short-term, by increasing
their followers (which can hurt the club overall though).

We wanted to test larger clubs (n ¼ 1;000) but continue
to keep mobile repositories relatively small at 200 receipts
(6,000 receipts for the repositories on the Wi-Fi router).

In the experiment (Fig. 7), the club grows to 1,000
members. We see that the fraction of optimal SW is 0.82 at
Round 10,000, and has practically stabilized. That is, even
though evolutionary learning is in effect, we see that the three
new strategies cannot outperform RECI and cannot win over
RECI followers. ALLD performs the worse: ALLD followers
never cooperate (keeping their costs at 0) and RECI followers
detect this using the indirect reciprocity algorithm and deny
them service. The only way for ALLD followers to obtain
service and increase their score is to visit a RECI follower
during his club entry phase, or to visit an ALLC follower.
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Fig. 5. The rating of the RECI strategy for two different maximum speeds
of the random waypoint mobility model.

Fig. 6. Erase debt. To obtain a higher IND, a member attempts to “erase”
all his debt by using a fresh ID (see attack description in Section 3.1.2).
The GMF heuristic detects this attack.



ALLC followers, in turn, cooperate with everyone: This
means RECI followers reward them by cooperating with
them. However, ALLC followers also cooperate with ALLD
followers, something that RECI followers avoid. Therefore,
ALLC costs are higher and ALLC rating is consistently lower
than RECI’s rating. RAND followers, as expected, perform
somewhere in between ALLC and ALLD followers.

It is interesting to note that, eventually, ALLC followers
perform very near RECI followers and so the number of
ALLC followers in the club is near the number of RECI
followers. This is because, effectively, RECI followers
“protect” ALLC followers by driving ALLD followers
close to extinction because of RECI’s refusal to cooperate
with ALLD. The more RECI followers mutated to ALLC
and did not quickly evolve back to RECI (because of the
relatively small difference in rating), the more these new
altruists would indirectly invite the ALLD strategy to
return. With additional free-riders, RECI followers would
again start to outperform the altruists, which would lead
to an increase in RECI followers and a reduction to both
ALLC and ALLD followers, a process that can indefinitely
maintain the dynamic cooperative equilibrium we observe
here. (The simulation here continues for 10,000 rounds,

which is 10 times longer, with a 10 times larger club, than
our previous experiments.)

5 IMPLEMENTATION

5.1 Platforms

We implemented the club algorithms and protocols on the
Linux-based Linksys WRT54GS Wi-Fi router [1] by includ-
ing our modules in its firmware. We also implemented the
client side of the protocols as a .NET application designed
for phones running Windows Mobile.

We conducted experiments to test the performance of the
software running on the Linksys Wi-Fi router. For compar-
ison, we also ran the software on an AMD Athlon XP 2800
laptop. Table 4 shows the platform specifications.

5.2 Protocol Messages

The club receipt generation protocol comprises four text-
based messages and operates on top of TCP/IP. A Base64
encoder is used to convert binary data to a text-based wire
format. Table 5 shows the protocol messages, the entities
that exchange them and a description.

Fig. 8 shows the format of an RCPT message that
contains a receipt (in its Base64 wire format) signed using
the Elliptic Curve Digital Signature Algorithm (ECDSA).

5.3 Network Access Control and Accounting

The Wi-Fi router software uses the Linux netfilter/iptables
packet filtering framework. We built our module for
controlling network access and measuring the volume of
traffic relayed per client on top of netfilter using the libiptc
library. When Wi-Fi clients associate with the Wi-Fi router,
they are assigned dynamic IP addresses from an address
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Fig. 7. A club where four strategies (RECI, ALLC, ALLD, and RAND)
coexist, with the cooperative strategies RECI and ALLC outperforming
the rest (and ALLC “riding on RECI’s coattails,” relying on RECI’s
policing of the club against free-riding strategies ALLD and RAND).

TABLE 4
Platform Specifications

TABLE 5
Receipt Generation Protocol

Fig. 8. RCPT message: It contains the receipt encoded in its Base64
wire format. The time stamp and weight receipt fields can be found in
human-readable form also.



pool via DHCP and are denied Internet access until the Wi-
Fi router runs the indirect reciprocity algorithm. When a
Wi-Fi session ends (an RREQ request times out) the
allocated IP address is again blocked and measurement of
traffic for or from that address is stopped.

5.4 Receipt Repository and Indirect Reciprocity
Algorithm Implementation

We implemented the receipt repository on the Wi-Fi router.
For the execution of the indirect reciprocity algorithm, the
Wi-Fi router needs to calculate maximum flows. For this
purpose, a FIFO variant of the push-relabel maximum flow
algorithm [25] was implemented. Its OðV3Þ worst-case
running time is long, we, therefore, used the global relabeling
heuristic [11], [25], which yielded dramatic performance
improvements. We measured this performance for various
graph instances. In our experiments, we created random
directed graphs comprising 1,000 and 10,000 receipts
(edges), and 100 and 1,000 members (vertices). Table 6
shows the pure CPU time spent on executing the algorithm
(measured with the Linux times function). Each reported
value is the average time spent on the execution of the
maximum flow algorithm for 20 random source-destination
pairs of the same graph.

6 APPLICATIONS

The proliferation of dual-mode cellular/Wi-Fi phones leads
us to expect that one popular club application will be Wi-Fi
telephony. We expect that club members would choose to
make Wi-Fi calls if possible and we evaluate a secure and
decentralized architecture to achieve this.

In our proposed architecture, when a mobile user uses
the Wi-Fi router of another club member, he first sets up a
secure VPN connection with his home Wi-Fi router and
tunnels all his Internet traffic there, protecting it from
eavesdropping by the visited Wi-Fi router and local
wireless users. The reason we included VPN server
functionality on top of our club Wi-Fi router was to negate
the need for extra equipment other than the club basics.

Fig. 9 shows a basic call scenario. Suppose that mobile
members M1 and M2 wish to establish a bidirectional voice
session. We assume M1 and M2 have already established
Wi-Fi sessions with visited Wi-Fi routers V1 and V2,
respectively, and are tunneling all their traffic to their home
Wi-Fi routers, H1 and H2, respectively. Note that here we
consider only low mobility scenarios and we do not
concentrate on the issue of connection handoffs.

In order to initiate the call, M1 must somehow signal M2.
Because of our decentralized club architecture, there is no
obvious rendezvous point (like a central SIP registrar). Also,

like in a standard cellular call, we require that M1 only
knows M2’s cellular phone number. In our approach to
signaling, to signal M2, the Windows Mobile software
running on M1’s phone “silently” sends a cellular SMS text
message to M2’s cellular phone number.

The message contains H1’s public IP address (which we
assume M1 knows either because it is static or because
dynamic DNS is used). This is all M2 needs to know to
respond over the Internet with his voice stream and his own
home’s (H2) public IP address (and thus, the voice stream
for the other direction can also start). M2’s packets are first
tunneled to H2, from there directed to H1, and finally
tunneled to M1.

6.1 Experimental Evaluation Goals

Here, we estimate the overhead of our architecture and how
the additional overhead of security affects Wi-Fi calls. More
specifically, we measure the number of voice calls of
acceptable quality that a simple club Wi-Fi router like the
Linksys WRT54GS can sustain when IPsec is used to secure
all communication between the mobile client and his home
VPN gateway, which is hosted on his home Wi-Fi router.
Thus, several Wi-Fi router functions must run in parallel,
consuming router resources. These are:

1. Relaying local wireless traffic from visiting mobile
clients to the Internet and performing NAT.

2. Running the club receipt generation protocol for
each visitor and verifying all receipts received.

3. Acting as home VPN gateway for its owner who is
currently visiting other Wi-Fi routers.

Here, we study the combined effect on call quality.

6.2 Call Quality Assessment Methodology

In our experiments, we emulated voice conversations by
setting up bidirectional UDP flows between two laptops. We
implemented our own traffic generators, sending 50 packets
per second, each with 20 bytes of audio payload and a 12-byte
RTP header. This traffic pattern corresponds to the G.729
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TABLE 6
Maximum Flow Performance

Fig. 9. Basic call scenario. In order for the two calling parties to be able
to rendezvous without any additional information about each other, the
phone client of the caller (M1) signals M2 by sending to the phone
number of M2 a cellular text message (SMS) that contains the current IP
address of M1’s home Wi-Fi router (H1). This is enough for M2 to locate
M1 over the Internet.



codec, which is used by many available dual-mode cellular/
Wi-Fi phones. The 20 bytes of packet payload contain 20 ms
of voice. Each laptop was connected to a separate Wi-Fi
router and each voice call lasted 90 seconds. We assumed that
at the receiver end there is a dejitter buffer, which introduces
a 60 ms delay in the play out process.

We initiated parallel calls between the two laptops and
collected delay and loss information for each packet at the
receiver end for one direction. To estimate user-perceived
voice quality, we used the evaluation method proposed in
[12]. This method reduces ITU-T’s E-model [24] to transport
level metrics that are directly measurable. Using the
proposed methodology, we derived a score representing
the subjective quality of a voice call based only on network
delay, jitter, and packet loss measurements. For the codec
configuration described above, the so-called R-score [12] is
given by the following formula:

R ¼ 94:2� 0:024 � ðdnetwork þ 85Þ
� 0:11 � ðdnetwork � 92:3Þ �Hðdnetwork � 92:3Þ � 11

� 40 ln½1þ 10 � ðenetwork þ ð1� enetworkÞ � edejitterÞ�;

where dnetwork is the end-to-end delay, enetwork represents
network loss, edejitter represents loss in the dejitter buffer, and
HðxÞ ¼ 1 if x > 0, or 0 otherwise. The R-score is then mapped
to a subjective Mean Opinion Score (MOS) through [12]:

MOS ¼

1; if R < 0;
4:5; if R > 100;
1þ 0:035 �Rþ 7 � 10�6 if 0 < R < 100:
�R � ðR� 60Þ � ð100�RÞ;

8>><
>>:

For a call of acceptable quality, average MOS should be over
3.60 (R-score greater than 70).

6.3 Testbed Setup

6.3.1 System Software and Equipment

Our testbed was composed of PCs running a custom-made
Linux distribution that we created (based on Knoppix),
running kernel version 2.6.8. This distribution included
necessary measurement tools, club client protocol imple-
mentation, and the Openswan [2] IPsec implementation (all
downloadable from our project website [3]).

Two Linksys Wi-Fi routers were used, connected to each
other using a 3Com Ethernet switch. We used two Fujitsu
Siemens laptops equipped with Intel PRO Wireless 2200
802.11b/g cards. Each of the two laptops was connected to a
separate Linksys router using Wi-Fi, operating in DCF
mode, with RTS/CTS and fragmentation disabled. Wi-Fi
data rate was fixed at 11 Mbps. In our measurements, we
calculated one end-to-end delay for each packet, based on
packet time stamps. Synchronization between sender and
receiver was achieved via NTP.

6.3.2 Receipt Generation Protocol Parameters

The main overhead of the receipt generation protocol is the
CPU-intensive signature verification operations. We emu-
lated multiple wireless sessions by performing receipt
verifications on the Wi-Fi routers at regular intervals. We
assume that calls and Wi-Fi sessions have a one-to-one
correspondence and that Wi-Fi routers requested a receipt

from each visitor every five seconds. More calls mean more
Wi-Fi sessions and, thus, more receipt verifications.

6.3.3 VPN Parameters

The Linksys Wi-Fi router also operated as a VPN gateway,
using the Openswan IPsec implementation. The L2TP
protocol was used for implementing tunnels and IPsec’s
ESP [27] was used to secure them [33]. IPsec operated in
transport mode using the AES-CBC algorithm (128-bit
keys) for data encryption. Preshared keys were used for
authentication.

6.4 Results

Table 7 shows the maximum number of simultaneous voice
calls of acceptable quality routed through the Linksys Wi-Fi
routers. When no IPsec tunnels exist and no receipt
verifications occur, seven simultaneous calls can be sus-
tained in our scenario. On the other hand, the cost of using
VPNs to secure communication proves to be high, especially
when combined with the use of ECDSA for verifying the
signatures on club receipts. In this case, due to the fact that
ECDSA verifications are very CPU-intensive for the Linksys
Wi-Fi router, additional delay is imposed in the routing of
voice packets that are coincident with receipt verification
events. Jitter that cannot be properly handled by the dejitter
buffer is introduced, which leads to a MOS decrease.

A MOS value of 3.60 is the minimum average MOS value
that a call should score to be considered acceptable. Table 7
implies that there is a threshold in the number of
simultaneous voice sessions after which voice quality
dramatically degrades.

In the future, it will be worthwhile to explore more
lightweight security mechanisms for protecting streaming
media such as voice (for example, Secure RTP) and use TLS
or a similar protocol to protect signaling information. Here,
we relied on L2TP/IPsec as a general tunneling mechanism
mainly because of the L2TP/IPsec client that comes built-in
with Windows Mobile devices. In general, however, there
are many other security options.

We, therefore, see that a basic Wi-Fi router can
simultaneously support all the club protocols and algo-
rithms, act as home gateway for its owner, and relay several
quality voice calls over Wi-Fi, all with strong security.

7 RELATED WORK

Catch [30], CONFIDANT [8], and Core [31] are examples of
incentive schemes for multihop wireless networks that,
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Maximum Number of Voice Calls of Acceptable Quality



unlike our scheme, assume nodes have exactly one ID and,
also unlike our scheme, assume nodes are willing to
cooperate to perform distributed accounting tasks. Sprite
[39], like our scheme, is receipt-based; however, it requires a
central Credit Clearance Service that determines the real-
world charge and credit to each node. The Nuglet
cooperation approach [9], unlike our model, requires that
ad hoc network nodes have tamper-resistant score-keeping
modules, manufactured by a limited number of trusted
manufacturers that cross-certify each other.

A general formal model for cooperation in static multi-
hop wireless networks based on game theory and graph
theory is presented in [21]. Simulation results show that, in
practice, the conditions for cooperation without some form
of incentives are virtually never satisfied and that coopera-
tion needs to be encouraged.

Our position that Wi-Fi networks can be shared in a
controlled manner was first presented in [15]. Our indirect
reciprocity algorithm is a generalization of the algorithm we
presented in [17] and an extension to the maxflow decision
function presented by Feldman et al. [20] (itself inspired by
older work on authentication metrics [29], [34]). In [16], we
evaluated a version of the reciprocity algorithm under a
different system model: A club member there was modeled
as a group of individuals who pool their Wi-Fi resources to
provide service and who consume in the name of the group
(see also Section 8).

The context studied by [20] is similar to ours: There are
no identity-certifying authorities and IDs are free. A follow-
on work of [20] is [19], where the effect of free IDs on the
cooperation strategies studied by Axelrod (Tit-for-Tat) [7]
and Nowak and Sigmund (Image) [32] is analyzed. Their
results confirm the seminal result by Friedman and Resnick
[23] that free IDs come at a cost.

Sybil attack [14] is the name given to the attack that
involves the creation of multiple identities per real entity; this
is a fundamental problem in open, self-organized electro-
nically mediated communities without identity-certifying
authorities. Sybil attacks can invalidate any number of
system assumptions by making collusion-based attacks
much easier.

The maxflow decision function that we extend belongs to
a class of cooperation strategies that rely on multiway
exchanges, themselves a generalization of two-way ex-
changes but also a special (cyclical) case of indirect
reciprocity [26]. Multiway exchanges have been adopted
as an incentive scheme for file sharing [5], storage sharing
[13], and in our own previous work [17].

Earlier work on partially observable distributed graphs
includes [6] and [28]: [6] does not focus on incentive issues,
while [28] addresses the incentives of nodes. In [28], they
store accounting information only if it is in their interest,
however, unlike our scheme, [28] also assumes that nodes
are simply willing to share their stored accounting data
with others over the Internet.

Micropayment-based incentive techniques for peer-to-
peer systems include PPay [38] and Karma [37]. PPay
requires an authority (a bank) to generate currency and to
check for double spending. Karma requires other peers to
keep track of a peer’s account balance, assuming that
distributed accounting is incentive-compatible. Also, Karma

is susceptible to the Sybil attack: A peer can repeatedly join
the system and obtain new start-up funds each time. The
cryptographic puzzle that new entrants must solve only
limits the rate of new ID generation.

A work in [35] is with the same objective as ours (fueling
Wi-Fi deployment and use) that also focuses on quality-of-
service (QoS). There, “wireless ISPs” have multilateral
roaming contracts and register with a central authority that
maintains reputation records, which are updated with QoS
reports submitted by roaming users.

A well-known existing Wi-Fi sharing scheme is the FON
system (http://www.fon.com). FON is a company that has
assembled a worldwide community of users that share their
Wi-Fi networks with others. FON’s goal is to provide not
just citywide but global Wi-Fi roaming capabilities through
FON-affiliated Wi-Fi networks. Their system supports a
“free sharing” extension: All FON users who own a FON
Wi-Fi router can use other FON Wi-Fi routers for free.
Although not all details of the FON scheme are available, it
is apparent that, contrary to our scheme, the FON scheme
relies on a central authority that issues user identities and
guides cooperation decisions.

8 DISCUSSION AND CONCLUSION

As it stands, the controlled Wi-Fi sharing scheme that we
propose attempts to balance a member’s consumption with
at least an equal amount of contribution. However, this may
lower the overall value of the scheme for those potential
members who live in areas of a city where there are not
many visitors to serve. Indirect reciprocity favors symmetry
between consumption and contribution, and homogeneity
in the population. The more we depart from symmetry, the
more our heuristics will fail to differentiate between a good
cooperator and an attacker or free-rider, leading to a
decrease of Social Welfare in the club.

For restoring symmetry, we see the following two
possible extensions to the basic scheme as promising
avenues for further work: First, the scheme could be
extended to allow individuals to team with others in order
to join the club as one group, whose total contribution
would match its consumption [16]. Grouping individuals in
teams would also make practical sense, for example, for
families and roommates that share the same residence and
collectively own only one Wi-Fi router. Teammates can also
be geographically distributed, and pool their Wi-Fi routers,
enabling the team to provide service in more than one
location. With teams, we would need to replace the member
identifiers with team identifiers. But also, instead of letting
all teammates share the private signing key of the team, it
would be interesting to explore specific ways a teammate
can consume and contribute in the name of the team, but
still maintain accountability within the team.

Second, we could extend the scheme by varying the
weights on receipt requests depending on the relative
scarcity of service: In areas with fewer visitors, the Wi-Fi
routers could “charge” more (for example, 2 Kbytes for
every 1 Kbyte relayed), making up for the fact there are
fewer visitors in the area, and restoring a certain balance.

If our club scheme or a similar Wi-Fi sharing scheme is to
be adopted, one of the first real-world problems that needs
to be addressed is the legal/regulatory issue of sharing
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Internet access links with strangers, for free. Most Internet
Service Providers (ISPs) explicitly forbid this and there may
be legitimate legal concerns against sharing from the point
of view of individual subscribers. And although there are
well-established technical means to share Wi-Fi securely
and protect the computer networks of microoperators from
wireless attackers, such ISP contractual issues pose a hurdle
for the club’s deployment.

Finally, if a free Wi-Fi sharing scheme is to become a
substitute for the cellular system, the issue of fast handoffs
of mobile users between Wi-Fi access points needs to be
resolved. Initial results [10] on fast handoffs within
community-based Wi-Fi installations are promising. As-
suming an appropriate density of Wi-Fi networks and
extrapolating from the capabilities of today’s equipment, a
system for fast handoffs between access points, which
would also provide automatic reestablishment of secure
user tunnels and multimedia streams, without affecting
perceived quality of service, may become a reality soon.
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