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Abstract—The design of an efficient Quality of Service (QoS) This requirement induces signaling overhead and, there-
scheme for a Mobile Ad hoc Network requires addressing all fore, the scheme should be designed to be as light-weight
the challenging characteristics of such a network. Specifically, as possible.

a QoS scheme for such an environment must have a light-

weight implementation, in terms of both storage and processing 3) The size of a MANET can grow arbitrarily, since itis not

requirements, must be scalable and keep the signaling overhead hiera'lrch'ically structurgd. Therefore, any QoS ;cheme
to a minimum, must focus on differentiated services instead of applied in such an environment must be scalable in order
“hard” guarantees, and must provide the necessary incentives to be effective.

for the flows to be cooperative. This paper describes such a QoS 4) A typical MANET layout consists of many devices
scheme which manages to meet all the aforementioned require- ith It L that f "
ments while still having a simple, yet effective, implementation. YV' sma . ransmission ranges that move irequently,
interfere with each other and are affected by the presence
of physical obstacles. This causes frequent and severe
variations to the quality and capacity of the shared
|. INTRODUCTION wireless medium. Thus, the provision of “hard” resource
o . ) guarantees in such an environment is extremely difficult.
Designing an efficient and effective QoS scheme for ag) The admission control procedures of a QoS scheme
Mobile Ad-Hoc NetworKMANET) is a very challenging task, require accurate estimation and allocation of the link
due to the unique characteristics of these networks. A MANET resources. The shared access to the wireless link by sev-
consists of numerous small, fast moving devices, intercon- o4 devices however, coupled with the fluctuating link
nected in an unstructured manner, and having a wide range g jity, allows only coarse estimations or predictions to
of communication, storage and processing capabilities. This e made regarding the available resources of a MANET.

differs dramatically not only from a typical wired network, but 6) The high traffic volumes expected in a MANET cause
also from a hierarchical, base-station based, wireless network. relentless contention for resources between the existing

The latter type of network is somewhat similar to a MANET, flows, which may occasionally lead some sources to
but the fact that it is a single-hop network coordinated by base-  oyhibit malicious behavior in order to gain an unfair

stations, significantly simplifies the design of appropriate QoS advantage over the competition. A typical behavior of

schemes. this sort is the declaration of false information regarding

The most important factors that should be taken into ac-  the transmission rates and the adaptation capabilities of
count when designing a QoS scheme for a MANET are the  ihe flow.

following: .
9 In order to address these factors, an effective QoS scheme

1) Due to the distributed control in MANETS, every nodgq 5 MANET should exhibit the following characteristics:
must be able to implement the QoS scheme. Considering

the wide range of devices that may participate in a 1) Distributed and light-weight implementation.
MANET, we can see that the processing and storagez) Minimum per flow storage and processing requirements

requirements of the supporting scheme should be mini-__ at €ach node.
mal. 3) Minimum signaling overhead.

2) The dynamic and unstructured layout of a MANET 4) Scalability. _ _
causes frequent changes in the connectivity of each®) S_oft resource guarantees, based on differentiated ser-
device and, consequently, in the paths taken by each  VIC®S- o _
flow. As a result, the QoS scheme should periodically 8) Incentives to prevent malicious behavior by non-
refresh the state of each flow, with a frequency directly ~ cooperative flows.
proportional to the instability of the end-to-end path. In this paper, we propose a QoS scheme that meets all the
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aforementioned requirements in order to provide service dbistributed Coordination FunctioDCF) commonly imple-
ferentiation for adaptive flows in a MANET. The contributiormented in 802.11 devices avoids any coordination between
of the proposed scheme is that it addresses all the factors tihat competing nodes. Lately, 802.11e was designed, with an
uniquely characterize a MANET, paying special attention tBnhanced DCF(EDCF) that alters the contention windows
the prevention of malicious behavior by non-cooperative flowsf each flow according to its requirements [14]. Similarly,
The remainder of this paper is structured as follows. Sesther QoS schemes alter the parameters of the MAC protocol,
tion Il provides essential background on QoS schemes far order to provide structured, prioritized or temporal fair
MANETs by presenting related research efforts along witsharing of the wireless medium [7], [10], [13], [15], [16].
their advantages and disadvantages. Section Il describes ©he drawback of these solutions is that they provide neither
proposed QoS scheme and presents a qualitative evaluatiesource guarantees nor fair sharing of the wireless medium,
of it. Section IV concludes and summarizes this work anghile imposing high processing and storage requirements.
refers to our future research directions. Finally, the Appendix Moving up the layers, there are many QoS schemes attempt-
provides an initial theoretical estimation of the operationaig to solve the problem end-to-end. Although most of them

parameters of the proposed QoS scheme. use local information from the intermediate nodes to make
decisions, their main functionality lies at the edges of the
Il. RELATED WORK path [3], [11], [17]. These are mostly cross-layer schemes

which probe the end-to-end path for a bottleneck. They
Many QoS schemes that have been proposed in the then adapt the flows according to the bottleneck’s resource
erature are specifically designed to fit the characteristics afailability. Due to the dynamic nature of a MANET, these
a MANET. They typically follow a cross-layer architectureschemes only provide “soft” reservations that are periodically
which is more effective, albeit more difficult to implementefreshed. This approach has two main drawbacks. First, the
and deploy [1], [2], [3]. A few QoS schemes take a pure enger-flow reservations in each node require excessive storage,
to-end approach [4], while others concentrate solely on tieeupled with excessive signaling over the end-to-end path in
local wireless link of each node [5], [6], [7]. Most schemesrder to periodically refresh them [9], [17], [18]. Second, the
however prefer an intermediate approach, where the edg#esh frequency must be precisely and carefully tuned for the
nodes cooperate with the intermediate nodes, in order soheme to work effectively. Otherwise, the adaptation process
provide the best QoS possible for each flow [2], [3], [8], [9]¢annot follow the variations in path quality (too low frequency)
[10], [11], [22]. or the incurred signaling overhead becomes too high (too high
The main drawback of existing schemes is that they usuaflgquency) [9], [17].
address only a subset of a MANET'’s parameters. As a result,
they either restrict their applicability into specific MANET [1l. A D IFFERENTIATED SERVICES QOS SCHEME
topologies or suffer from degraded performance due to their
neglect of the impact of the remaining parameters. For ex-
ample, some schemes attempt to provide “hard” guarantees,
an extremely difficult task since they can rarely make aé: Scheme Framework
curate estimations of the available resources; unfortunately,The scheme that we present below is designed to address
admission control procedures based on available bandwidth the previously described aspects of a MANET. It has
are inaccurate over the shared wireless links of a MANET [3}, simple, yet effective, implementation, based on a cross-
[8], [9], [10], [11], [12]. Other schemes attempt to providdayer approach that splits the QoS functionality between edge
“hard” guarantees by throttling down the unaware best effand intermediate nodes in the transmission path (Figure 1).
traffic [6], [10], [11]. However, when the demanding real-tim@he scheme’s goal is to provide differentiated services at
traffic overwhelms the link, they arbitrarily drop flows in ordethe intermediate nodes without imposing significant overhead
to resolve the congestion, indiscriminately penalizing both oklther to them or to the network. Therefore, it is designed
and new flows [6], [8]. so that nodes daot store any per-flow state and duwot
Several other schemes implement a differentiated servigerform per-flow queuing. In addition, admission control is not
scheme, implemented by the MAC or link layer of intermedirequired at the initiation of the flow or throughout its lifetime.
ate nodes [5], [8], [13]. There are two main approaches. TR&e scheme is applicable to adaptive flows that can modify
first is per-flow queuing, typically with a different queue fottheir transmission rate between a minimum and a maximum
each traversing flow and some kind of prioritized or balance@lue depending on the available resources. For example,
interleaving of the wireless medium [2], [3], [5], [7]. In thisa video or an audio source could adapt their transmission
approach, each node selects the best candidate for transmissite by modifying the compression ratio, so as to avoid
from the packets on the head of all the existing queues and tlexecessive losses due to congestion. Besides adaptive flows, the
contends for the channel. The problem is that such schedulszheme is designed to be TCP-Friendly, since it transparently
requires a powerful processor and a large amount of storaggommodates traditional unaware Web/TCP and CBR/UDP
space per-flow from potentially small and light intermediateaffic.
nodes. The service differentiation in our scheme consists of altering
The second approach is to modify the behavior of the MAie way packets are dropped at intermediate nodes when
protocol. 802.11 does not provide any guarantees since tlmngestion occurs: instead of simply dropping packets from
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Fig. 1. Cross-Layer Architecture of the proposed QoS Scheme

the tail of the queue when it becomes full, our scheme defingspends on the flow's current level of quality and a certain
an algorithm to select the best candidate packet for droppihgsteresis defined by the application: the lower the current
from all packets currently in the queue. The selected pachetel of the flow's quality, the fastest the flow will attempt
belongs to the flow that is the best candidate for adaptatida. grasp more resources; however, the more susceptible the
The receiving node in the proposed scheme collects infornerceptual quality of the flow is to variations, the higher the
tion about dropped packets and uses it as hints informing thgsteresis will be. Again, the presence of the hysteresis factor
appropriate source when it is time to adapt. is important, in order for the QoS scheme to differentiate

Specifically, each packet carries an identifier that is calcBétween actual resource availability and short-term link quality
lated at the source based only on local information. This valiariations.
reflects the minimum and maximum resources that this flow!n order to clarify the operation of our scheme, we now
can operate with, as well as the percentage of resources f&sent the formula that produces the packet identifiethat
the flow currently uses in excess to the minimum requiret$. inserted in each packet of a flofiv
When this value is high, the likelihood that this flow enjoys
resources close to its maximum requirement is also higﬁ.f = are
Thus, if the packet carries the highest value in a queue, t%e‘ andB . correspond to the minimum and maximum
flow that it belongs to is most likely the best candidate fqlg min, f max, f

) ) . andwidth requested by the flow, respectivaB.,., ¢ is the
adaptation during congestion. The formula used to produﬁa(?mdwidth thgt the rovx?)l” requires in grder ??)&opgrate with
this identifier for each flow is presented and analyzed in

subsequent paragraph. if§ current level of quality. The parametét,,., is a global

) . . ~_ constant, common to all nodes, which corresponds to the
When an intermediate node experiences congestion, it MEstyimum requestedB,... by all existing flows. In other
decide which packet to drop from the queue. At this poiRfqorqds:

it compares the identifiers of all the packets in the queue Crnax = max{for all £, Buax.s}

and selects the one with the higher value as the victim. In

case of a tie, the most recently arrived packet is selected.T# simplify the implementation by avoiding signaling to

the congestion is not resolved, the packet with the secofiitermineCi,.x, and without any loss of generality, we set

higher identifier is selected, and so on. This loss eventuaffyis value to be equal to the raw bandwidth of the slowest

becomes apparent at the destination, which, in turn, notifies #eless device in the particular MANET. This value can be

source via a periodically sent quality report. The source th@asily communicated between devices during setup time, when

identifies a potential bottleneck along the end-to-end path and'e€W wireless device enters the MANET. We discusskthe

adapts the flow to a lower quality and transmission rate. TR8day,: factors below.

adaptation mechanism is triggered with a certain hysteresis, in

order for short-term variations to be gracefully absorbed. TH& The Weighting Factors

is important, in order for the scheme to differentiate betweenThe identifier formula consists of three parts, each with

congestion losses and short-term link quality variation l0sses relative weightk;, k» and k3, common to all the flows

since it should react only to the first type of them. that participate in a particular MANET. These factors can
When the congestion is resolved, or when additional ree adjusted depending on the MANET, in order to better

sources become available, the sources must attempt to adapeétiect its dynamic behavior, its resource availability and the

higher levels of quality. This is triggered independently at thgpe of flows that traverse it. The three parts contribute to

source of each flow after it receives a number of consecutithee value ofL; in different ways. Recall that the larger the

quality reports indicating zero losses. The actual number wdlue of Ly, the higher the possibility that the flow is the

successful reports needed to trigger this upward adaptatlmest candidate for adaptation, and therefore the one whose

k‘l ) Bcurr,f - Bmin,f +l€2 ) Bmin,f +k3 ) Bmax,f)
Bmax,f - Bmin,f Bmax,f C'max
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packets are dropped. Starting with the first part, the fractiés calculated based on the estimated RTT and the maximum
reflects the percentage of resources that the flow is currerdfowed window. For CBR/UDP applicatio,,,;, is equal to
using in excess to the minimum resources needed, in orde&f., and the first part of the identifier's formula is omitted.

to operate with its base quality. If this percentage is high, The selection of the parametets, k; and ks is extremely

it means that the flow most likely enjoys a level of qualitymportant. Intuitively, the first part should be the dominating
higher than all the other flows traversing the same congesteatt of the formula, but the values of the other two parts should
node. Therefore, this flow should release some resources fiyst significant enough in order to factor in the identifier's
in order to relieve a potential congestion. The higher this valwalue when malicious behavior is exhibited. However, if they
(and, consequently, the value &f;), the larger the distance become too high, they may hinder the effectiveness of the QoS
between the minimum and the current resource levels, hersoleme. Thus, the decision about the actual values of the three
the higher the probability that this flow will be penalized firstparameters must be made according to the characteristics of

The second part represents how flexible is the flow ach particular MANET.
adapting its transmission rate, while the third part indicates As a point of reference, in future work we will assess several
the relative fraction of the resources required by the flow &ets of parameters for different types of MANETs based on
operate at peak quality. Their presence is needed in ordénulation results. The Appendix presents a first theoretical
to provide incentives against potentially malicious behavi@stimation of the operational parameters of the proposed QoS
from certain flows. Each part prevents one of two types stheme. The estimated values will be the starting point for the
possible malicious behavior that may force the QoS schemienulation experiments.
to malfunction. First, consider a flow that declaresBa;,
very close to itsB,ax, €ven though it could operate at IowerC
transmission rates. When it adapts its transmission closer 1o ) ) N
Bumin, the percentage of excessive resources used (first parfne parametet s (0 < ay; < 1) in the identifier's formula
of the identifier formula) will become very low, even thoughs an aging factor reflecting the duration of the flow up to time
the flow has practically released no resources. Migial - The rationalg for its presence is to Pprevent n_ewly initiat_ed
adaptation allows the flow to keep operating at very high ratdws from forcing older flows to termination. Since there is
while never again becoming a candidate for adaptation. }¢ @dmission control in the proposed scheme, if at a certain
order to prohibit such malicious behavior, the second part Goment a new flow is initiated over a congested link, there
the identifier formula is added. When a flow declareB,a, Might not be enough resources for all of them to operate with
close 10 itsBpay, the value of the second part of the formuldheir minimum level of quality. At this point, one or more flows
approaches:,. Thus, by selecting a proper value fbs, the must be selected to suspend or terminate their transmission.
value of L; will be high enough to prevent this form ufrtual It is widely acce!oted the_lt newly initiated flows should be the
adaptation. ones to be terminated, in favor of older flows that have been

Second, consider a flow requesting an extremely |&ge. using the network for some tir_ne. Th_is is_guaranteed by the
without really needing it. Then, the first part of the formul@resence of the aging factay; in the identifier's formula.
will always be very small, even if the flow uses a lot of In order to clarify the importance and the role of,;,
resources. This will also be the case for the second part@nsider a point where all existing flows operate with their
the formula, even for relatively high,,;. values. As a result, Bmin @nd a new flow is initiated also requirig.i, resources.
the flow may effectively take over the congested link anghe first part of the formula for all flows will be 0, while the
force all other flows to adapt. In order to prevent this typ@ther two parts will not reflect the relative age of the older
of malicious behavior the third part of the identifier formuldlows compared to the new one. By adding the aging factor
is added. For well behaved flows, this value will be negligiblér.:» the identifier for the older flows will be smaller, forcing
in comparison to the first two parts and, thus, its presence wiie newly initiated flow to terminate.
not affect the functionality of the scheme. However, if a flow As long as a flow retains a certain level of quality,, is
decides to cheat by arbitrarily increasing B..., the third periodically updated to smaller values, down to a minimum
part of the formula will approacths for it. By selecting an @f,min- The value ofay i, is decided at the initiation of the
appropriate value foks, the identifier for this flow becomes flow and is selected so as to not interfere with the functionality
high enough, in order to prohibit it from effectively dominating®f the QoS scheme. The exact formula for the current value
the congested link. of ay, at a certain point in time is:

In conclusion, both the second and the third part of the
formula are necessary for the integrity of the QoS scheme.
They keep the flows honest by rewarding them for requestimgnerea; (0 < ay < 1) is the aging parameter of the floyy
reasonable values fd8,,;, and B,,.x and by penalizing them andd is the duration between updates of the aging factor. This
for subverting the first part of the formula with artificially highformula is used to recalculaig;; only if a flow f has zero
values. losses during the last time periddOtherwise, the aging factor

Besides adaptive flows, the proposed QoS scheme is demains unchanged. It is important to notice that a change in
signed to be TCP-Friendly, in order to transparently accorthe end-to-end path doesn't affect the aging factor. Thus, an
modate traditional unaware Web/TCP and CBR/UDP traffiold flow entering a new path is not mistakenly treated as a
For Web/TCP applicationsB,,,;, is set to zero, whileB,,.. hewly initiated flow. The Appendix presents a first theoretical

The Aging Factor

ape = maz{(asi—d-af),asmn}
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estimation of a value for the aging factor. This will be the¢he associated flow is the best candidate for adaptation at a
basis for our simulation experiments, which will provide usertain node during congestion. The design is light-weight
with more accurate values for it. in storage and processing requirements and operates without
an admission control algorithm. It is also extremely scalable,
since its computational complexity is not related with the size
and the layout of the MANET. Finally, and most importantly,
tpe scheme provides the necessary incentives for the flows
10 truthfully declare their characteristics by prohibiting the

D. Qualitative Evaluation

Sinceay , the sum ofk;, k» andks and the three fractions
in the formula are all less than 1, it is easily derived th
0 < Ly < 1. Ly is re-calculated only when a flow adapts to . . .
new level of quality, when the aging factor changes or (rareI{/rfa“CIous behavior of non-cooperative flows.

when C,... changes. The intermediate nodes simply compareour plans for future work include the implementation of the
the identifiers of the existing packets, in order to decide whi oposed QoS scheme in a simulation environment using the

to drop, without maintaining any state on the flows traversi etwork Simulator ns2 [19], [20]. Three types of experiments

them. Summarizing the characteristics of the proposed Q | be ciogduclted.f()mtehset of eprr'me?ttT]W'” ivaluat.e zgf\f/eralt
scheme, we observe the following: suggested values for the parameters of the scheme in differen

. . o network topologies. A second set of experiments will evaluate
1) The signaling ovgrhead is minimal. . the effectiveness of the proposed approach in providing differ-
2) per-flow processing and storage requirements at eaecmiated services. Finally, the last set of experiments will assess
node are negligible. how well the proposed QoS scheme prevents the malicious

The _scheme is very scalable. _ . behavior of non-cooperative flows.
Admission control procedures or bandwidth estimates

are not required.
5) Routing changes and mobility are transparent.

6) Malicious flow behavior is prevented. This research is supported by the project “Mobile Services”
In conclusion, the scheme follows all the guidelines glVG{EP-1221-06), funded by the research program “Pythagoras-
at the beginning of this paper for the design of an effectiv@ypport for Research Groups at the AUEB,” which is co-
QoS scheme for MANETS. financed by the Ministry of Education of Greece and the
We have identified two potential issues that might affe¢turopean Union, through the program “EPEAEK II.”

3)
4)
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the effectiveness of our scheme. The first is the frequency
and reliability with which quality reports are sent from the
destination to the source. If the congested link varies too often,
then the frequency of the reports should be high, in order fqu)
the scheme to “capture” in time the behavior of the link. The
hysteresis factor at this point should be carefully tuned, i
order to avoid triggering the adaptation process too frequently,
since this would have a negative effect to the perceived, b
the user, quality of the flow. This frequency, as well as th
weighting and aging factors, will be assessed via simulations
in our future work.

The second potential issue with our proposed scheme i
the truthfulness of the participating wireless nodes. Although
the scheme itself prevents individual flows from behaving5
maliciously, it is not able to prevent nodes from using hacked
versions of the QoS scheme. With such an alteration, a
node may allow flows to fake theif; and, subsequently, [6]
gain an advantage over the competition. We currently expeﬁ]
lawful cooperation from all participating nodes, while we
investigate ways to alleviate the problem in future versions
of the proposed QoS scheme. (8]

IV. CONCLUSIONS [9]

We presented a simple, yet effective, QoS scheme fiap]
MANETS, which was designed in order to address the speci[ici
characteristics of such networks. The approach is based o
differentiated services at intermediate (forwarding) nodes by
adding intelligence in the packet dropping process durin

congestion. The framework is based on a single value, Lan]
identifier for each packet, which represents the likelihood that
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Putting (3) and (4) together we end up with the following
B relationship b ; :
p between all the;, parameters:
% Low High Very High k3/2 < ko < k3 << kq (5)

Fig. 2. Impact of thek; parameters or s for various Byin and Bmax

(LA ] (b +hy) [yt ) .
| Using (2) and (5) we selected a set of values for igll

5 Vit Low Medium parameters, which we intent to use as a starting point in our
- "A - . - .
E (ckaryks) (ko) simulation experiments:
k1 =0.8,ky =0.08,k3 = 0.12 (6)

5| = NA NA N

Ckyd We also selected the following initial values for the two

parametersq s, anday min, Of the aging factor:
Low Mexdivm High B '
Kind, Wl kit i ke o afpe=0.985, afmin =0.5 (7)

The simulation experiments with ns2 will assist us in further
understanding the relationship between all the parameters of
the proposed QoS scheme and in evaluating the effect that

they have on different types and sizes of MANETS.
APPENDIX

For implementation purposes, it is important that the value
of Ly is bounded and, in particular, we want:

0<L;<1 1)

We already know thai;; < 1 and that the fraction in each
of the three parts of the formula is also less than 1. Thus, for
(1) to hold we only need to make sure that:

0<hki+ks+ks<l1 2

The next step is to clarify the relationship between the
k; parameters. We start with, and k3. Consider a simple
scenario where a wireless node represents a bottleneck in the
MANET. Assume that all the flows traversing it currently
transmit with their base quality, thus the first part in their
formula is zero. Also assume for simplicity that all flows

started around the same time, so the aging factor doesn’t play
a significant role in this case. Now consider a moment when
the link quality of the node deteriorates in a degree that the
node becomes congested and that a victim for adaptation must
be selected. At this point, the way that the QoS schexpects

the k; and k3 parameters to affect the identifidr; of each

flow is presented in Figure 2.



