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Abstract—In this paper we compare the wireless performance acknowledgment option, coupled either with or without link
of TCP with or without selective acknowledgments and in the layer error recovery. In Section Il we provide background
presence or absence of a reliable link layer protocol, in order ;¢ormation about various TCP variants, while in Section Il

to determine whether link layer error control remains beneficial do th f liable link | tocols. Section IV
for TCP variants with improved error recovery capabilities, such W€ ¢O the Same 1or refiable link layer protocois. section

as TCP SACK. We also examine whether there are adverse reviews existing work related to multiple layer error control
interactions between the two protocol layers, that is, whether link and states the objectives of this study. Section V describes the
layer error control degrades the congestion control performance simulation setup for the performance evaluation that follows.
of the transport layer, and whether transport layer error recovery |, section VI we discuss TCP performance when no conges-
degrades the error control performance of the link layer. Our . . o .

results show that, even with TCP SACK, link layer error tion exists on the end-to?end p.ath, while in Section VII we QO
control remains critical for TCP performance over wireless links.  the same when congestion exists. We present our conclusions

Furthermore, our results show that with a TCP unaware link in Section VIII.

layer protocol we have a clear separation of concerns, whereby

the link layer handles wireless losses and the transport layer

handles congestion. II. TRANSPORTLAYER ERRORCONTROL

The heart of the Internet, tHaternet Protocol(IP), offers
|. INTRODUCTION an unreliable packet delivery service: IP packets may be lost,

The error prone nature of wireless links is known to severetgordered or duplicated. While some real-time applications
degrade the performance of TCP based applications, suchuage theUser Datagram Protocol(UDP) for direct access
File Transfer and Web Browsing, due to the inability of TCP tto this service, handling error, flow and congestion control
distinguish between congestion and wireless losses. Numerthgmselves, most applications prefer delegating these tasks to
reliable link layer protocols have been proposed as a wayttee Transport Control Protoco(TCP) which offers a reliable
hide the deficiencies of wireless links, so as to allow TCP feyte stream service. In all TCP variants, the sender buffers
concentrate on congestion control. Our previous work inde#fte application layer data stream and segments it into IP
shows that TCP unaware reliable link layers offer dramatjgackets for transmission. The receiver reassembles the original
performance improvements for the higher layer protocols addta stream from the arriving packets and passes it strictly
applications commonly used on the Internet [13]. in sequence to the application layer. The receiver returns

As more advanced variants of TCP are deployed on theknowledgment§ACKSs) to the sender indicating the latest
Internet however, we need to reconsider the performancepsfcket received in sequence and the amount of data beyond
the entire protocol stack over wireless links. Specifically, whildat packet that may be transmitted without additional ACKs;
TCP with theSelective Acknowledgmeaption (TCP SACK) this is called theadvertised window
was originally designed to improve TCP recovery from bursty The TCP sender also maintaing@ngestion windowvhich
congestion losses, it may also benefit the performance of T@Presents an estimate of the amount of data that may be
over wireless links. Considering that TCP SACK is quitéransmitted, beyond the latest acknowledged packet, without
similar to theSelective RepedBR) protocols used by reliablecausing congestion to the network. Since IP networks do
link layers, it is inevitable to ask whether TCP SACK camot provide explicit congestion indications, the TCP sender
handle wireless losses by itself, with no aid from a reliabldynamically calculates a proper size for the congestion win-
link layer. Furthermore, it is important to examine whethetow: the window is increased as new ACKs arrive, indicating
the co-existence of TCP SACK with a reliable link layer hathat packets are reaching the receiver, and decreased when
detrimental side effects; it may be the case that TCP SAQ¥ackets are lost, indicating that they may be dropped due
retransmits packets already retransmitted by the link layer, tor congestion. The window increases slowly, so as to gently
that the link layer obstructs the congestion control mechanism®be the capacity of the network, but decreases sharply, so
of TCP SACK. as to quickly relieve network congestion. The exact details

This paper attempts to answer these questions via extensifecongestion window handling depend on the TCP variant
simulation results for the performance of two different TCkh use [6]. In all TCP variants however, the sender may only
applications running over TCP with and without the selectiveansmit new packets if they lie within both the advertised
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window and the congestion window, which provide flow andCP awareness has the disadvantage of incompatibility with
congestion control, respectively. encrypted IP payloads. In addition, TCP awareness means that
Early TCP variants only detected losses when a timarscheme may need modifications as new TCP variants are
expired before an ACK was received for a specific packetitroduced.
triggerring a retransmission of the lost packet as well as theln our previous work we have found that TCP performance
congestion control mechanism. As the round trip time afan be greatly enhanced with TCP unaware reliable link layer
a TCP connection over the Internet may fluctuate, timeoytsotocols, such aselective RepeafSR) [13]. In SR, the
must be conservative so as to avoid redundant retransmissi@esnder buffers and transmits link layer frames in sequence
making timeout based loss detection quite slow. Newer TGQ#thin a window of N frames. The receiver also accepts
variants, and in particular the TCP Reno variant used in tHimmes within a window ofV frames; if a frame is received in
paper, also employ a heuristic loss detection method: wheneseguence it is delivered to the higher layer, the window slides
three duplicate ACKs arrive for the same packet, meaningwards and an ACK is returned to the sender, confirming
that after that packet three more packets were received oeteption of all frames up to the one delivered. When a
of sequence, the next packet in sequence is assumed foamine arrives out of sequence, it is buffered but not delivered,
and retransmitted, and the congestion control mechanismsisce the gap in the sequence indicates that some frames
triggered. Provided that enough packets are sent after the laste lost; anegative acknowledgme(MACK) is returned for
one to trigger the duplicate ACKs, this loss detection methadch missing frame to the sender, and the sender retransmits
is much faster than waiting for a timeout. NACKed frames. When missing frames arrive, the receiver
A known limitation of TCP Reno is that when multipledelivers to the higher layer all frames that are now in sequence,
losses occur in neighboring packets, only a single packet cglides its window upwards and returns an ACK covering all
be retransmitted before a new set of three duplicate ACKsdslivered frames. Since ACKs and/or NACKs may also be
received, thus revealing the identity of the next lost packdost, the sender starts a retransmission timer after sending each
As a result, TCP Reno can either retransmit at most a sindteme; if it expires before an ACK arrives for that frame, the
lost segment per round trip time or risk retransmitting packet@me is assumed lost and retransmitted. Many SR variants
that have already been received [6]. TCP SACK attempts ewist, mostly differing on NACK handling [4]. In this paper
solve this problem by including in each ACK information fowe use amultireject SR variant, that is, each missing frame
up to three consecutive blocks of data that have been receivath be NACKed many times.
beyond the last packet acknowledged. This allows the sender t&Vhile SR and TCP SACK are quite similar in many aspects,
accurately determine the identities of multiple lost packets atfteir different operating environments have a significant im-
retransmit them within a single round trip time, without thgact on their loss recovery capabilities. TCP SACK operates
risk of wasting bandwidth. This is useful for both congestioaver an end-to-end path where the round trip delay varies,
and wireless losses that occur in bursts: in an analytical stuthgerefore its timeouts must be conservative, and where packets
TCP SACK has been found to outperform other TCP variamsay be reordered, therefore gaps in the packet sequence do
over wireless links without a reliable link layer [2]. not necessarily imply losses. In contrast, SR operates over a
single link where the round trip delay is fixed, therefore its
timeouts can be tight, and where frames cannot be reordered,
therefore gaps in the frame sequence imply losses, so NACKs
The basic limitation of TCP over wireless links is that altan be used.
losses are interpreted as congestion, as TCP has no way of dis-
tinguishing congestion and wireless losses. Due to the fact that
the TCP congestion window increases slowly but decreases
rapidly, mistaking wireless errors for congestion leads to very While numerous papers evaluate link layer and transport
degraded TCP performance [14]. While many researchdager approaches for improving TCP performance over wire-
have proposed TCP maodifications that better handle wireldsss links, only a handful deal with combined error recovery at
losses, none of these has found widespread acceptance ashibdy layers. Early work indicated that the link layer could po-
generally require modifications to end hosts throughout tientially adversely interact with the transport layer, by locally
Internet and they often interfere with the end-to-end semantietransmitting packets that were already retransmitted end-
of TCP. to-end, thus wasting bandwidth and reducing throughput [5].
The alternative to modifying TCP is to employ a reliabléd-ater work shows that as the link layer operates at a finer
link layer protocol over the wireless link, so as to hide wirelegéme scale than the transport layer, it may retransmit a packet
errors from TCP and thus prevent triggerring congestionany times before the transport layer manages to do so [13].
control. An early proposal is thBnoopprotocol, a link layer An analytical study found that even a stop and wait link layer
agent that examines the packets of each TCP stream at 3hBeme may greatly improve the performance of many TCP
access point bridging the wired and wireless parts of tivariants [1].
path. Snoop buffers outgoing packets and retransmits themAnother approach is to employ a TCP orienteorward
whenever three duplicate ACKs are received, exactly like TCBrror Correction (FEC) scheme at the link layer [7], whereby
in order to avoid triggerring retransmissions at the TCP send#te endpoints of a wireless link combine the error statistics of
Snoop hides these duplicate ACKs from the sender [3]. Thise link with a model of TCP throughput in order to determine

1. LINK LAYER ERRORCONTROL

IV. RELATED WORK AND OBJECTIVES
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how much FEC overhead to apply to each transmitted frame:
higher overhead means increased error recovery but alsg
decreased available bandwidth, thus the scheme calculates the TCP/UDP)
optimal operating point. This scheme improves the perfor
mance of TCP SACK [7] with limited TCP awareness.
Interestingly, another study shows that the Snoop protoco
can adversely interact with TCP SACK [11]. The first reason
for this behavior is that when duplicate ACKs arrive after a\\/ired Server  Access Point  Wireless Client
loss burst, Snoop can only retransmit a single packet, as it is
unaware of the TCP selective acknowledgment option, and-
also drops some of these ACKSs, thus preventing a TCP SAC
sender from exploiting their information. The second reason is
that even when a duplicate ACK is not dropped by Snoop, if
it triggers multiple retransmissions from a TCP SACK sender, The wireless link has a bandwidth of 64 Kbps, a propagation
Snoop may drop the retransmitted packets to avoid wastifiglay of 50 ms and uses a frame size of 250 bytes plus a
bandwidth, as it is not yet aware that these packets have b&éader. To avoid packet fragmentation, the applications also
lost. While it is trivial to modify Snoop to properly handle,use 250 byte packets. Two error models were used for the
and indeed benefit from, TCP SACK acknowledgments, thegéeless link. In theUniform error model each frame may be
problems indicate a fundamental limitation of TCP awar@dependently lost with a probability of 1.5%, 2.5%, 5.4% or
schemes: a change in TCP may conflict with a TCP awa98%. In theTwo Stateerror model the link can be either in
link layer. a good state, with a bit error rate ®6—%, or in a bad state,
Due to the problems of TCP aware schemes, in this papéith a bit error rate ofl0~2. Both states have exponential
we focus on the interplay between a regular SR link lay&urations, with the average duration of the good state being
protocol and TCP SACK. Unlike previous work in this arealO s and the average duration of the bad state being 100 ms,
we consider both wireless losses and congestion over the wigd® ms, 500 ms or 1000 ms. We have experimentally found
link. We present simulation results showing the performan#eat with these parameters the aver&game Loss RatéFLR)
of TCP Reno and TCP SACK over either a Raw link layegfthe Two State model is 1.5%, 2.5%, 5.4% or 9.8%, matching
that is, without error recovery, or a reliable link layer usinghe FLRs used for the Uniform model. Note that the error

l@' 1. Simulated network topology

SR, in order to answer the following questions: processes in each link direction are identical but independent.
1) Can TCP SACK handle wireless error recovery without0 establish a performance baseline, we also show results with
assistance from the link layer? no errors.
2) Does SR at the link layer obstruct the congestion recov-In order to evaluate TCP performance, we used two very
ery performance of TCP SACK? different applications. In File Transfer the Wired Server simply
3) Does TCP SACK obstruct the error recovery perfoisends a large file as fast as possible to the Wireless Client,
mance of SR at the link layer? with TCP handling flow and congestion control. While longer

In order to come up with conclusive results, we performe@@nsfers produce more stable results, in practice users do not
experiments over random and bursty wireless error modéditiate huge transfers, therefore we used 10 MByte files as a
local and wide area network topologies and bulk transfer 6pmpromise. We measured File Transfer throughput, defined
interactive TCP applications, so as to determine which aspe@gsthe amount o&pplicationdata transferred divided by time
of TCP performance over wireless links are specifically relatéaken.
to the interaction between link layer and transport layer errorIn Web Browsing the Wireless Client accesgesyescon-
control. taining text, links to other pages and embedded objects, stored
at the Wired Server. The client-server interaction consists of
V. SIMULATION SETUP a sequence dfansactions the client requests a page from a
The performance results reported below are based on sirsarver, the server returns the page which contains pointers to
lations with ns-2 [10] (version 2.30), extended with additionambedded objects, the client requests each embedded object,
error models, link layers and applications [12]. Each test wasd the server returns them, completing the transaction. The
repeated 30 times with different random seeds and the metniesxt transaction begins when the client requests another page.
shown reflect average values from these 30 runs, as wellTd®e ns-2 HTTP module provides empirical distributions for
their 95% confidence intervals. The simulated topology request, page and embedded object sizes, as well as for the
shown in Fig. 1: a Wired Server communicates with a Wirelesgsimber of objects per page [8]. Only one transaction is in
Client via an Access Point. The results given in the followingrogress at any time with no pauses between transactions. We
figures and tables are for a LAN topology where the wiregheasured Web Browsing throughput, defined as the amount
link has a bandwidth of 10 Mbps and a propagation delayf application data transferred from the server to the client
of 1 ms. We also discuss, but do not present due to spatieided by time taken. Note that client requests only influence
limitations, results from a WAN topology where the wiredhroughput indirectly, by introducing delays. The results given
link has a bandwidth of 2 Mbps and a propagation delay offlect the state at the end of the lastmpletedtransaction
50 ms. during the simulated period, which was 2000 s.
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While Web Browsing seems to be nothing more than a set 40 ¢ il
of File Transfers, the two applications behave very differently. 35 | i
File Transfer always has data to send, therefore TCP can

eventually reach its peak throughput, while Web Browsing %° ;7 ;5 L& 4 o8

consis_ts of small transfers that rar_ely last ang_ enqugh for TCP Frame loss rate (%)
to achieve high throughputs. Similarly, while in File Transfer

the server sends data continuously, in Web Browsing a cliefig. 3. File Transfer Throughput (Two State, LAN)
request must complete before initiating a server response and

vice versa, therefore the server may be idle for extended

pe':odls.. i ; d both with and .tis given as an absolute number, while the performance of
pplication performance was measured both with and wi If'ﬁe enhanced protocol combinations is given as a factor of

O.Ut congestion so as to sgparately examlne'how each trans Hrovement over the baseline. In this scenario, without link
/link layer protocol combination handles wireless errors and o1 error control TCP SACK provides an improvement of
conges_tk_)n. Congestion was introduced by an on-off squrg_ to 28.2% over TCP Reno, showing that its improved loss
tSransm|ttt|n?h 25AO byte quctketts or\]/.erh ubp dfr(?Am the V\/lltre ecovery is useful even for wireless links. When SR is added at
erver to the Access Foint at a high speed. As a resull, Eﬂ% link layer however, not only the performance of both TCP
wired link suffered only from congestion, while the erelesizeno and TCP SACK are much better, with improvements

link suffered only from wireless errors. The on-off SOUrCes o 3 15 199.6%. but the two TCP variants perform nearly
alternated between two states with exponential durations, wi ntically '

2? 1a\égr2g[%]onDSrlfrr]atl?hne (gnlstsataend :ane?sleﬁi ?rznil#]‘;?o;Figure 3 and Table Il show the corresponding results with
) ' 9 P %fe Two State error model, which are quite similar: while TCP

isochronously at a rate of 9.99 Mbps for the LAN topolog)é . .
. ACK provides an improvement of 2.7 to 10.1% over TCP
and 1.99 Mbps for the WAN topology, leaving only 10 Kbp eno, the addition of SR not only provides an improvement

to TCP; during the off state, TCP was limited by the 64 Kbps™y 'y '+ | 50 704 it also makes TCP Reno and TCP SACK
bandwidth of the wireless link.

nearly indistinguishable. The results from the WAN scenarios
(not shown) differ from the LAN results in one aspect only:
the performance improvements due to TCP SACK by itself

In this section we will examine the performance of Fil@re relatively smaller. This is reasonable, as all TCP variants
Transfer and Web Browsing when there is no congesti@an only recover from errors via end-to-end retransmissions,
over the end-to-end path; in this case, each TCP applicatieading to performance degradations when the propagation
operates without contention for the wired link. The goal of thidelay of the path is increased. In contrast, link layer error
section is to study in isolation the error control behavior gkcovery is not affected by end-to-end path characteristics,
each transport / link layer protocol combination under variouberefore it becomes even more beneficial with increasing path
scenarios by eliminating the need for congestion control. delays.

Starting with File Transfer, Figure 2 shows the throughput Turning now to Web Browsing, Figure 4 and Table Il
achieved by TCP Reno and TCP SACK over either a Raw show the throughput achieved by TCP Reno and TCP SACK
an SR link layer in the LAN scenario with Uniform errors.over either a Raw or an SR link layer in the LAN scenario
Table | shows the same data in tabular form: for each FLRjth Uniform errors. Without link layer error recovery TCP
the baseline performance of TCP Reno over a Raw link layBACK only has a slight advantage, if any, over TCP Reno:

VI. PERFORMANCE WITHOUTCONGESTION



PUBLISHED IN: PROCEEDINGS OF THE EUROPEAN WIRELESS 2007 CONFERENCE 5

TABLE Il TABLE Il
FILE TRANSFERTHROUGHPUT(TWO STATE, LAN) WEB BROWSING THROUGHPUT(UNIFORM, LAN)
FLR  Reno/Raw Improvement over Reno/Raw (%) FLR  Reno/Raw Improvement over Reno/Raw (%)
(%) (Kbps) SACK/Raw Reno/SR  SACK/SR (%) (Kbps) SACK/Raw Reno/SR  SACK/SR
15 56.32 10.1% 12.1% 12.1% 15 36.09 2.1% 18.2% 18.4%
25 53.67 7.8% 13.0% 13.0% 25 30.75 3.5% 29.3% 29.7%
54 48.62 5.0% 14.3% 14.3% 54 18.28 8.9% 71.6% 69.7%
9.8 40.74 2.7% 20.7% 19.6% 9.8 8.53 6.5% 149.1% 146.2%
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Fig. 4. Web Browsing Throughput (Uniform, LAN) Fig. 5. Web Browsing Throughput (Two State, LAN)
the improvement is 2.1 to 8.9%. In contrast, when SR is VIl. PERFORMANCE WITHCONGESTION

introduced performance improves by 18.2 to 149.1%, factorsin this section we will examine the performance of File
comparable to those with File Transfer; also as in File Transfa@ransfer and Web Browsing when there is congestion over
with SR both TCP variants perform nearly the same. Thhe wired part of the path; in this case, each TCP application
reason that TCP SACK by itself is not as beneficial withontents for the wired link with the UDP on-off source. The
Web Browsing is that this application mostly consists of shogioal of this section is to study the differences induced in the
transfers, therefore after a loss it is often the case that rhavior of each transport / link layer protocol combination by
enough packets follow to trigger the three duplicate ACKihe alternation between congested and uncongested periods.
required by the TCP sender to detect a loss, thus making TCF5tarting again with File Transfer, Figure 6 and Table V show
resort to timeout initiated recovery; this is a problem affectinghe throughput achieved by TCP Reno and TCP SACK over
all TCP variants, but not SR which uses short timers optimizegther a Raw or an SR link layer in the LAN scenario with
for the underlying link. Uniform errors. The main differentiation with the correspond-
The same situation appears in Figure 5 and Table IV for tlireg uncongested scenario is that with congestion TCP SACK
Two State error model: without link layer error recovery TCRIways provides an improvement over TCP Reno, regardless
SACK is slightly better (0.5 to 3.3%) or worse (1.6%) thaf the underlying link layer protocol. When SR is used at the
TCP Reno; adding SR leads to performance gains of 14.0%littk layer, the difference between TCP Reno and TCP SACK
22.5%, again comparable to those with File Transfer, as wellianearly constant, even with no wireless losses, therefore it can
nearly indistinguishable performance for the two TCP variantse attributed to the improved congestion control mechanisms
The results from the WAN scenarios (not shown) differ fromf TCP SACK. When the Raw link layer is used, TCP SACK
the LAN results in one aspect only: the performance of atlutperforms TCP Reno by 10.1 to 25.2% due to its improved
protocol combinations is relatively reduced in the WAN cas&andling of both congestion and wireless losses. By adding
in contrast to File Transfer where LAN and WAN performanc&R, TCP SACK improves performance by 12.8 to 176.8%.
results are similar. The reason is that with File Transfer Figure 7 and Table VI show the corresponding results with
data are sent in one direction only, therefore the increasi@ Two State error model, which are quite similar; with SR
propagation delay of the WAN path is mostly hidden byhere is a nearly constant gap between TCP Reno and TCP
the pipelined transmissions. In contrast, with Web BrowsinfgACK, reflecting the improved congestion control of TCP
the direction of transfer continuously switches from client t8 ACK, while without SR the larger gap between the two
server and vice versa, and as each transfer must complE@P variants reflects the improved congestion control and
before the next one begins, the pipeline is emptied, therefav@eless loss handling of TCP SACK. TCP SACK without
the application runs relatively slower. SR improves upon TCP Reno by 6.3 to 13.0%, but when SR
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TABLE IV TABLE V
WEB BROWSING THROUGHPUT(TwO STATE, LAN) FILE TRANSFERTHROUGHPUT(UNIFORM, LAN)
FLR  Reno/Raw Improvement over Reno/Raw (%) FLR  Reno/Raw Improvement over Reno/Raw (%)
(%) (Kbps) SACK/Raw Reno/SR  SACK/SR (%) (Kbps) SACK/Raw Reno/SR  SACK/SR
15 38.84 3.3% 14.0% 14.0% 15 50.54 10.1% 7.1% 12.8%
25 37.18 3.0% 15.4% 14.6% 25 44.84 15.2% 15.0% 20.9%
5.4 33.43 0.5% 16.2% 17.7% 5.4 29.05 25.2% 52.9% 60.5%
9.8 28.23 -1.6% 21.2% 22.5% 9.8 13.72 18.8% 161.8% 176.8%
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Fig. 6. File Transfer Throughput (Uniform, LAN) Fig. 7. File Transfer Throughput (Two State, LAN)

is also introduced, the performance with TCP SACK improvds slightly better than TCP Reno, while without SR at the link
by 17.2 to 25.4%. The results from the WAN scenarios (ntéayer TCP SACK has a slightly bigger advantage. Without SR
shown) differ from the LAN results in two ways: first, thethe gains of TCP SACK over TCP Reno are 2.6 to 4.4%,
gap between TCP SACK and TCP Reno when SR is usediile when SR is introduced the TCP SACK gains are 13.4
is larger, since with higher propagation delays the importantse 24.6%. The relatively smaller performance improvements
of improved congestion recovery is more pronounced; secog@mpared to the Uniform error model are consistent with
the performance improvements in both TCP variants due to t@se experienced by the File Transfer application, while the
introduction of SR are even more dramatic, since link lay@verall behavior is consistent with that of Web Browsing with
error control becomes more important with higher end-to-eéniform errors. Finally, the results from the WAN scenarios
propagation delays. (not shown) are very similar, with the only visible difference
Turning now to Web Browsing, Figure 8 and Table VIl shoWpeing an overall reduction in Web Browsing throughput, due
the throughput achieved by TCP Reno and TCP SACK ovi the higher end-to-end propagation delay compared to the
either a Raw or an SR link layer in the LAN scenario with-AN scenario.
Uniform errors. In this application TCP SACK only provides
a slight improvement over TCP Reno without SR, which is
even smaller with SR; in contrast, the introduction of SR
greatly improves the performance of both TCP variants. With We have presented results from a comprehensive set of
the Raw link layer, TCP SACK outperforms TCP Reno by 3.8imulations of TCP Reno and TCP SACK with or without SR
to 12.4%, while with SR the improvements due to TCP SACRt the link layer, using different applications, error models and
are 18.2 to 144.1%. As explained in the uncongested case, figéwvork topologies. We summarize our findings as follows:
relatively small gains of TCP SACK over TCP Reno are due « Without congestion and without SR at the link layer, TCP
to the short transfers of Web Browsing that often prevent the SACK provides a performance improvement over TCP
triggerring of TCP retransmissions by duplicate ACKs; this  Reno, but only for File Transfers. When SR is used at
obstructs both congestion and error control. Another factor the link layer, TCP SACK performs the same as TCP
diminishing the congestion control gains of TCP SACK is that Reno.
Web Browsing is bidirectional, therefore it faces congestion « With congestion TCP SACK provides a performance
only in the server to client direction, unlike File Transfer which  improvement over TCP Reno, higher for File Transfers
is unidirectional, thus continuously facing congestion. and lower for Web Browsing. When SR is used at the
A similar situation appears in Figure 9 and Table VIl forthe link layer, this advantage is relatively independent of the
Two State error model: with SR at the link layer, TCP SACK  FLR.

VIIl. CONCLUSIONS
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Throughput (Kbps)

TABLE VI
FILE TRANSFERTHROUGHPUT(TWO STATE, LAN)

FLR  Reno/Raw Improvement over Reno/Raw (%)
(%) (Kbps) SACK/Raw  Reno/SR  SACK/SR
15 50.11 13.0% 10.7% 17.2%
25 48.39 11.1% 11.6% 17.6%
5.4 44.22 8.2% 12.6% 18.0%
9.8 36.90 6.3% 19.7% 25.4%
50 — T T T T
SACK/SR -
Reno/SR -
S SACK/Raw =
40 | ’** Reno/Raw —— |
m
Q.
Qo
30 J 4
5
Q.
<
20 | ] =)
o
e
[
10 1
O 1 1 1 1 1
0 15 25 5.4 9.8
Frame loss rate (%)
Fig. 8.  Web Browsing Throughput (Uniform, LAN) Fig.

The use of SR at the link layer provides a considerable
performance improvement for both TCP variants, regard-
less of the application in use. These performance gains
are much higher than those due to TCP SACK by itself.
The only difference between LAN and WAN results is

that in the WAN scenarios Web Browsing performance is
lower for all transport / link layer protocol combinations,

due to the increased path propagation delay. In File
Transfer this delay is mostly hidden by pipelining.

TABLE VII
WEB BROWSING THROUGHPUT(UNIFORM, LAN)

FLR  Reno/Raw Improvement over Reno/Raw (%)
(%) (Kbps) SACK/Raw Reno/SR  SACK/SR
15 34.31 3.0% 16.1% 18.2%
25 29.60 3.2% 25.6% 27.0%
5.4 18.34 7.4% 60.1% 62.6%
9.8 8.44 12.4% 141.1% 144.1%
50 — T T :
SACK/SR -
Reno/SR -
45 SACK/Raw e 1
Reno/Raw ——
40 1
35+ 1
30 1
25 + 1
20 1 1 1 1 1
0 15 25 54 9.8
Frame loss rate (%)
9. Web Browsing Throughput (Two State, LAN)

formance of SR at the link layer. The introduction of
SR at the link layer leads to considerable performance
improvements for both TCP variants, with or without
congestion; without congestion, SR makes TCP SACK
and TCP Reno indistinguishable. Therefore, SR im-
proves wireless error recovery even when TCP SACK
is used.

We therefore conclude that the use of SR at the link layer
is as beneficial for TCP SACK as it has been found to be

Based on these findings, we can now provide answersg{p TCP Reno [13]. Furthermore, it appears that SR at the
the questions posed in Section IV that are independent of #i |ayer and TCP SACK at the transport layer offer largely
network topology, wireless error model and application usegithogonal improvements, with SR handling wireless losses

1) TCP SACK doesnot fully handle wireless error re- and TCP SACK handling congestion.

2)

3)

covery. While it manages to improve upon TCP Reno
without link layer error recovery, this improvement only
appears with File Transfer and not Web Browsing.
In contrast, when SR is used at the link layer, thgij
performance of both TCP variants is improved much
more than with TCP SACK by itself, therefore link layer 2]
error recovery remains essential for performance even
with TCP SACK.

SR at the link layer doesot obstruct the congestion [
recovery performance of TCP SACK. Whether with or
without SR at the link layer, TCP SACK outperforms [4]
TCP Reno when congestion exists; the gains may be
major, as is the case with File Transfer, or minor, ass
is the case with Web Browsing. Therefore, TCP SACK
provides improves congestion control performance even
when link layer error recovery is used. [6]
TCP SACK doesnot obstruct the error recovery per-
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