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Abstract Publish-Subscribe is a paradigm that is recently receiving increasing at-
tention by the research community, mainly due to its information oriented nature.
Although the publish-subscribe paradigm yields significant security advantages over
the traditional send-receive one, various security and privacy challenges are raised
when it comes to the design of an internetworking architecture that is solely based
on this paradigm, such as the Publish Subscribe Internet (W) architecture. ¥ is the
main outcome of the Publish-Subscribe Internet Routing Paradigm (PSIRP) project,
which was launched with the ambition to develop and evaluate a clean-slate archi-
tecture for the future Internet based on the publish-subscribe paradigm. Availability,
security, privacy and mobility support are considered as core properties for this new
form of internetworking, instead of being provided as add-ons, as in the current In-
ternet. This paper discusses the security and privacy properties of and challenges
for publish-subscribe internetworking architectures and specific techniques and so-
lutions developed in PSIRP for V.

1 Introduction

The Publish-Subscribe paradigm has been in the spotlight of recent research ef-
forts. Its information oriented nature, the decoupling it offers between information
providers and information consumers as well as its location-identity split properties,
have inspired a variety of-mainly overlay—architectures that focus on multicast [6],
mobility [15], indirection [29] as well as on caching [16].

Publish-Subscribe architectures are composed of three main components; pub-
lishers, subscribers and a network of brokers [8]. Publishers are information providers
that ‘publish’ information (advertisements). Subscribers on the other hand are
information consumers that express their interest in specific pieces of informa-
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tion by issuing subscriptions. Brokers are responsible for matching publications
with subscriptions and initiate the (information) forwarding process from infor-
mation providers towards information consumers. The broker, responsible for the
publication-subscription matching, is often referenced to as the rendezvous point
and, therefore, the network of brokers is usually referred to as the rendezvous net-
work. Publication and subscription operations are decoupled in time and space al-
lowing for the support of mobility as well as anonymization mechanisms. More-
over a publication can be provided by multiple nodes and similar subscriptions can
be aggregated, creating opportunities for multicasting and multihoming. Inherently,
the publish-subscribe paradigm has many security advantages compared to the com-
monly used end-to-end, send-receive oriented paradigm.

PSIRP (Publish-Subscribe Internet Routing Paradigm),! an EU FP7 funded re-
search effort, has designed, implemented in prototypes, and initially evaluated a
clean-slate, information oriented future Internet architecture; we call it the Publish-
Subscribe Internet (PSI) architecture, W for short. This architecture aims at over-
coming most limitations of the current Internet and at emphasizing the role of in-
formation as the main building block of the (future) Internet. This new architecture
is based on a paradigm completely different from the current one. ¥ is based on
pure, through-the-stack application of the Publish-Subscribe paradigm. Moreover
by abiding to the Trust-to-Trust (T2T) principle [4], i.e., all functions take place
only in trusted points, the ¥ architecture considers security as a building block of
its architecture rather than as an ‘add-on’. ¥ harvests the security advantages the
publish-subscribe paradigm offers, whilst W-specific security mechanisms are also
incorporated.

The purpose of this paper is twofold: to give an overview of the security features
of and challenges for the publish-subscribe paradigm, as well as to show the ad-
ditional techniques and mechanisms developed in PSIRP in order to secure the W
architecture. The remainder of this paper is organized as follows. Section 2 high-
lights some of the security and privacy challenges that exist in publish-subscribe
architectures. Section 3 presents the security advantages of the publish-subscribe
paradigm. Section 4 overviews the W architecture and its specific security solutions.
Section 5 investigates how other, related architectures handle security requirements.
Finally, our conclusions as well as ideas for future work are presented in Section 6.

2 Security and Privacy Challenges in Publish-Subscribe
Architectures

As previously mentioned, in the publish-subscribe model, producers publish event
notifications to announce information availability and consumers subscribe to spe-
cific information items to explicitly declare their interest. Matching is achieved
through the rendezvous network, which is envisioned as a distributed service that
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spans over a large number of providers and administrative domains. In the case
where one or more matches are provided by the rendezvous service, then a partic-
ular sub-graph over the network topology is determined and activated to support
a multihomed and multicasted communication service that transports information
elements from publisher(s) to subscriber(s).

Security issues and requirements that arise in a global-scale publish-subscribe
system have already been extensively addressed. Wang et al. [31] as well as Lagutin
et al. [21] have specified security requirements for a publish-subscribe architec-
ture, whereas Wun et al. [33] have identified and classified possible DoS attacks in
content-based publish-subscribe systems. Various mechanisms have been developed
in order to secure publish-subscribe systems—such as Eventguard [28]-and most of
them base their operation on traditional security mechanisms, adapted to the concept
of the publish-subscribe paradigm. In this paper we are focusing on security, trust,
and privacy requirements focusing on a different level of abstraction and trying to
enrich the existing work with recent results for the publish-subscribe paradigm.

In the information level, integrity, authenticity and validity of information are
required. Integrity protection methods will ensure that any violation or fabrication
of information elements’ content will be detectable. Authenticity means that the in-
formation that is received by the subscriber is identical with the subscriber’s initial
request, and it is not forged. Validity means that the information items announced
by the publisher, matched with the subscriber’s request, and then forwarded to the
subscriber are identical. Detecting integrity violation is a task that mainly is based
on public key certificates and signatures, and, thus, it requires trusted third par-
ties or bilateral trust (e.g., symmetric secrets, or HMAC key-based approaches).
On the other hand, publication and subscription operations might be decoupled in
time. Thus, subscribers might never recognize the publishers’ identities, or even
their certificates. Thus, information integrity verification should be assisted by the
rendezvous-network. In order to avoid bottlenecks due to processing or signing ev-
ery information element, rendezvous nodes might produce sequences of integrity
evidences, such as TESLA seeds if a TESLA approach [25] has been adopted be-
tween publication end-points and consumers. Verifying authenticity and validity of
the information requires a different, reaction-oriented approach, which is based on
subscriber’s evaluation on the received information. Such an approach will rank
published information elements, and recommend the accurate ones, avoiding DoS
attacks [10] or spamming [11].

At the application layer, a main security challenge is the design of a mecha-
nism that grants to subscribers the appropriate access privileges to publication an-
nouncements. This is akin to making confidential the existence, and not the con-
tent, of publications. Assuming that publishers are always privileged to submit
events and announcements, the rendezvous network should enforce an access frame-
work that makes the notifications reachable to preferred subsets of subscribers.
For application-level access control, such subsets are formed using scopes [9],
role-based access control [3] [26], as well as identification and authentication
schemes [24]. On the other hand, publication content confidentiality is achieved
mainly through encryption. Finally, when a forwarding topology will be deployed to
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transport information to subscribers, then there is a potentially strong anonymity re-
quirement to unlink the information and the publisher and subscribers among them-
selves and from the networking attachment and relay points.

From the subscriber’s privacy point of view, a central objective is to unlink his
identity from his subscription interests, e.g., by supporting anonymous subscrip-
tions. Subscription privacy might rely on an anonymity framework related to trusted
proxies (anonymizers) that receive and process the original request, change its time
reference, hide the subscriber’s identity and obfuscate his network attachment point.
This approach might introduce significant delays, but fulfills the demand for strong
anonymity support at the network layer. Additionally, such a system should be de-
signed and deployed appropriately to avoid attacks that have been reported on mix-
based privacy enhancement approaches, such as traffic analysis, blending and trickle
attacks [32].

3 Publish-Subscribe Security Features

The publish-subscribe paradigm can be seen as a remedy to the imbalance of power
between senders and receivers in the traditional send-receive paradigm. With the
original Internet architecture, the network will make a best effort attempt to deliver
whatever any sender sends, irrespective of the interest of and no matter the cost for
the receiver and the network(s). This imbalance is often accused for the increasing
number of (Distributed) Denial of Service (DDoS) attacks, as well as for the emer-
gence of spamming. In publish-subscribe systems there is no information flow as
long as the receiver has not expressed interest on a particular piece of information,
i.e, the receiver in a publish-subscribe architecture is able to instruct the network
which pieces of information shall be delivered to it. Moreover, and even though the
model is so powerful so that there can be subscriptions before the corresponding
publications have been published, no information is requested from a publisher, un-
less the publisher has explicitly denoted the availability of that information, i.e., not
before the publisher has issued a publication message (for this particular piece of
information).

Publication and subscription operations are decoupled in time and space, i.e.,
they do not have to be synchronized neither do they block each other. Moreover pub-
lishers and subscribers do not communicate directly and they can hide their identity
as—in general-subscribers are only interested for the information itself rather than
on who provides it, and publishers—usually—disseminate publications using multi-
cast so they cannot (and usually should not) be fully aware of the publication’s re-
cipients. Therefore, anonymity can be easily achieved in publish-subscribe architec-
tures. Moreover having a point in the network where subscription and publications
are matched, effective deployment of access control mechanisms is enabled.

Publish-Subscribe architectures offer great availability. The rendezvous network
of a publish-subscribe architecture is usually implemented using a DHT. DHT's pro-
vide significant load balancing—usually at the cost of some communication stretch.
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Fig. 1 Example of multihoming in a publish-subscribe architecture

Moreover in a publish-subscribe architecture multihoming can be easily achieved,
as multiple publishers may advertise the same publication to a Rendezvous Point
(RP), therefore a RP has a number of options with which it can satisfy a subscrip-
tion. Figure 1 shows an example of multihoming in a publish-subscribe architecture.
Publishers A and B, both publish publication FFF. Subscribers A and B subscribe
to this publication. For each subscription message the RP knows two publishers
that can provide the publication matched, therefore for each subscription message it
could choose the publisher that is closer (in any sense) to the respective subscriber,
e.g. here, it chooses publisher A to serve subscriber A and publisher B to serve
subscriber B.

Publish-subscribe architectures allow for subscription aggregation and they cre-
ate opportunities for multicast to be useful, therefore in these architectures resource
sharing can be achieved, leading to greater availability. In Figure 2 both subscribers
A and B subscribe to publication FFF. The subscription messages are aggregated
within the networks, when following the same path towards the RP. Moreover pub-
lisher A forwards a single data flow, which is copied (bifurcated) in an appropriate
place in the network in order to serve both subscribers.

4 The W Architecture

The core element of the W architecture is information; information is everything
and everything is information [30]. In ¥ every piece of information is identified
by a unique, flat, self-certified identifier, known as the rendezvous identifier (RI1d).
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Fig. 2 Resource sharing in a publish-subscribe architecture using subscriptions aggregation and
multicast

Information is organized in scopes. Scopes are physical or logical structures that fa-
cilitate the finding as well as access control over a piece or collection of information.
A physical scope can be for example a corporate network, whereas a logical scope
can be a group of friends in a social network. Scopes can be included within each
other, creating a flexible structure. Scopes are identified by a flat identifier known as
the scope identifier (SId). Each SId is managed by a rendezvous point (RP) which
can be a single rendezvous node or a large rendezvous network.

The publication operation in ¥ involves 3 steps [12]; initially the SId of the
publication scope is identified, then the RId of the publication is created and, finally,
the publication is published in i.e. the publication message, including the Rid and
Sid, is sent to the RP responsible for handling this SId. The publication message
may also contain metadata—such as size of the data, encoding and other general
information about this publication. Figure 3 shows the publication operation in a ¥
network with three scopes; the scope MyUniversity and its sub-scope MyLab and
the scope MyFamily. As it can be seen in this figure, a publisher issues a publication
to the scope MyFamily. The publication message should contain a scope-unique
publication identifier (RId), the MyFamily scope identifier (SId) as well as metadata
that describe this publication. The publication message reaches the rendezvous node
RN B, which is part of the MyFamily rendezvous network.

The subscription operation involves the identification of the SId and RId of a
publication—which can be done, for instance, with the help of a search engine—and
the sending of a subscription message. Initially the subscription message will be
forwarded to the appropriate scope as all the other scopes are not aware of the pub-
lication in question. When the subscription reaches the appropriate scope it will be
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forwarded to the publication RP. The network is responsible for routing publication
and subscription messages towards the RP as well as for forwarding publications
from publishers towards subscribers. Figure 4 shows the subscription operation.
A subscriber subscribes to an already published publication. When the subscrip-
tion message reaches the appropriate RP, and as long as there is a publication that
matches this subscription message, the RP creates a forwarding path, from the pub-
lisher towards the subscriber, and instructs the publisher to send the publication us-
ing a specifically created identifier (FId) for this path. A forwarding path is realized
through zFilters [14], a Bloom filter based structure that contains the link identifiers
that a data packet must traverse in order to reach its destination(s). ¥ uses a slow
path for signaling, i.e., publication and subscription messages, and a fast path for
data forwarding. Moreover multicast is the preferred delivery method.

4.1 Y-Specific Security Mechanisms

Security in ¥ plays an important role and trust is at the center of a ¥ declared prin-
ciple. Security mechanisms are considered at all levels of the architecture. Informa-
tion in W is transmitted in encrypted packets using the Packet Level Authentication
(PLA) technique [19]. PLA is a novel mechanism, applied in ¥, for protecting the
network based on the assumption that per packet public key cryptographic opera-
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Fig. 4 W subscription: initially (e.g.) the publisher issues a publication, then a subscriber, sub-
scribes to this publication and the rendezvous point instructs the publisher to forward this publica-
tion to the subscriber

tions are possible at wire speed in high speed networks with the help of new cryp-
tographic algorithms and advances in semiconductor technology. Moreover when
applied in wireless environments PLA has been proven to offer significant energy
efficiency [20].

As already described W’s forwarding mechanism is based on the formation of
a Bloom filter—called zFilter—that describes the path that a data packet should fol-
low [14]. The computation of the zFilter is based on the identifiers of the links
that compose the data path. These identifiers are dynamically generated every time
a zFilter is created, making this way almost impossible for an attacker to create
crafted zFilters or link identifiers that will lead to DoS attacks or to information
leakage. Forwarding using zFilters is achieved at line speed, leading to excellent
performance and scalability. Network attachment in W [17] assures proper user au-
thentication protecting both users from improper configuration as well as the net-
work from (D)DoS attacks that can be caused by malicious users who repeatedly try
to attach themselves to a ¥ network.

At the higher layers of the architecture, existing security mechanisms can be
used. Nikander et al. [23] studied the application of existing work on cryptographic
protocol analysis in a pure publish-subscribe architecture and found out that, even
if networking protocols are revised very drastically, current cryptographic protocol
analysis can be applied to a certain extent, with only minor modifications, mostly on
the notation side. Moreover, novel trust mechanisms should be considered applied
to information ranking [11] rather than ranking end-users.

¥ security is going to be primarily based on the notion of scopes. Although not
yet fully designed and implemented, scopes are expected to control information dis-
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semination as well as to play a significant role in applying access control policies,
as well as accounting mechanisms. Scopes are expected to be W’s information fire-
walls.

5 Security Aspects of Comparable Internetworking
Architectures

CCNx [7] (Content-Centric Networking, now termed Named Data Networking:
NDN) is an ongoing research project that investigates the potential of an information-
oriented Internet architecture. In contrast to ¥, CCNx proposes an architecture or-
ganized using hierarchical naming [13]. Moreover CCNx uses a broadcast-based
mechanism for information location, rather than a rendezvous driven one. CCNx
does not rely on flat self-certified identities, it rather uses a scheme that assures the
relationship between publications and their identities and it provides validity, prove-
nance, and relevance [27]. In this scheme every publisher is allowed to generate a
user-friendly tag label for their publication, which in a next step is incorporated
into the body of the publication as a digital signature. This digital signature is gen-
erated by applying the publisher’s public key over the publication’s data and the
publication label. When a subscriber receives the publication, and provided that the
publisher is reliable, he is able to verify that the publication he received matches its
label. On the other hand in case of a malicious publisher that uses forged labels, this
publisher can be held accountable for his behavior, as its public key has been used
in order to generate the publication’s digital signature.

The Data-Oriented Network Architecture (DONA) [18] and Routing on Flat La-
bels (ROFL) [5] are two pioneering architectures that introduced flat identifiers.
DONA aims at replacing DNS with flat self-identifying labels that will enable data
location and retrieval. In contrast to ¥, DONA uses the same path, for informa-
tion location and forwarding. DONA’s main security mechanism is its self-certified
naming. DONA names are organized around principals and they are of the form P:L,
where P is the cryptographic hash of the principal’s public key and L is a label cho-
sen by the principal, who ensures that these names are unique. Every publication
is accompanied by a metadata file that includes the principal’s public key as well
as her digital signature over the publication data. Users in DONA are expected to
learn a publications’ name using external, reliable mechanisms. In order to defend
against DoS attacks, DONA relies on IP-level mechanisms, as well as on the lim-
its that providers will pose on users’ publications and subscriptions. Finally DONA
assumes the existence of third trusted parties for public key status retrieval and re-
vocation.

ROFL creates an internetworking architecture in which routing takes place solely
based on the data—flat—identifiers. In ROFL there is no information hierarchy, as
there is in ¥ (with the usage of scopes) and DONA. ROFL security is also based on
self certified identities. In ROFL, in every network node, i.e., router or host, a unique
ID is assigned, which is tied to a public-private key pair. This key pair is used to
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sign-verify every packet that traverses the system. ROFL secures its routing infras-
tructure by using the so-called filtering and capabilities techniques. With filtering,
every host can control its reachability and therefore filter out malicious hosts. With
capabilities the architecture is able to perform fine-grained access control. When-
ever a (legitimate) host requests the creation of a network path, a capability token
is provided, which proves that the host has the proper access control credentials for
this path. Capability is a cryptographic token designating that a particular source
(with its own unique object identifier) is allowed to contact the destination.

The Internet Indirection Infrastructure (i3) [29] and the Host Identity Protocol
(HIP) [2] are two rendezvous-based overlay solutions that aim at supporting mobil-
ity, multicast and multihoming. W’s rendezvous and topology processes use similar
concepts, at all levels of the architecture.

13 implements an IP overlay network that replaces the point-to-point communica-
tion model with a rendezvous-based paradigm. In i3 sources (akin to ¥ publishers)
send packets to a logical identifier, whereas receivers (akin to ¥ subscribers) ex-
press interest in packets by inserting a trigger into the network. A distributed lookup
service is responsible for matching triggers with packets and an overlay network
of 13 nodes is responsible for forwarding packets. An i3’s extension, known as the
Secure-i3 [1], further enhances the security of the proposed architecture by allowing
hosts to hide their IP address as well as to defend against DoS attacks without intro-
ducing new vulnerabilities. IP address hiding is accomplished with the usage of the
so-called private IDs; when an end-host issues a new trigger, instead of using its real
IP address, it uses the public ID of an i3 (reliable) node that acts as the end-host’s
representative. The public ID of this i3 node is the private ID of the end-host. Even
if the representative node removes its public ID it will not affect the already estab-
lished end-host’s connections. Every node in i3 may have multiple public IDs. In
case of DoS attacks a node may remove all of its public IDs to eliminate the attack,
or remove some of them in order to mitigate the attack. Moreover, puzzles can be
used as a countermeasure against DoS attacks; before a suspicious host is allowed
to send a new packet, it is requested to solve a cryptographic puzzle. Finally, hosts
in i3 can manipulate the path that a packet should follow in order to reach them, this
way they are able to circumvent parts of the network that are under attack.

HIP introduces a new layer that decouples host identity from location identity
in the internetwork stack, between the IP layer and the transport layer. When HIP
is used, the applications no longer connect to IP addresses, but to separate Host
Identifiers. A Host Identifier is cryptographic hash of the host’s public key, which in
turn, is used for securing communication between hosts. The resolution from a Host
Identifier to an IP address can be achieved either by using a DNS-like mechanisms
or a DHT. Host Identity Indirection Infrastructure (Hi3) [22] is the secured version
of the HIP protocol, which utilizes Secure-i3’s rendezvous principles. Secure-i3 is
used in order to perform Host Identifier to IP address resolution, whereas IPSec is
used for the rest of the communication between hosts.



Publish-Subscribe Internetworking Security Aspects 11

6 Conclusion and Future work

The Publish-Subscribe paradigm achieves a significant shift from the current end-
host driven internetworking towards an information oriented Internet architecture.
This paradigm offers significant security advantages, including greater availabil-
ity and enhanced privacy. The opportunities for multicast, mobility support and
caching, as well as, the decoupling it offers between the communicating parties,
make the publish-subscribe paradigm a strong candidate for a future internetwork-
ing architecture. Nevertheless various security and privacy challenges remain and
further research is needed in order to identify and tackle them. Towards this di-
rection the PSIRP project has created the so-called W architecture; a clean slate
Internet architecture that is based on the publish-subscribe paradigm. The W archi-
tecture demonstrates the significant capabilities of this paradigm and through the
development of W-specific security mechanisms shows the road towards a secure
future internetworking architecture.

The research in this field is a very active ongoing effort. Various research projects
around the world investigate the potential of new internetworking architectures
based on the publish-subscribe paradigm—or other similar ones. Security remains in
the spotlight of all these research efforts. As far as the W architecture is concerned,
its research and development continues during the EU FP7 PURSUIT? project,
which plans to further explore security, privacy and trust issues of this architec-
ture, as well as to create novel mechanisms and evaluate them including aspects of
them experimentally over the newly established W tesbed which spans Europe.

Acknowledgements The work reported in this paper was supported in part by the FP7 ICT project
PSIRP, under contract ICT-2007- 216173.
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