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Abstract—This paper presents an algorithm for evaluating the
probability that connectivity can be maintained between two
given nodes in a physical network affected by a disaster. Nodes
and links in a disaster area are probabilistically broken, and
the disaster area is modeled using a half plane. This paper also
proves that this probability of connectivity increases for a generic
network topology when the perimeter length of the convex hull
of a physical link route decreases, and that it becomes maximum
when these physical link routes become straight line segments.
In addition, this paper proposes an optimal server placement
method by considering robustness against disaster and an optimal
link/node replacement strategy determining which nodes or links
should be replaced with those robust against disaster. Intuitive
node (link) replacement strategies are also suggested based on
the analysis of this paper.

[. INTRODUCTION

A massive earthquake on March 11, 2011 and the resulting
tsunami in north-eastern Japan have forced us to develop a
method for designing a network that is robust against such
disasters that encompass a wide area. Although there have
been a large number of theoretical papers published evaluating
the survivability for a given network, most were focused on a
single failure (or independent failures) of a network node or
a link. Some of these studies have been extended to analyze
multiple or correlated failures. However, most did not take into
account a physical disaster area causing a high failure rate.

A limited number of papers about network survivability
have been reported that have taken into account geometri-
cal/geographical conditions. Grubesic [1] evaluated the net-
work survivability of the current Internet based on geograph-
ical data. Although he focused on the physical route of the
network, it was a case study, so no mathematical models
or methods were provided. Liew and Lu [2] proposed a
framework to evaluate network survivability during a disaster
and introduced a survivability function to various metrics.
Although their framework can introduce correlated failures,
they did not propose any method or model of correlations.
Furthermore, they did not consider the physical shape of the
disaster area or that of the network. Wu et al. [3] discussed
the optimization of the physical route of an undersea cable by
assuming a disk-shaped disaster area. Assuming a rectangular
route, the length of an edge is determined by minimizing cost
while maintaining a higher probability of connecting two cities
than the threshold. Recently, Neumayer et al. published two
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papers intended to cover network survivability in a disaster [4],
[5]. In their network model, there is a set of line segments of
which end points are locations of network center buildings
and the disaster model is a line segment or a circle [4]. They
proposed to use an optimization technique to find the worst
case disaster. On the other hand, Neumayer and Modiano [5]
used geometric probability (integral geometry) to model the
randomness of a disaster. Their network model is, again, a
set of line segments of which end points are locations of
network center buildings and the disaster model is a line.
These papers also emphasize a polynomial order algorithm
to evaluate metrics. Saito proposed geometric modeling of
a network affected by a wide disaster area and analyzed
the model by using integral geometry (geometric probability)
under the assumption that all the network elements in the
disaster area becomes unavailable [6]. This analysis provides
a theoretical method of evaluating performance metrics, such
as the probability of maintaining connectivity, and explicit
formulas for them. Consequently, he proposes a network
design rule that can make the network robust against disasters.

The minimum number of cuts disconnecting the source
and sink nodes by taking into account a disaster area is
discussed in the following papers. To the best of our knowl-
edge, Bienstock [7] initiated the study of this problem. He
investigated the algorithms computing the minimum number
of disaster areas disconnecting the source and sink nodes when
all the edges intersecting the disaster areas are removed. Sen
et al. [8] proposed a region-based connectivity as a metric
for fault-tolerance. They provided polynomial time algorithms
for calculating region-based connectivity assuming the region
is a disk-shaped disaster area. Neumayer et al. [9] discussed
the geographical min-cut, defined as the minimum number
of disk-shaped disaster areas to disconnect a pair of nodes,
and the geographical max-flow, defined as the maximum
number of paths that are not disconnected by a single disaster
area, and showed that geographical min-cut is not equal to
geographical max-flow. Agarwal et al. studied algorithms that
find a disaster location having the highest expected impact on
the network, where the impact is defined by various metrics
such as the number of failed components [10]. Trajanovski et
al. [11] also studied this category, and proposed a polynomial
time algorithm for finding a disaster location that degrades
a performance metric the most. An important contribution of
that study is that the disaster area can be an ellipse, square,
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rectangle, and equilateral triangle.

Failure probabilities of network components, such as nodes
and links, in a disaster area are different from those in a
normal area. In our experience, in a tsunami-prone area, the
failure probability of an aerial cable is much higher than that
of a cable in an underground duct. The failure probability of
a node in a network station is lower than that of an aerial
cable in an area prone to strong winds. However, the former
becomes higher in a flood area, which may be caused by a
typhoon/hurricane. It is also true that failure probabilities of
network components depend on the age of those components.
A new network component is free from age deterioration, and
it is often the case that the latest technology is more robust.

This paper proposes a method for evaluating the probability
of disconnecting two given nodes under a wide disaster area
when given failure probabilities of individual nodes and links
during a disaster. It also derives formulas for the probability
that end-to-end connectivity is maintained. This method and
formulas are useful for disaster management. This paper also
discusses the relationship between the probability of discon-
necting two given nodes and the physical link route shape and
derives an optimal physical link route. It also discusses a server
placement method and node/link replacement strategies: where
a server should be placed and which nodes and links should be
replaced if we can replace them with new ones robust against
disasters. These discussions contribute to network planning
and maintenance of networks.

II. NOTATION AND BASIC THEOREMS

For an area C, convex sets C; and Cs in 2-dimensional
space R?, a directional line GG, and a set S of points in RZ,
we use the following notations in the remainder of this paper.

o ||C]|: the size of C,

o |C|: the perimeter length of C,

e C,S: convex hull of C' and convex hull of S

o (1 ® Cs: internal cover of C'; and Cs,

« #(S): the number of points in S,

e Ra, Lg: the right-half and left-half planes of GG,

o m(A): the measure (non-normalized probability) of the
set of positions of randomly placed line G satisfying A.

When C;NCsy = B, we can define the internal cover C; @ Cs
of C; and C by a closed elastic string drawn around C'; and
C5 and crossing over at a point placed between them (Fig. 1).
In addition, R (L) is located at the right (left) of G when
the direction of G is upward.

When A; C A, the probability of the set of positions of
G satisfying A; among the cases satisfying A, is defined by
the quotient of measures m(Aq)/m(A4,) [12].

Equation (3.12) in [12] provides the measure of the set of
positions of G that meets a fixed bounded convex set C'.

Lemma 1:

m(GNC #0) =|C| M

Lemma 1 means that the probability that G meets a fixed
set C' is proportional to the perimeter length of C'.

Fig. 1. Internal cover C1 ® C3 of C1 and Co

Due to the result on p.33 in [12], we obtain the following
lemma.

Lemma 2: The measure of the set of positions of G that
separates convex sets C; and Cy is given as follows.

m(GﬂC’l :@,GQCQ :@,GﬂCl UCQ ;é @)
= 9(01702) (2)

Here, g(C1,C2) = |C1 ® Ca| = |C1| = |Cal.

To simplify the notation, define |C; ® Ca| = |C1] + |Cs|
when Cl ﬂCQ # 0 Then, m(GﬂC’l = Q,GQCQ = Q,Gﬂ
C1UCy # 0) = 0 in Eq. (2) when C; N Cy # 0. Thus, Eq.
(2) becomes valid even when C'; N Cy # (.

Theorem 1: Let ® C (2 be a set of points in 2-dimensional
space R? where  is convex (Fig. 2). Divide ® into two

exclusive subsets: ®; and ®, where ® = &; U &, and
(I>1 n q>2 = 0
Pr(®, C Rg, ®2 C La|GNQ#0) = h(®1,$2)/2.
3)

Here, h(<1>_1, D,

~

= {9(31732)/“)': for @ #@,@2

(0| = [8))/101, for &1 = 0 or By = 0.

Fig. 2.

Illustration of Eq. (3)

Proof: First, assume that ®; # () and Py # 0.
Consider m(GN®; = 0,GN P2 =0,G NP #0). Due
symmetry of the direction of G, m(GN®; = §,GN Dy =

0,G06¢ @) = 2m($1c Rg, P2 C L(;,Gﬂa#@.

=
Qo

According to Eq. (2) and ®,U®; = &, m(G N & =
0,GN& = B,GNE® # ) = g(P1,P2). Therefore,
m(®; C Rg,®s C Lg,GN® # 0) = g(1,®3)/2. Because
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m(GNQ #£0) = |9 due to Lemma 1, Pr(®; C Rg, P, C
LglGNQ #0) =m(® C Rg,®5 C Le,GNQ# D)/
Because m(®, C Rg,®> C Lg,GN® # 0) = m(®, C
Rg,® C Lg) = m(®1 C Rg,®2 C Lg,GNQ # 0),

Pr(®, C Rg, 83 C Lg|GNQ #0) = h($1,8,)/2.
Second, assume that ®; = () and &, = &. Then, Pr(a C
).

RG,@C LG|GQQ?é @) = PI‘(EE Lg = mGﬂQ 750
According to Theorem 1 in [6], Pr(® C Lg|G N Q # 0)
(12 = 12))/(2[$). .
Due to symmetry, if ®; = ® and & = (), Pr(®; C
Ra,®; C La|GNQ #0) = (19 - [2])/(2/2)).
In the later sections, this theorem provides the probability
that a given set of network elements are in the disaster area.

III. MODEL

This paper focuses a physical network, such as an optical
fiber network, in a given convex region 2. The network
consists of nodes and links. Between two nodes s and ¢, there
is a set of routes {ry(s,t),r2(s,t), - }.

Let N(z) be the set of all the nodes in z. For example,
N(Q) is the set of all the nodes in 2, and N(r;(s,t)) is the
set of nodes (including s and t) on the route 7 ;(s, t). Divide the
node set N (z) into two exclusive sets Np(z), Ng(z) (N(z) =
Np(xz)UNg(x), Np(z)NNg(z) = () where Np(z) is the set
of nodes in the disaster area among N (x) and N g(z) is the set
of nodes outside the disaster area among N (z). Let I(7, j) be
the link between two consecutive nodes ¢ and j. Assume that
the physical route shape of a link is geometrically modeled
by line segments. That is, the physical route of a link consists
of several line segments. If an end point of a line segment in
a link is not a node, it is called a corner (Fig. 3). Let M (z)
be the set of all the corners in z. For example, M (r;(s,t))
is the set of corners on route 7;(s,t) between s and ¢, and
M(l(i,7)) is the set of corners in link I(7, j). Divide the set
of corners M (z) into two exclusive sets M p(z) and Mg(x)
where Mp(z) is the set of corners in the disaster area among
M (z),and Mg(z) is the set of corners outside the disaster area
among M (). To simplify the notation, U (z) = M (z) UN(z)
and U;(z) = M;(x) U N;(z) for i = D, S. That is, U(x) is
the set of nodes and corners in z, and Up(z) (Us(x)) is the
set of nodes and corners in (outside) the disaster area among
U(x). Sometimes, x is omitted if we can easily understand it.

We analyzed a network model affected by a large disaster.
With no prior information of the disaster, we modeled the
disaster area as a randomly placed area around a network
in R?. Assume that the boundary of the large disaster can
be modeled by line G. The validity of this line model was
evaluated in [6]. For GG, the disaster area is assumed to be
R¢, the right-half plane. The set of disasters we consider is
that of which the boundary intersects Q. That is, QNG # 0.
This is because the analysis becomes meaningless when the
disaster does not affect {2 and because the analysis becomes
trivial when the disaster area completely includes (2. Although
we focus on the positions of G such that QNG # (§, we omit
the statement of this condition in the remainder of this paper
for simplicity.

When node-n is in the disaster area, the node fails with
probability 1 — p(n) and works with probability p(n). If any
part of I(4,7) is in a disaster area R¢, the link fails with
probability 1 —p(i, j) and works with probability p(i, j). Each
link or node failure in the disaster area independently occurs.

Because R is the disaster area, Up C Rg,Us C L. That
is, giving M p and Np determines which links and nodes may
fail.

O :Nodein Np(x)

@ :Cornerin Mp(x)

O :Node in Ng(x)

@ : Cornerin M(x)
Linkin S, \(x|Up)
------- Link in S_ (x| Up)
———————— Link not in S;(x|Up)

O Line segment

Link

Fig. 3. Model and definition of Sz, (z|Up)

IV. ANALYSIS

In the remainder of this paper, St (z|Up) is the set of links
at which failure can happen among links in x for a given
Up. We should note that a link can fail when part of it is in
R, which means that at least a node or a corner is in R .
Therefore, Si,(|Up) can be divided into two exclusive sets:
Sr.N(|Up) and Sp ap(x|Up) (Fig. 3). Among the links in
z, Sp,n(z|Up) is the set of links of which at least one of the
end nodes is in the disaster area, and S, p(2|Up) is the set of
links of which both end nodes are outside the disaster area and
at least one of the corners is in the disaster area. Therefore,
for a given Up, Sp n(z|Up) = {l(i,5)|i ® j € Np(x)}
where {i ® j € Np(x)} = {i < j,i,j € Np(z)} U {i €
Np(z),j € Ns(z)} U{i € Ng(z),j € Np(z)}. Similarly,
gf,M(JJIUD) ={l(z,4)li,j € Ns(x), M(1(i, 7)) N Mp(z) #

Let a(z|Up) be the probability that all the links in
Sr.N(z|Up) are working, f(x) be the probability that all
the links in Sz a(z|Up) are working, and Pr(z|Up) be
the probability that all the links in S (z|Up) are working.
Because link failure in a given Sy n(2|Up) independently
occurs, a(z|Up) is given as follows:

a(z|Up) = Iy j)esy n (2|Up) P, 5)- 4
(If {i(é,j) € SeLn(z|Up)} = 0, define a(z|Up) = 1))
Similarly, S(z|Up) is given as follows:

B(=|Up) = I )ess a(x|up)P(,5)- )

(If {l(l,]) € SL,M($|UD)} = (), define ﬁ(l’|UD) =1)

The occurrence of the event in which all links in S, (z|Up)
are working is identical to the occurrence of two independent
events: in which all the links in Sz n(2|Up) and all those in
Sr.m(xz|Up) are working. Therefore,

Pr(z|Up) = a(x|Up)B(x|Up) = Wy jyes, («|up)P(5,5)- (6)
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{f {I(i,5) € Sr,(z|Up)} = 0, define Pr(z|Up) = 1.) We
should note that Pr(z|Up) is equal to the probability that all
the links in = are working for a given U pp because all the links
outside the disaster area are working.

Similarly, define Pn(z|Np) as the probability that all the
nodes in Np(x) are working. Because node failure in a given
Np(z) independently occurs,

Pn(z|Np) = ienp (2)P(i)- @)

Note that Py (z|Np) is equal to the probability that all the
nodes in = are working for a given Np.

A. Tree network

In this subsection, the network we consider is a tree. Thus,
there is a single route 7y (s,t) between s and ¢.

1) Evaluation of Pr(s ¢ t): We evaluate the probability
Pr(s ¢ t) that s and ¢ are disconnected. Because a given Up
determines which links and nodes may fail, we can divide the
event s ¢ t into exclusive events by changing Up.

For a given Up, the probability that all the links and nodes
in r1(s,t) are working is Pr(r1(s,t)|Up)Pn(ri(s,t)|Np).
Thus,

Pr(s »t) =
Up (71(s,t)) €2V (r1(s:1))
PI‘(UD C RG, Us C LG')
(1= Pr(ri(s,t)[Up) Pn(r1(s, )| ND)).

Apply Eq. (3) to this equation.
Result 1:

Pr(s ¥ t)

Up (r1(s,t))€2V(r1(s:)) Up (71 (5,t))NUs (71 (s5,t))=0

(1= Pr(ri(s,t)]Up) Pn(ri(s,t)|Np))
h(Up(ri(s,t)),Us(r1(s,t)))/2. 8)

The number of Up(ri(s,t)) € 2UV(n(s) satisfying
Up(ri(s,t)) NUs(r1(s,t)) = @ is a polynomial function of
8(U(r1(s,t))) if no three elements in U(ry(s,t)) are on a
single line. We can find such Up(r1(s,t)) by drawing all the
lines passing through each pair of elements in U (rq(s,t)). It
is clear that the computation time for drawing these lines is
polynomial regarding the number of elements in U(r1(s,t)).
Because a polynomial time algorithm regarding the number of
nodes is known to obtain a convex hull for a set of nodes [13],
the computation time for Eq. (8) is also polynomial regarding
the number of elements in U(ry(s,t)).

As a reference of Pr(s ¢ t), we consider its approxima-
tions: the independence, straight-line independence, and line
approximations.

With the independence approximation, it is assumed that
failure at each node or link on the route in the disaster area in-
dependently occurs without giving Up. Let nodes ¢1, - -+, %x—1
be intermediate nodes between s(= i) and ¢(= i) on route
r1(s,t). Because the probability that a node i; is in R¢ is
1/2, the probability that the node is working is (1 + p(i ;))/2.
In addition, the probability Pr(l(i;,i;4+1) N Rg = 0) that

a link I(i;,4;41) is outside the disaster area is given by
(19 = [1(i5,7541)1)/(2]|9?]) due to Theorem 1 in [6], and the
probability that the link is working is Pr(l(i;,i;4+1) N Ra =
0)+Pr(l(ij,ij41)NRa # 0)p(ij,i;41). Therefore, Pr(s ¢ t)
under the independence approximation is

Pr(s ¥ t)
~ 1T {(1+p(;))/2}
1 N = 10 di4a) | 190 + 1G5, 540
1 | ir b it
A [T
In addition to this assumption of independence, I(i ;,i;.41)
is assumed to be a straight line segment between nodes-: ;
and ¢;4, with the straight-line independence approximation.
Then, |I(i;,%;41)| is equal to double the distance d(i;,4;4+1)
between nodes i; and i;11. Therefore, Pr(s ¢ t) under the
straight-line independence approximation is

Pr(s ¥ t)
~ 1T {(1+p(;))/2}
=1 | — 2d(ij, ij41) | |+ 2d(ij, 541)
=0 2|92 2|92

It is assumed with the line approximation that the physical
route of a link is given by a straight line segment (a flybird
connection [14], [15], so to speak). Under the line approxima-
tion, Pr(s ¢ t) is given by Eq. (8) by replacing M (r1(s,t))
with 0.

2) Evaluation of po: Let po be the probability that connec-
tivity is maintained between any pair of nodes in 2. When
the network we are discussing is a tree, po is equal to the
probability that all nodes and all links are working.

Result 2: Because the probability that all the links are
working is Pr,(Q|Up) and the probability that all the nodes
are working is Py (Q2|Up) for a given Up,

Z PL(QUp)Pn(QNp)
Up (2)€2V (), Up (Q)NUs (2)=0

h(Up(Q),Us())/2 (9

Po =

B. Ring network

In this subsection, the network we consider is a ring. In the
ring network, there are two routes 71 (s,t), r2(s,t) between s
and ¢. If and only if neither routes are available, s and ¢ are
disconnected.

1) Evaluation of Pr(s ¢ t): In the ring network, s ¢ ¢
occurs if (a) s is not working, (b) s is working but ¢ is
not working, or (c) s and ¢ are working but neither routes
r1(s,t),r2(s,t) are available because of failure at an interme-
diate node or a link. Note that events (a)-(c) are exclusive.
Define r(s,t) = ri(s,t) Ura(s,t).

Event (a) occurs with probability 1—p(s) when s € N and
does not occur otherwise. Event (b) occurs with probability
1—p(t) when s € Ng,t € Np, with probability p(s)(1—p(t))
when s,t € Np, and does not occur when ¢t € Ng.

Event (c) is a little bit complicated. First, assume that
s,t ¢ Np. Then, for a given Up, the probability
that all the links and nodes in r;(s,t) are working is

1611

p(ij,ij41)}-

p(ij,ij+1)}



IEEE INFOCOM 2014 - IEEE Conference on Computer Communications

Py (ri(s,t)|[Up)Pn(ri(s,t)|Np). Because the disconnection
of 71(s,t) and that of ra(s,t) are independent under a given
Up, the probability £(r(s,t)|Up) that neither routes are avail-
able because of failure at an intermediate node or a link for a
given Up is given as follows.

(r(s,0)|Up) = (1= Pr(ri(s,8)|Up)Pn(ri(s,)|Np))
(1= Pr(ra(s,1)|[Up) Pn(r2(s, )| Np))

Second, assume that s € Np(ri(s,t)),t € Ng(ri(s,t)).
Then, for a given Up, the probability that all the
links and intermediate nodes in r;(s,t) are working is
PL(T,'(S,t)|UD)PN(7“i(S,t)|ND - S). Similarly,

&(r(s,1)|Up)
= (1="Pp(ri(s,t)[Up)Pn(r1(s,t)|Np — s))
(1= Pr(ra(s,t)|Up) Pn(r2(s,t)|Np — 5))

As a whole,
§(r(s,1)|Up)
= (1 - Pp(ri(s,t)|Up)Pn(ri(s, )| Np — @)
(1= Pp(ra(s, )|Up) Py (r2(s,1)[Np — z)), (10)
where
x = {s,t}, ifs,t € Np(ris,t)),
x={s}, ifs€ Np(ri(s,t)),t € Ng(ri(s,t)),
x={t}, ifse Ng(ri(s,t)),t € Np(ri(s,t)),
z =10, if s,t € Ng(ri(s,t)).

(When {Np(r;(s,t)) —z} =0, set Px(rj(s,t)[Np—z) =1
forj=1,2and z = 0,s,t,{s,t}.)

Therefore, event (c) occurs with  probability
p(s)p(t)¢(Up(r(s,t))) when s,t € Np(r(s,t)), with
probability p(s)é(Up(r(s,t))) when s € Np(r(s,t)),t €
Ng(r(s,t)), with probability p(¢){(Up(r(s,t))) when
s € Ng(r(s,t)),t € Np(r(s,t)), and with probability
&(Up(r(s,t))) whens,t € Ng(r(s,t)). Hence, the probability
Dring(Up(r(s,t))) that s and ¢ are disconnected for a given
Up is given as follows.

Dring (UD (T(S7 t)))

G1, if s,t € Np(r(s,t)),
_ G2, if s € Np(r(s,t)),t € Ng(r(s,t)),
- (a1, if s € Ng(r(s,t)),t € Np(r(s,t)),
Cao, if s,t € Ng(r(s,t)),

where

Therefore, we obtain Pr(s ¢ t) for the ring network.
Result 3:

Pr(s ¢ t)
Up (r(s,t))e2V((:0) Up(r(s,t))NUs(r(s,t))=0
Pring(Up(r(s, t)))M(Up(r(s,1)), Us(r(s,1))) /2.

(12)

Similar to the tree network, the computation time for Eq. (12)
is also polynomial.

Again, we consider three approximations of Pr(s ¢ t):
the independence, straight-line independence, and line approx-
imations. Because the network is a ring, the independence
approximation is given by the product of Pr(s ¢ t) of the
independence approximation for r1(s,t) and that for ro(s, ).
The straight-line independence approximation is also given by
the product of Pr(s ¢ t) of the straight-line independence
approximation for 74 (s,t) and that for ry(s, t). Similar to the
tree network, Pr(s ¢ ) under the line approximation is given
by Eq. (12) by replacing M (r(s,t)) with (.

2) Evaluation of po: For the ring network, no failure
other than a single link failure is acceptable to maintain the
connectivity between every pair of nodes. For a given U p(Q),
the probability that all the nodes and links are working is
PL(Q|UD)PN(Q|ND) The probability PL’l(Q‘UD) that a
single link in Sp(QUp) is disconnected and all the other
links are working for a given Up is

2

I(4,j)€SL(Q|UD)

Pra(QUp) = PL(Q|Up) (1 =p(i,4))/p(i, J)-

This is because Pr(QUp)(1 — p(i,j))/p(i,j) = (1 —
p(iy I iy ir o) (i esp@up)P(@'; 3'),  which s the
probability that [(i, j) is disconnected and all the other links
are working. Because Pr(Q|Up) includes the term p(i,j),
this equation can be defined even when p(i,j) = 0. If
{l(l,]) € SL(Q|UD)} = @, define PL’l(Q|UD) =0.

Result 4:

bo = Z

Up (Q2)€2V(®) Up (2)NU3 (2)=0
Pn(QNp)W(Up(2),Us(2))/2

(13)
C. Generic network

The analysis applicable to tree and ring networks can
be extended to a generic network. This subsection briefly
describes this.

Roughly speaking, the method consists of four steps. (1) By
using G, divide U into Up and Ug; (2) determine whether Up
includes a cutset disconnecting s and ¢; (3) if Up includes a
cutset, evaluate Pr(s ¢ t,Up) = Pr(Up)Pr(s ¢ t|Up)
for the given Up, where Pr(Up) is the probability that this
Up will occur and the Pr(s ¢ ¢|Up) is the probability of
disconnecting s and t for the given Up; (4) sum up Pr(s ¢
t,Up) for Up € {2V Up(r(s, 1)) N Us(r(s,t)) = 0}
to obtain Pr(s ¢ t). In this method, a cutset is defined as
a set of nodes and links that disconnect s and ¢ if and only
if none in the cutset are working. The determination in step
(2) is easy because we can apply an ordinary polynomial time
algorithm for determining the connectivity of a graph, which
is made from the graph of the original network by removing
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all the nodes and corners in Up. In step (3), Pr(Up) is given
by h(Up,Us)/2. Therefore, in step (4),

Pr(st) = Z
Up €2V (5.  Up (r(5,0)Us (r(5,6) =0
PI‘(S & t|UD)h(UD, Us)/z.

(14)

This is consistent with Egs. (8) and (12).

Derivation of Pr(s ¢ t|{Up) = 1 — puork(Cut(Up))
depends on the network. Here, pyork(Cut(Up)) is the prob-
ability that none of the cutsets in Cut(Up) actually dis-
connect s and ¢, and Cut(Up) is the set of cutsets for
a given Up. Roughly speaking, the evaluation method for
Pwork (Cut(Up)) is as follows. (Details are in [16].) (1)
Classify cutsets into exclusive cutset groups {G;(Cut(Up))}.
Then, pwork(CUt(UD)) = Hlpwork(Gl(CUt(UD))) where
Pwork(Gi(Cut(Up))) is the probability that none of the
cutsets in G;(Cut(Up)) will disconnect between s and ¢. (2)
Introduce pgisc(Cut(iy,---,ix|Up)). This is the probability
that cutsets 4y, --,ig in Cut(Up) actually disconnect s and
t, and is given by

Paise(Cut(iy, -+ ,ix|Up))
= IlieN. (1)U UNewe (i) (1 = P())
Hi,jeLcut(il)U---uLcm(ik)(1 - p(l,])) (15)
Here, N¢y:(i) and L.y (i) are the set of nodes and the set
of links in cutset 7. (3) By noting that the cutsets in a cutset
group are non-exclusive for a given Up,

Puwork(Gi(Cut(Up)))
i€G;(Cut(Up))

i1<i2€G(Cut(Up))

pdisc(CUt(il, ZZ|UD)) + - }

V. OPTIMALITY
A. Optimal physical route

Here, we discuss the change in Pr(s ¢ t) when the physical
route of a link changes. In particular, we show that Pr(s 4 t)
becomes smaller as the convex hull of the physical route of a
link becomes smaller, where the locations of nodes are fixed,
and that it becomes minimum when the physical route of each
link becomes a straight line segment. The key observation is
that, when the physical route of a link changes with the fixed
locations of nodes, the change in Pr(s ¢ t) can occur only
with the probability that a part of the link is in the disaster
area. This result is an extension of a result in [6].

For the analysis, we provide the following lemma. This
lemma is clear because of the definition of the convex hull.

Lemma 3: Forsets X1, X2 C R? where X1 C X5, if XN
Rg # 0, then X5 N Rg # () for any G.

In the remainder of this section, let £,,;5ina denote the
original physical route of the links between s and ¢ (the series
of solid line segments in each figure in Fig. 4), and Line
denote the straight line segment physical route of the links
between s and ¢ (the series of dotted line segments in each

figure in Fig. 4). In addition, let £ 4,,.;; be a physical route of
the links between s and ¢ such that Lnan € Loriginar, and
Lany be any physical route of the links between s and ¢.

Small
convex hull >,

Large convex
hull

Minimum
convex hull

(a) (b) (©)

Fig. 4. Model of optimal physical route

1) Tree network: We analyze Pr(s ¢ t) when there is a
single route between s and t.

First, consider the case in which there is no intermediate
node between s and ¢ (Fig. 4-(a)). Because of Lemma 3 and
the facts that Liine S Lany and that Lonan S Loriginat» (1)
if l(s,t) NRg # O for Lsmail s l(s,t) NRg # (0 for [,origmal
and (ii) if I(s,t) N Rg # 0 for Lyine, I(s,t) N Rg # () for
Lany. Therefore, we obtain the following lemma.

Lemma 4: The probability that I(s,#)NRg # 0 for L.man
is equal to or smaller than that for £,,;4ina and the probability
that I(s,t) N Rg # 0 becomes minimum for £, .

As a result, Pr(s ¢ t) for Lemau is equal to or smaller
than that for £original, and Pr(s ¢ t) becomes minimum for
Liine When there is no intermediate node.

Next, consider the case in which there are intermediate
nodes between s and t (Fig. 4-(b)). Note that, for a link
1(ij,ij4+1), Lemma 4 is valid. That is, the probability that
1(ij,ij41) N Rg # O for Lgmeu is equal to or smaller than
that for £,rigina and the probability that (i ;,i;41) VR # 0
becomes minimum for L;;,. for G. Redefine the physical
routes Liine and Lgpmai: In Liine, all the physical routes of all
the links are straight line segments (the series of dotted line
segments in Figure 4-(b)). The convex hull of the physical
route of each link between s and ¢ in L4 is included in
or equal to that of each link in £,,;4ina (the series of thick
solid line segments in Fig. 4-(b)). Then, Pr(s ¢ t) for £ sman
is equal to or smaller than that for £originar, and Pr(s ¢ t)
becomes minimum for Ly;ne.

2) Generic network: We can easily extend the analysis for
a tree network to a generic network (Fig. 4-(c)).

Result 5: Pr(s ¢ t) for Lsmau is equal to or smaller than
that for L,iginal, and Pr(s ¢ t) becomes minimum for £;;y, .

This result shows that the line approximation gives the
minimum Pr(s ¢ t) when the physical route of links changes
with fixed locations of nodes.

B. Optimal server placement

It is often the case that some equipment, such as a server,
is co-located at a physical network node. Because network
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services are possible with such equipment, a network operator
can determine the equipments location by considering its
robustness against disaster.

Consider a metric in which node ¢ (or subscribers accommo-
dating node ¢) cannot access a server co-located at node j. This
metric is Pr(i ¢ j). One of the optimal placement methods of
this server is minimizing the worst (or the sum) of Pr(i ¢ 7).
That is, to place the server at 4* where {* = argmin; max; (or
>_;) Pr(i # j). The solution of these optimizations can be
easily obtained because Pr(i ¢ j) is given from the results
in this paper.

C. Optimal replacement

This subsection analyzes Pr(s ¢ t) when p(i) or p(i, j)
changes. This analysis corresponds to the situation in which
a new network component robust against disaster replaces
an existing one, and suggests which link or node should be
replaced with a new one. In the remainder of this subsection,
the locations of nodes and corners are fixed.

First, node replacement on a single route between s and
t is analyzed. If we increase p(j), we should choose which
j to decrease Pr(s ¢ t). Due to Eq. (8) and the fact
that ZUD (r1(s,)) €2V (F1(558) h(UD (7'1 (S, t)), US(T'l (S, t))) is a
constant independent of p(j),

Pr(s ¢ t) — const = —p(j)wn (), (16)

where wy,(j) = ZUD(n(s,t))ezvm(s,m,jeND Pp(ri(s,1)|Up)
WieNp (1 (s,0)),i2iP()R(Ub(r1(s, 1)), Us(ri(s,1))) /2 > 0.
Therefore,

Result 6: Pr(s ¢ t) becomes smaller when we increase
p(j) of node-j, which has a larger w,(j) than when we
increase p(j) of node-j, which has a smaller w,,(j).

Next, link replacement on a single route between s and
t is analyzed. If we increase p(i1,i2), we should choose
which 41,2 to decrease Pr(s ¢ t). Because Pr(z|Up) =
(s, 5)es. (e|Up)P(i, j) due to Eq (6), similarly to node re-
placement,

Pr(s ¢ t) — const = —p(i1, i2)wi(i1,42), (17)
where wg (il, iz) = ZUD(rl(s,t))€2U(T1(3")),l(ihiz)ESL(m (s,8)|Up)
Wy j) e, (r(5.0)[Up) d(i.5) £ (i1,i2) P8 I ILie Ny (r1 (5,6)) P(3)
h(Up(ri1(s,t)),Us(r1(s,t)))/2 > 0. Therefore,

Result 7: Pr(s ¢ t) becomes smaller when we increase
p(i1,iz) of I(i1,i2), which has a larger w(i1,i2) than
when we increase p(iy,i2) of I(i1,i2), which has a smaller
wp (i1, ig).

Roughly speaking, w,, (j) (w;(i1,42)) is the probability that
node-j (I(i1,i2)) is in the disaster area and that other nodes
and links in the disaster are working. Because it is likely that
nodes and links near node-j (I(71,72)) are in the disaster when
this node (link) is in the disaster, the following node (link)
replacement strategy is suggested: If there is a robust part
of the network, we should make a node (link) near that part
robust.

VI. NUMERICAL EXAMPLES
A. Validity of results

The proposed formulas were applied to the two tree net-
works and two ring networks in Fig. 5 to evaluate the validity
of the proposed formulas.

(a) Network model T-1. (b) Network model T-2.

(c) Network model R-1. (d) Network model R-2.

Fig. 5. Network models

In the following figures, Pr(s ¢ t) are plotted when p(i) =
0.8 and p(i,j) = 0.3 for any i, j. In these figures, Pr(s ¢ t)
is sorted by the exact Pr(s ¢ t) derived from Eq. (8) for tree
networks and that derived from Eq. (12) for ring networks.

For the tree networks, as expected, the independent approx-
imation overestimated Pr(s 4 t) and the line approximation
underestimated Pr(s ¢ t) (Fig. 6-(a)). Simultaneously, the
independent line approximation, which is a combination of the
independent and line approximations, was nearly equal to the
independent approximation in these examples. The simulation
had good agreement with the exact Pr(s ¢ t) in Fig. 6-(a).

For the ring networks, the independent approximation may
not always overestimate Pr(s ¢ t). This is because the
independent approximation underestimates (actually ignores)
the positive correlation of multiple failures due to the si-
multaneous occurrence of these failure points in the disaster
area. As a result, the independent approximation overestimates
Pr(s ¢ t) for a single route due to the independent as-
sumption, but the independent assumption underestimates the
occurrence of simultaneous disconnection of two routes. Nev-
ertheless, Fig. 6-(b) shows that the independent approximation
overestimates Pr(s ¢ t) and provides a nearly equal result
to the independent line approximation. It also shows that the
line approximation underestimates Pr(s ¢ t), and that the
difference between the line approximation and the exact one
is small. The simulation had good agreement with the exact
Pr(s ¢ t). (The results for network models T-2 and R-2 are
similar to those for network models T-1 and R-1, respectively;
thus, they are omitted.)

B. Optimal server placement

For the network model R-2 in Fig. 5, find ¢* where
i* = argmin; max; Pr(i ¢ 7). In this example, node 1 is the
node at the upper right corner of R-2 in Fig. 5 and the node
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Fig. 6. Pr(s ¢ t) for network models T-1 and R-1

number of each node is placed along the counter-clockwise
route. Assume that p(i) = p(i,i + 1) = 0.8 for all i except
for a single weak link. When [(i’,4' + 1) is the weak link,
p(i',i" + 1) = 0.1. In this example, i’ is a variable.

When there is no weak link, the optimal server location ¢ *
is node 2, which is near the center of the network. (Because
nodes are densely located in the left half of the network, node
2, which is near the center and slightly in the left half, seems
to be optimal.) When there is a single weak link, ¢* = 8 for
i'=1,2,3,10,11;¢* = 7 for i’ = 4; i* = 2 for other ¢'s. This
result means that ¢* is often far away from the weak link.

C. Optimal replacement

1) Single route: For network model T-1, each pair of nodes
are chosen as node s and node ¢, the following replacement
strategies are tried, and Pr(s ¢ t) is compared under these
strategies. Denote the i-th intermediate node as node-i, and
the number of intermediate nodes between s and ¢ as 1 ;,;.
As node replacement strategies, strategy N1 assigns large p(i)
to node s, node-1 to node-(n,¢/2), and small p(i) to other
intermediate nodes and node ¢. The other node replacement
strategy, strategy N2, assigns large p(i) and small p(i) alter-
natively to the nodes on the route. That is, it assigns large
p(i) to node-s, node-2, node-4, ... and small p(i) to node-1,
node-3, ..., and node t.

Similarly, link replacement strategies, strategies L1 and L2,
are tried, which are similar to strategies N1 and N2. Strategy
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L1 assigns large p(i,j) for the first half of the links and
small p(i, j) for other links. Strategy L2 assigns large p(i, j)
and small p(i,j) alternatively. Strategies N1 and L1 were
suggested for node replacement and for link replacement in
Section V-C, and strategies N2 and L2 are reference strategies.

Figure 7 shows the performance results of the node and link
replacement strategies. The relative difference in Pr(s ¢ t)
under two node replacement strategies is defined as (Pr(s ¢
t|N2) — Pr(s ¢ |N1))/Pr(s ¢ |N1), where Pr(s ¢ t|X)
is Pr(s ¢ t) using strategy X. For two link replacement
strategies, N1 and N2 should be replaced with L1 and L2.

In Fig. 7-(a), large p(i) means p(i) = 1 and small p(i)
means p(i) = 0, while p(i,5) = 1 for all (4, ). Similarly, in
Fig. 7-(b), large p(i,j) means p(i,j) = 1 and small p(s,j)
means p(i,j) = 0, while p(i) = 1 for all 4.

Figure 7 shows that the suggested strategies, strategies N1
and L1, can reduce Pr(s ¢ t) for almost all pairs of s and ¢.
Because the suggested strategies do not always assign a large
p(i) for node-i of a large w, (i) or a large p(i,j) for (i, )
of a large wy(i1,i2), they sometimes fail to reduce Pr(s ¢
t). However, it is impressive that these simple strategies can
reduce Pr(s ¢ t) without calculating w, (i) or w;(i1,i2). In
these examples, strategy N1 is slightly more effective than

pli,j)=1

il

(a) node replacement

0.2
Node replacement
p(i)=0or1

Relative difference in prob.
of disconnect

Link replacement

(|) 1

M ALy

(b) link replacement

Relative difference in prob.
of disconnect
o
o
(9,

Fig. 7. Relative difference in Pr(s ¢ t) under two node/link replacement
strategies for single route

2) Ring network: For a ring network, there are no explicit
results such as Results 6 and 7. However, the suggested
strategies may work as a rule of thumb to replace nodes or
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links robust against disasters even for a ring network. Thus,
similar to the single route case, the following strategies for
network model R-1 are tried, which has six nodes and six links.
Strategy N1-(k) for node replacement assigns large p(i) for
three consecutive nodes from node-k and small p(i) for other
nodes while p(i, j) = 1 for all (4, j). In addition, strategy N2-
(k) alternatively assigns large p(i) and small p(7) from node-k
while p(i,j) = 1 for all (4,7). (Strategy N2-(1) is equal to
strategy N2-(3), and so on. Therefore, strategy N2-(k) with
k > 2 can be omitted.) For link replacement, strategy L1-(k)
assigns large p(i, j) for three consecutive links from I(k, k+1)
and small p(i, j) for other links while p(i) = 1 for all 4. In
addition, strategy L2-(k) alternatively assigns large p(i, j) and
small p(i, j) from I(k,k + 1) while p(i) = 1 for all 7. Define
Pr(s 4 t|ave) as the average of Pr(s ¢ t) under eight node
(link) replacement strategies, that is, Strategies N1-(1) (L1-
1)), ..., N1-(6) (L1-(6)), N2-(1) (L2-(1)), and N2-(2) (L2-(2)),
and the normalized probability of disconnect for strategy X as
(Pr(s ¢ t|X) — Pr(s ¢ tlave))/ Pr(s ¢ t|lave).

Figure 8 shows the normalized probability of disconnect
for each pair of nodes under various node (link) replacement
strategies. A negative value means that Pr(s ¢ t) under a
strategy is smaller than the average Pr(s ¢ t). Figure 8-
(a) shows that suggested strategy N1-(k) works, although the
effectiveness is limited when we compare it with Fig. 7-(a). On
the other hand, Fig. 8-(b) shows that suggested strategy L1-
(k) demonstrates almost similar performance with reference
strategies L2-(1) and L2-(2).

VII. CONCLUSION

This paper proposed a method for evaluating the proba-
bility of end-to-end connectivity with probabilistic failure of
links and nodes in a disaster area. Its computing time is
the polynomial time of nodes and links for practical cases.
The probability that every source-destination pair maintains
connectivity was also derived.

In addition, an optimal physical link route, optimal server
placement, and optimal node/link replacement were investi-
gated and the following results were derived. (1) By reducing
the length of the convex hull of the physical link route, the
probability of end-to-end connectivity increases. It reaches
maximum when the physical link route of a link between a pair
of nodes is on a line. (2) If there is a weak link, the optimal
server location is often far away from the weak link. (3) By
making a node with a larger w,, or a link with a larger w;
robust, we can make the probability of end-to-end connectivity
larger than that by making a node with a smaller w,, or a link
with a smaller w; robust. As a rule of thumb, the following
strategy is suggested: if there is a robust part of the network,
we should make a node (link) near that part robust.

It was assumed in the analysis of this paper that the
boundary of a disaster area can be modeled by a line. Analysis
under the assumption that the disaster area is modeled by a
bounded region will be shown soon.
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