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Abstract—A Pending Interest Table (PIT) is a core component
in Named Data Networking. Scalable PIT design is challenging
because it requires per-packet updates, and the names stored in
the PIT are long, requiring more memory. As the line speed keeps
increasing, e.g., 100 Gbps, traditional hash-table based methods
cannot meet these requirements. In this paper, we propose
a novel Pending Interest Table design that guarantees packet
delivery with a compact and approximate storage representation.
To achieve this, the PIT stores fixed-length fingerprints instead
of name strings. To overcome the classical fingerprint collision
problem, the Interest aggregation feature in the core routers is
relaxed. The memory requirement and network traffic overhead
are analyzed, and the performance of a software implementation
of the proposed design is measured. OQur results show that 37
MiB to 245 MiB are required at 100 Gbps, so that the PIT can
fit into SRAM or RLDRAM chips.

I. INTRODUCTION

Named Data Networking (NDN) [1] is a recently proposed
network architecture that follows the content-centric approach
[2], which focuses on the content itself rather than where
the content is from. There are two types of packets in NDN,
Interest packets and Data packets. As in other content-centric
proposals, NDN packets have globally unique names, so that
Data packets can be fetched, cached, and redistributed in
the network. In NDN, packets are forwarded based on name
lookup results. In the forwarding process, the Pending Interest
Table (PIT) is one of the core components.

The Pending Interest Table keeps track of the currently
unsatisfied Interest packets. Arriving Interest packets are
forwarded to the next hop based on a Forwarding Information
Base (FIB) lookup only if the PIT finds no pending Interest
packet with the same name. The PIT also stores the destination
information for Data packets. For each Data packet, the PIT
is queried to find the incoming face(s) that requested the
content, and then the Data packet will be delivered and
its content name is deleted from the PIT. Hence, the PIT
requires per-packet updates, including memory writes. At 100
Gbps, a 100-byte packet could have an arrival rate of eight
nanoseconds. In the meantime, the PIT memory size becomes
larger as the link speed increases, which makes space-limited
high speed memory devices infeasible to use. In each PIT
entry, the content name needs to be stored. The names are
similar to URLs, and today’s URLs typically require tens of
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bytes of storage. For example, the URLs for the pictures and
videos on popular social networking websites, which include
long hash numbers, are more than 80 bytes long. Moreover,
there are websites that include article names in the URLs,
making the URLs longer. As a result, designing a fast and
scalable Pending Interest Table is challenging.

Our approach is to reduce the PIT memory size for core
routers, so that fast memory chips, such as SRAM or RL-
DRAM, can be employed to support per-packet updates.
Uniquely, our design guarantees packet delivery with a com-
pact and approximate storage representation. We propose a
network-wide solution to the scalable Pending Interest Table
problem. In our design, we classify network routers as either
core routers or edge routers, just as in today’s Internet. The
edge routers function as usual, but the core routers store a
fingerprint instead of the full name string for each Interest
packet. As a result, the core router PIT memory requirement
is greatly reduced. However, fingerprint collision, a classical
problem, arises. To guarantee packet delivery, we relax the
Interest aggregation requirement in core routers, i.e., every
Interest packet received by the core router PITs will be
forwarded. To provide enough time for potential multiple Data
packets to arrive, a colliding fingerprint entry will not be
deleted until it has expired. Another problem is that the pro-
posed system cannot differentiate fingerprint collisions from
duplicate Interest requests. Thus, for duplicate fingerprints, we
leverage the idea that most Interest aggregation happens at
the edge routers, and also use the Content Store in the core
routers to help prevent receiving duplicate Interest requests.
The proposed design introduces additional network traffic, but
it will be dropped by the edge routers. Hence, the entire packet
processing procedure is transparent to the users and content
providers. In this paper, we make the following contributions:

1) We propose a PIT design that takes advantage of a com-
pact storage representation and the edge router filtering
effect, so that the memory requirement of the Pending
Interest Table in core routers is reduced significantly.

2) We use analytical modeling to analyze the memory re-
quirement and demonstrate the network traffic overhead
is acceptable. Our results show that 36.77 MiB to 244.44
MiB are required at 100 Gbps.

3) We have implemented the PIT design in software, and
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measured the fingerprint collision rate and update la-
tency. At 1 Gbps, the measured latency is 1.2us.

II. BACKGROUND

In this section, we review the functionality and design
principles of the Pending Interest Table, and then consider
general hash-based techniques.

A. The Pending Interest Table and Its Design Principles

The Pending Interest Table provides two major functions in
the NDN architecture, namely Interest packet aggregation and
Data packet multicast. Each incoming Interest name is looked
up in the PIT, and duplicate Interest requests are aggregated,
i.e., the Interest packet will be forwarded only if its name is
not found in the PIT. The PIT keeps track of which face has
requested what content, and each PIT entry stores a list of its
Interest incoming faces. When a Data packet arrives, the PIT
is queried to fetch all the outgoing faces, and then the Data
packet is delivered. The PIT design has been recognized as a
flow table management problem [3]. In IP networks, generally
a five-tuple rule is used to define a flow. Likewise, we could
define each NDN flow using a content name. Each flow has
its expiration time and a list of incoming faces. NDN packets
have hierarchically structured names, while in this paper we
use exact string matching for PIT name lookup. While our
approach provides the essential functionality, it is worth noting
that the PIT lookup in the NDN reference implementation has
additional features [4]. It is also suggested in [3] that the core
and edge routers should have different features. Indeed, our
proposed design leverages the differences between these two
types of routers. The detailed differences between the edge
and core routers are presented in Section III.

B. Hash-Based Techniques

Hash tables have been studied extensively in the past decade
for high-speed packet processing [5]. Hash table designs gen-
erally aim at a constant number of off-chip DRAM references.
Previous studies [6][7][8] show that storing filters on a small
SRAM chip greatly reduces the number of DRAM accesses.
The filters stored in SRAM are typically Bloom filters, or
counting Bloom filters. It has also been proven that storing
fingerprints in a hash table provides the same filtering function
[9]. However, applying these designs directly for PIT still
requires at least one DRAM access to write the content name
and other information for each insertion. Since a long content
name exceeds the DRAM bus capacity, each PIT entry access
requires multiple cycles, or can be optimized as one or two
burst accesses. Our approach seeks to eliminate the DRAM
accesses. Hash tables are preferred to Bloom filters since the
expiration time and the face list can be easily stored.

III. PENDING INTEREST TABLE REQUIREMENTS

In this section, we discuss the differences between edge and
core routers, and then highlight their requirements.

Edge routers connect consumers to ISP networks, and there-
fore the numbers of interfaces on edge routers are typically

TABLE I
PENDING INTEREST TABLE REQUIREMENTS

Line Rates | Edge(1 G) | Core(10 G) | Core(100 G)

Interfaces thousands hundreds tens

Best Case 0.156 Mpps | 1.563 Mpps | 15.625 Mpps
Worst Case | 1.25 Mpps 12.5 Mpps 125 Mpps
Best Mem | 0.625 MiB | 6.25 MiB 62.5 MiB
Worst Mem | 5 MiB 50 MiB 500 MiB

large, reaching 64 thousand [10]. The throughput is not high
for edge routers, so in this paper, we select 1 Gbps as the link
rate. Network traffic aggregates at edge routers and then enters
the backbone networks. Core routers are deployed in backbone
networks, where the throughput rather than the number of
interfaces is the primary concern. A high-end router may
contain multiple line cards, and therefore its bandwidth can
reach 10 Gbps, 100 Gbps, or more. In this case, the number
of entries in the PIT is large, and the PIT needs to be updated
efficiently. Generally, there are not as many features on core
routers as on edge routers, and the number of faces is small,
ranging from a few interfaces to tens of interfaces [11].

The number of packets arriving at each face is also affected
by the packet sizes. Since NDN can run on top of Ethernet
directly, the packet size could be as small as 64 bytes, or as
large as 1500 bytes. Generally, Interest packets are relatively
small, and Data packets are large. In a flow balance mode, one
Data packet is transferred for one Interest packet. The best case
can be configured as 100-byte Interest packets and 1500-byte
Data packets. In the worst case, the Data packets can be as
small as the Interest packets; therefore, we set 100 bytes for
both of them. Table I lists both the operation frequency and
memory requirements, assuming the round trip time 7.+ = 80
ms [10], S; = 100 Bytes, the best case Sp = 1500 Bytes,
and the worst case Sp = 100 Bytes. We are not considering
the case where most of the Interest packets cannot be satisfied
and have to wait for expiration, because this behavior could
happen only when the PIT is under a flooding attack. PIT
security issues are discussed in Section VIII. From Table I,
for low-end routers, the memory size in the worst case can be
easily fit into SRAM. Even for the 10 Gbps case, it is possible
to fit them into RLDRAM. However, for the 100 Gbps case,
its memory size cannot be fit into RLDRAM, thus DRAM has
to be used. It is worth noting that we are designing the PIT
for the worst case (i.e., Sp = 100 bytes), since we believe
the PIT should be capable of handling the worst case traffic.
Moreover, even under other operation modes, our design could
still save considerable memory space.

IV. FINGERPRINT-ONLY PENDING INTEREST TABLE
In this section, we present the proposed fingerprint-only
Pending Interest Table design in detail.
A. Design Overview

Our design is based on the ideas that storing fingerprints
saves memory space, and that edge routers can aggregate
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System Design

most of the duplicate Interest packets. Thus, our system-wide
solution to scalable PIT can relax the Interest aggregation
requirement for the core routers. Figure 1 shows the system
design. A wider arrow denotes a larger number of packets. In
the figure, Interest packets are aggregated at the edge routers
and then enter the core network. The core routers simply
forward all the received Interest packets. Eventually, duplicate
core Interest packets are aggregated at the edge router before
reaching the content provider. The content provider receives
only one Interest request. Then one Data packet is replied and
distributed to the users. The entire packet processing procedure
is transparent to the users and content providers.

The PITs in edge routers operate as described in the NDN
design [2], where name strings are stored, and Interest aggre-
gation is supported. The PITs in the core routers store fixed-
length fingerprints instead of name strings. Two challenges
arise with this approach: fingerprint collisions and duplicate
Interest requests. To guarantee packet delivery, Interest ag-
gregation is not supported in the core routers when fingerprint
collisions occur. Colliding fingerprints are not deleted from the
PIT until they reach the expiration time T,,, giving enough
time to wait for potential multiple Data packets. To achieve
this, each PIT entry in the core routers records if duplicate
fingerprints have been received. The PIT entry expiration time
and face list information are managed in the same fashion
in edge and core routers. The second challenge is duplicate
Interests. Although a duplicate Interest packet from a different
face would make its PIT entry stay longer, we leverage the idea
that most Interest packets are aggregated in the edge routers,

I:A, A I:A A

—_— /- [=~] /-
A BNy An N,
BETVIN- Sy AP VO -y L
N Y \
s ———

o, = DAA .
‘ & %% bgB S
I: B, B . .%‘% B I:A A . <P“P~
D:B,B' ) DAA S &

- edge . edge

and we will analyze the effect of duplicate Interest requests
in Section VL.

While the edge routers follow the original operational flows
as illustrated in [3], the operational flows of the core routers are
modified. When an Interest packet arrives at the core router,
the Content Store is queried to see if the content is cached.
If the requested content is not cached, the PIT is consulted
to see if it has already been requested. The lookup key is
the fingerprint of the content name. If there is no match in
the PIT, then this fingerprint is inserted, its expiration time is
set, and its incoming face is recorded. If there is a match for
this fingerprint in the PIT, then additional information about
the collision is updated, the expiration time is refreshed, and
the incoming face is added. In the end, the Interest packet
is forwarded to the appropriate outgoing face by performing
a FIB lookup, regardless of whether there is a PIT match
or not. On the arrival of a Data packet, the packet will be
selectively cached based on the Content Store caching policy.
Then, the packet is looked up in the PIT, with the content name
fingerprint as the key. If the fingerprint is found, then the Data
packet is delivered to the face(s) stored in the face list. If this
fingerprint has been received only once, it is removed from the
PIT immediately; otherwise, it stays until the expiration time
is reached. There are three operation situations, as shown in
Figure 2, that could occur in this design.

1) Normal Operation: In the normal case, different Interest
names map to different fingerprints. For example, name A
maps to fingerprint A’, and name B maps to B’. As a result,
the operation is the same as the case where name strings are
stored. No traffic overhead is introduced.

2) Duplicate Interest Requests: When duplicate Interest
requests arrive at the core router from different faces, the
fingerprint stays in the PIT longer. Hence, there is memory
overhead compared with the normal operation, and there
is Interest traffic overhead since duplicate requests are not
aggregated.

3) Fingerprint Collisions: If two content names share the
same fingerprint, then these two Interest packets take one PIT
entry, rather than two, reducing the number of stored PIT
entries. Still, the colliding PIT entry stays longer in the PIT,
which introduces memory overhead compared with the normal
case. Since the two Data packets are delivered to both faces,
Data traffic overhead is also introduced. In a special case,
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(a) Normal Operation

(b) Duplicate Interest Requests

Fig. 2. System Operations
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Fig. 3. PIT Data Structures

if one Interest has been requested by many faces, then the
absolute value of the additional traffic is much larger.

B. Data Structures

Our proposed PIT design is based on a d-left hash table
[5], where the hash buckets are grouped to d subtables. To
insert an item, all of the d subtables are visited and the item
is inserted to the least loaded subtable. Figure 3 shows the PIT
architecture with d = 2 and also a PIT entry example. Each
hash table has a capacity of N/d entries, and it has B buckets,
where each bucket holds up to E entries. The architecture also
has an overflow table to store the items that cannot fit into the
hash tables. The hash function determines the bucket location
of a name string and also its fingerprint. As described in [9],
the d hash functions in the PIT have to use permutation to
generate the bucket indexes and fingerprints.

Each PIT entry consists of five parts: the Occupy bit, the
Collision bit, the fingerprint, the expiration time, and the face
list. The Occupy bit indicates whether this PIT entry space is
occupied or not. It also enables lazy deletion, since deleting an
entry requires only setting this bit to 0. The Collision bit shows
whether more than one Interest requests have been received
for this fingerprint. The fingerprints have fixed lengths, w-
bit long. The expiration times also have a fixed length of ¢
bits. The value of ¢ is determined by the configured expiration
time support and its granularity. In our design, ¢ = 10 and its
unit is 16 ms, thus the timer counts up to 16 seconds. The
face list stores the incoming faces. In our design, it is a bit-
vector of length n, where n is the number of faces. The bit
vector is initialized to Os, and the i*" bit is set to 1 when
an inserted Interest comes from face i. In our analysis, we
assume a core router with 16 ports. When the number of ports
is larger, bit vector may not be the best face list representation,
thus memory-efficient alternatives need to be explored, but it
is beyond the scope of this paper.

Algorithm 1 shows the steps for inserting an item into
the PIT, while the method that handles timer rollover is not
included here. We use a lazy expiration time check scheme,
so the expiration time will not be examined unless it is visited
during some operation. The deletion algorithm, which employs
the lazy deletion method, is not shown here due to space limits.

Algorithm 1: INSERT AN ENTRY INTO THE PIT

Input: PIT T, Name name, Incoming face f;
loc < H(name) mod B
fp < SHIFTRIGHT(H (name), log(B)) mod 2%
foreach entry in T(loc) do
if entry.occupy = 1 then
if entry.expiration < current then
| RESET(entry)
else
| if fp = entry.fp then fp is found

if fp is found at entry in T(loc) then
‘ entry.collision < 1

else
entry < empty entry in T[loc], or over flow table
entry.occupy < 1
entry.fp < fp

entry. facelist[f;] + 1

entry.expiration < current + Teyy

C. Segregated Pending Interest Table

Although our fingerprint-only PIT significantly reduces the
memory requirement, it may still exceed the size of a single
memory chip when the link rates are high. We propose a
segregated Pending Interest Table to address this problem. In
this design, the single PIT is divided into s segregated PITs in
the router. Each segregated PIT keeps track of the unsatisfied
Interest packets from n/s faces. As a result, the effective
bandwidth of each segregated PIT is 1/s of the full link rate,
and thus the required memory is much smaller. The Interest
packets are sent to the appropriate segregated PIT based on
their incoming faces, and the rest of the packet processing
stays the same. In contrast, on the arrival of Data packets, all
of the segregated PITs are queried to find the incoming face(s)
of the corresponding Interest packets.

V. POPULAR CONTENT OPTIMIZATION

In this section, we first discuss the challenges of popular
content, and then present optimization methods that address
these problems.

A. Popular Content

Our fingerprint-only Pending Interest Table is based on
the idea that most Interest packet aggregation happens at the
edge routers, and therefore the core routers are more likely to
receive unique Interest requests. We have two observations
that further support this assumption. The first observation
is that the effective Interest waiting time is short, generally
equivalent to a packet round trip time 7). In today’s Internet,
T+ is around 80 ms on average [10], thus the chance of
receiving a duplicate Interest during such short period is low
for general content. The second observation is that highly
accessed pieces of content, as time goes on, are gradually
cached in edge networks, so subsequent Interest requests can

2052



IEEE INFOCOM 2014 - IEEE Conference on Computer Communications

be satisfied locally and will not enter the core networks. Thus,
the chance of receiving duplicate Interest requests during 7.4
is further reduced. However, certain types of content could
still be requested multiple times during 7,;:;. For instance,
live sports games and concerts could possibly be watched by
millions of people from different edge networks at the same
time. These Interest requests are more likely to be synced and
arrive within 7). In this case, the PIT entry stays at least
T, long since a colliding entry cannot be removed until it has
expired. In theory, the worst case could be that another Interest
packet arrives right before the current entry expires, causing
this entry to stay for at least another 7T, amount of time. Thus
the entry could stay for approximately 7., X (n — 1) long in
the worst case scenario. Interest requests like this increase the
PIT memory requirement and therefore need to be mitigated.

B. Optimization

We present three orthogonal methods to mitigate the popular
content problem.

1) Content Store: The worst case presented earlier assumes
the requested Interest packets cannot be satisfied by the
Content Store (CS), which caches Data packets in an NDN
router. Interest packets do not query the PIT if they are satisfied
by the Content Store. Storing popular content in the Content
Store not only prevents colliding PIT entries being refreshed
once the Data packets are cached, but also reduces the content
delivery time for the users. Hence, a dynamic selective Content
Store that gets invoked when a PIT entry becomes hot can
be employed to mitigate the popular content problem. For
instance, the Content Store can be configured to cache Data
packets that have been requested more than once. Under this
policy, each PIT entry stays at most T}.;; + T, long. The size
of the Content Store is determined by the number of duplicate
Interest requests received.

2) Adaptive PIT: The proposed PIT is designed for the
worst case, where minimal-size Data packets are used. In
practice, network traffic does not stay at peak all the time. As a
result, we propose an adaptive PIT design, where fingerprints
are stored under heavy traffic load, and full name strings are
stored under light traffic load. Storing the names supports
Interest aggregation, therefore the popular content problem
would not occur. This idea is conceptually similar to the
dynamic bit assignment method for fingerprint-based hash
tables [12], which adjusts the fingerprint length based on the
number of occupied entries in a hash bucket.

3) Segregated PIT: The segregated PIT design can also be
used in this context. Since the incoming traffic is divided into
multiple sub-streams, the chance of getting duplicate Interest
requests is reduced. In a special case, a smaller PIT can
be deployed for each face. There are no duplicate Interest
requests at each face due to Interest aggregation at the edge
routers. Approaches that deploy a Bloom filter for each face
[13][14][15] have been studied.

In addition, application-level optimizations, such as desig-
nated broadcast names, can be explored to help mitigate the
popular content problem.

VI. ANALYSIS

Memory size and network traffic overhead are the two
major metrics for evaluating the proposed Pending Interest
Table design, and both of them are affected by the fingerprint
distribution in the PIT. In this section, we first analyze the
fingerprint-based hash table and derive an upper bound of the
number of names that have duplicate requests, and then we
present a detailed analysis of the memory size and network
traffic overhead. Since the actual characteristics of the traffic
in the NDN core networks is not known, we use analytical
modeling and Zipf-like fingerprint distributions instead. It is
worth noting that relaxing Interest aggregation changes the
dynamics in the core networks, and there are more Interest
packets when duplicate Interest requests occur. For instance,
when every content is requested twice, there are two Interest
packets for every Data packet, so that 66.7% of the network
packets are Interest packets.

A. Fingerprint-Based Hash Tables

Our analysis differs from previous studies: we are more
interested in the fingerprint distribution than in the hash
table false positive rates, which are typically considered since
fingerprint-based hash tables are used as a membership query
tool [9]. In these studies, duplicate items have no effect on
how long the corresponding fingerprint is kept in the table. In
contrast, our design uses hash tables to manage a stateful flow
table. Duplicate Interest requests will cause the PIT entry to
be recognized as collided and to be kept longer in the table.

The fingerprint distribution problem can be formulated as
follows: Given an Interest name distribution function F' for
a hash table with capacity N, and w-bit long fingerprints,
what is the corresponding fingerprint distribution function f?
The value of F; in function F' is defined as the number of
names that have exactly ¢ duplicate copies (including itself)
during T,4. For instance, there are F} number of Interest
names being requested only once. Hence, the total number
of unique Interest names is Nyyrq; = Z?:l F;, where n is the
number of faces corresponding to this PIT. The total number
of Interest packets is Protqr = 5 q F} X i.

Collisions affect the fingerprint distribution. A fingerprint
collision occurs if and only if both the hash bucket locations
and the fingerprints are identical. The average number of keys
stored in each bucket is determined by the hash table load
factor. In our design, each bucket has eight entries, and the load
factor is 75% as this configuration provides good performance
[9]. As analyzed in [9], the fingerprint collision rates are
bounded by F x d x ld x (1/2%), where E is the number
of entries per bucket, d is the number of subtables, and Id is
the load factor of the hash tables. In our case, when d = 4,
E x d x ld = 24, thus the average fingerprint collision rates
are bounded by 24/2*. As a result, the ratio of the names
that involve fingerprint collisions is 24/2¥ 1. In addition, we
derive that the probability of having ¢ names collide is bounded
by (i2741>/2w><(i—1).

Deriving the entire fingerprint distribution function f seems
possible, but requires complex mathematical work. Instead, we
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derive an upper bound on the number of duplicate fingerprints
rather than seeking an accurate distribution function. The up-
per bound is sufficient for performing the worst case analysis.
The number of fingerprints that appear exactly once is

fi > Fyox (1—24/2%71). (1)

In the worst case, each duplicate Interest name is requested
exactly twice. Thus the number of duplicate fingerprints is

o
> fi < (Protar — f1)/2. )
i=2

B. Memory Size

The PIT memory size is determined by the number of entries
and the lifetime of each entry. Given a fingerprint distribution
f, the total number of Interest packets is Piypq1 = Z;’il fixi.
The PIT memory size is

Miotar = (fl + ) (fi TTi )) X
i—9 rtt

where [d is the load factor of the hash table, and T is the
average Interest lifetime of the names that have exactly i
duplicate Interest requests. In our design, 10-bit expiration
timestamps, 16-bit fingerprints, and 16-bit face list bit vectors
are used, therefore Mpyycrer = 2 + 10 + 16 + 16 = 44 bits.

1) Worst Case Analysis: When there is no Content Store,
the worst case lifetime of an entry can be as long as
Tezp % (n—1) in theory, where n is the number of interfaces
in the router. The traffic pattern that causes this worst case
behavior should rarely happen for general content. In the case
where they might occur, such as a live sports broadcasting,
the Content Store should be deployed as we have discussed
in Section V. To make the worst case manageable, we assume
there is a Content Store. With a proper CS caching policy,
Data packets corresponding to duplicate fingerprint entries are
cached. Thus the duplicate Interest requests that arrive during
T+ will be inserted into the PIT and then forwarded, while
the ones arriving after T,.,; will be satisfied by the CS. The
content needs to be cached for at least T,, long, so that the
PIT entry can expire and get deleted. In this case, the Content
Store size is 7 X Teyp/Trt, Where 7 is the number of names
that have duplicate requests during 7.;. In this scenario, each
duplicate fingerprint entry stays for at most T}.;; + T¢,,, long
in the PIT. The worst case is that every content is requested
by exactly two faces. Thus we have the memory size as

Mbucket
d ’

3)

thal _ (fl + Ptotal - fl « Trtt + Tezp) % Mbucket )

2 Trtt ld
C))
We define Tj;re = Tyt + Teqp as the Interest lifetime for
the collided fingerprint. In addition, we let Tj;¢c = k X Tyt
and call k the lifetime factor. Figure 4 presents the memory
requirement with different numbers of subtables, lifetime
factors, and duplicate request traffic percentages. In Figure
4, we use a 100 Gbps link, assuming the Interest and Data

Memory Size vs. Duplicate Request Percentage
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Fig. 4. Memory Requirement

packet sizes are S; = Sp = 100 bytes, T;.;; = 80 ms, load
factor Id = 75%, the lifetime factor k is increased from 6 to
10, and the duplicate request percentage is increased from 0%
to 100%. The fingerprint length is set to 16 bits, and the the
number of subtables d is set to 2 and 4. In both cases, the
memory size increases almost linearly as the percentage of
duplicate traffic increases. The memory requirement of 4-left
hash tables is slightly higher than the one of 2-left hash tables
due to a higher fingerprint collision rate. The lifetime factor %
increases the memory requirement linearly at each duplicate
traffic percentage. With k£ = 10, in the ideal case when there is
no duplicate Interest traffic, the memory requirement is 5.34%
of the original hash table that stores name strings with the
same 75% load factor; in the worst case that all traffic is
duplicate, the memory requirement could be as high as 35.51%
of the original. At 100 Gbps, the ideal case requires 36.77
MiB, which can be stored in SRAM; and the worst case needs
244.44 MiB, which can be implemented using RLDRAM.

2) Zipf-like Fingerprint Distributions: Zipf-like distribu-
tions have been observed in many network activities, such
as the content request patterns to web caching proxies [16].
We use Zipf-like distributions to simulate the Interest fin-
gerprint distribution. Zipf-like distributions are configured
with an exponent characterizing parameter, S. And we have
fi i = Pyar/(H x i%), where H = 2321 1/i°. Four
Zipf distributions are used so that we could see the trend of
the memory requirement, and the real-world cases are more
likely to be covered. Table II lists the percentage of unique
fingerprints and the memory requirement with d = 4 and

TABLE II
MEMORY REQUIREMENT OF ZIPF-LIKE FINGERPRINT DISTRIBUTIONS
S 1 | 2 |3 | 4
Unique (%) 29.6 63.1 83.3 92.4
Memory (MiB) 101.1 79.1 58.6 47.4
vs. Original (%) 14.7 11.5 8.5 6.9
vs. Ideal 2.7x 2.2x 1.6x 1.3x
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k = 10 at 100 Gbps. The memory sizes are also compared
with the original hash table and the ideal case. From Table II,
when S = 1, which yields the largest memory requirement,
the memory size is 14.7% of the original hash table. Thus in
practice, the PIT is lightly loaded when the worst case memory
size, 35.51% of the original hash table, is configured.

3) Dynamic Expiration Time Management: Configuring an
appropriate expiration time 7T, is important in practice since
it has a linear effect on the memory requirement. A longer
T.., increases the memory requirement, while it provides a
stronger guarantee to receive potential multiple Data packets.
The lifetime factor k is set to 10 in Figure 4 and Table II
because we believe Tey, = (10 — 1) x T} is long enough
for the Data packets to arrive. In practice, the values of T+
vary for packets that going to different websites. Popular
websites usually support reliable short response times, and
Teap = 9% T4 could be overkill. To optimize the PIT memory
requirement, 7., can be dynamically configured for each
PIT entry. The strategy layer introduced in NDN [2] could
provide T, for each name prefix, thus each name prefix
could maintain a recommended T¢,,,. For instance, T,,, can be
reduced to 2 or 3 times of 7., for popular websites. In the case
where the content cannot be fetched quickly on the server, the
pending Interest would expire, but the application will resend
an Interest request. And this time, the object could be retrieved
quickly by the server since it has just been requested.

C. Network Traffic Overhead

Network traffic overhead is introduced due to the relaxation
of Interest aggregation and fingerprint collisions. Since the
Interest packets are always forwarded, the Interest traffic
overhead is 17 = Piotar — Niotar- It should be noted that the
Interest traffic never exceeds the link capacity, since the link
rates are configured to support the case where every Interest
is unique. The Data traffic could exceed the link capacity,
but as we will show, the overhead is very small. The Data
traffic overhead is caused by fingerprint collisions. Assuming
each Interest name is requested by p faces, and that ¢ packets
collide, then the total traffic overhead for these q packets is
bounded by px (g—1) x¢. To provide an estimation, we use the
average number of duplicate Interest requests, Piotai/Ntotais
for each name. As described earlier, the probability of having

i colliding fingerprints is (1.2_41) /2w>(=1) "thus we have

> () x(i—1)xi

Tp & Prota X Z = qux (i—1)
i=2

®)

When 16-bit long fingerprints are used, the equation is
reduced to Tp = 7.3281 x 10™* X Pioq;. The total amount
of additional traffic in the network compared with the ideal
design is Tiotar = 17 X S;p + Tp x Sp, where Sy is the
Interest packet size and Sp is the Data packet size.

Figure 5 shows the normalized network traffic of the pro-
posed design and the ideal case, where Interest aggregation
and Data multicast are supported by storing name strings. The
traffic is normalized to the Internet traffic for delivering the
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Fig. 5. Network Traffic Overhead

same amount of content, and neither Interest aggregation nor
Data multicast is supported in the Internet case. The difference
between the traffic of the proposed design and the ideal
case shows the overhead. From Figure 5, the traffic overhead
increases as « increases, mostly due to the Interest traffic
overhead. In the worst case, when « = 16 and Sp = 100
bytes, the normalized traffic of the proposed design (53.16%)
is 8.51 times of the ideal case (6.25%). The traffic overhead
decreases as Sp increases. When «« = 16 and Sp = 1500, the
traffic is 1.95 times of the ideal. The Data traffic overhead
increases as « or Sp increases, and the peak Data traffic
overhead is 1.10%, where o« = 16 and Sp = 1500. When
a =1 and Sp = 1500, the normalized traffic of our design
is 100.069%, which exceeds the link capacity by 0.069%
due to Data traffic overhead. It is worth nothing that the
average number of requests « generally is very low, thus
the traffic overhead would be small. Moreover, the proposed
design overloads the link capacity by at most 0.069%, because
the ideal design also needs to support the case where every
Interest is unique. When the Interest traffic overhead is a
concern, optimization methods, such as storing names for
popular requests, can be applied.

TABLE III

TRAFFIC OVERHEAD OF ZIPF-LIKE FINGERPRINT DISTRIBUTIONS
S 1 |2 |3 | 4 | Data
Unique (%) | 29.6 63.1 83.3 924 NA

100 B (%) 56.8 16.1 5.5 2.2 0.078
200 B (%) 37.9 10.7 3.7 1.5 0.104
300 B (%) 28.5 8.1 2.8 1.2 0.117
1500 B (%) 7.2 2.1 0.8 0.3 0.147

We again use Zipf-like distributions to study the traffic over-
head in general networks. Table III lists the percentage of the
traffic overhead compared with the ideal case using multiple
Zipf distributions and Data packet sizes. The maximum Data
traffic overhead is also listed in Table III. When the exponent
characterizing factors S is greater than 2, the traffic overhead
is always less than 16.1%. The overhead is always small with
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large Data packets. In addition, the peak Data overhead is
0.147%, which is negligible in most network environments.

D. Segregated PIT Analysis

The segregated PIT design reduces the memory requirement
for each smaller PIT since the number of entries is only 1/s
of the single PIT. Moreover, the entry size of the segregated
PITs is also smaller because the face list length is reduced to
[n/s]. However, the fingerprint length needs to be increased
slightly. Assuming the fingerprint collision rate of a single
PIT is fp, then the fingerprint collision rate of the segregated
PITs is 1 — (1 — f,)® = s x f,. To maintain the same overall
fingerprint collision rate, the length of the fingerprints stored
in the smaller PITs needs to be [log(s)] bits longer. Thus,
each PIT entry size is reduced by n— ([log(s)] + [n/s]) bits.
For instance, when a 16-face router is divided into two smaller
PITs, the PIT entry size is reduced by seven bits. On the other
hand, the memory bandwidth of the segregated PITs needs to
be increased by s times, because all s segregated PITs are
queried when Data packets arrive.

VII. PERFORMANCE

In this section, we evaluate the performance of the proposed
Pending Interest Table design.

A. Experimental Setup

We implemented the fingerprint-only Pending Interest Table
in C++. The hardware platform used was a machine equipped
with 8 Intel Xeon E5540 cores, 8 MiB of L3 cache, and 12 GiB
of DDR3 memory. Since real-world NDN core router traces
were not available, a synthetic Interest trace was generated by
appending a number ranging from 0 to 999 to each domain
name in the Alexa top 1 million websites [17].

B. Simulation

We measured the fingerprint collision rates and the number
of overflowed names with different PIT size NN, and different
numbers of subtables d. Each bucket has £ = 8 entries, the
PIT load factor Id was set to 75%, 16-bit fingerprints were
used, and the lifetime factor k was set to 10. In the experiment,
m names were inserted in the first phase. A certain percentage,
denoted as dy,, of the names are not unique (requested twice),
and d,, was set to 0%, 20%, 40%, 60%, 80%, and 100%. The
value of m was adjusted accordingly for each d,, so that the
targeted number of occupied entries in the PIT was always
close to Id x N. In the second phase, names were updated;
and the i** name was deleted and then the (i + m)*" name
was inserted, where ¢ € {0...25 x m}. In the simulation, we
use the Interest name index, %, as a timing tool. The Tj; ¢ is
configured to be the number of names, my, inserted during
10 x T}4. The time at any point was set to the index of the
latest inserted name. Thus, an Interest with index ¢ would be
considered as expired once the (i4m10)"" name was inserted.
The largest measured fingerprint collision rates, denoted as [,
and the number of the overflowed names, denoted as M, are
listed in Table IV. When the PIT has d = 4 subtables, it never

overflowed, thus its overflow size is not listed. In the table,
the PIT with size 1,048,576 is denoted as 1M.

TABLE IV
FINGERPRINT COLLISION RATES AND OVERFLOW SIZES

Type |[d[IM |[2M | 4M | 8M | 16M

[ 219 [ L8[ 177 [ 177 [ 175
B0 3551353 [ 3.6 | 3.57 | 353
M(10°) [ 2 [0.08 ] 0.17 | 0.34 [ 0.67 [ 1.32

From Table IV, the fingerprint collision rates in both d = 2
and d = 4 cases are close to the theoretic values, which is
expected. When there are d = 4 subtables, overflow never
occurs as each inserting name has 32 choices. But when d = 2,
each inserting name has only 16 choices, overflow occurs as
names being updated. The overflow size increases linearly as
the PIT table size increases. When the PIT size N = 16
million, 12.53 million names are stored, and the overflow size
is 132.23K. Even in this case, the overflow table memory
requirement is less than 0.73 MiB, which can be stored on
SRAM or TCAM.

C. Latency Measurement

Latency vs. PIT Size
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Fig. 6. PIT Operation Latency

We measured the PIT operation latency of the software
implementation of the proposed PIT. The experimental setup
was the same except that we fixed d, at 0% since this
case required the highest update frequency. Hash values were
computed using the 64-bit CityHash function [18]. Figure 6
shows that the average latency of each operation increases as
the PIT size increases. The average latency with 4 subtables
is approximately twice of the case with 2 subtables, since the
number of memory accesses is doubled. In hardware designs,
multiple words can be read from SRAM chips in parallel,
which reduces the latency. At 1 Gbps, the PIT size is close to
N = 65,536, and the measured latency is about 1.2us.

VIII. DISCUSSION

In this section, we discuss the modification of the proposed
Pending Interest Table when false positives are allowed, and
also consider the PIT security issues.
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A. Allowing False Positives

In networks where a small number of false positives are
allowed, the proposed fingerprint-only Pending Interest Table
can be modified to support Interest aggregation, just like name
strings are being stored. This way, only one of the colliding
Interest names is forwarded and the rest are dropped. The false
positive rates of the fingerprint-only PIT in this case are the
same as the previous analysis on the case with no duplicate
Interest requests. At 100 Gbps, with the same configuration,
the memory requirement of the modified PIT is 36.65 MiB,
slightly less than 36.77 MiB, because collided fingerprints
do not stay longer in the table. Bloom filters have also been
considered to implement PIT when false positives are allowed
[13][14]. In these designs, a Bloom filter is deployed for
each face, therefore the Interest aggregation is not supported.
Overall, when false positives are allowed, the fingerprint-only
PIT is preferred because Interest aggregation can be supported,
and the expiration time and face list can be easily stored.

B. Pending Interest Table Security

The proposed Pending Interest Table is designed for the
worst case flow balance mode, but it will not be able to handle
an Interest flooding attack, where every Interest packet stays
for T,,p. In this case, statistics collected on the routers should
be able to detect the attacks and then apply countermeasures.
In addition, our proposed architecture could potentially address
the Interest flooding problem by designing a fingerprint-only
PIT that is large enough to hold all the flooded packets. The
memory requirement may still be acceptable since only a
fixed-length fingerprint is stored for each Interest.

IX. RELATED WORK

Prior hash-table based works on scalable PIT designs all
support Interest aggregation in both the edge and core net-
works, while our solution is the only one that relaxes the
Interest aggregation feature. The principles of scalable PIT
designs are highlighted in [3]. The hash-based methods in [19]
store both fingerprints and name strings in the PIT. Although
string comparison can generally be avoided by checking their
fingerprints, at least one DRAM write operation is required
to store the content name. Encoding methods [20] have been
proposed to reduce the PIT memory size, while additional
lookups that encode the content name are required before
querying the PIT. Moreover, the transition arrays need to
be dynamically updated, increasing the complexity of the
system. The performance of the encoding methods and hash-
based methods are compared in [21]. When false positives
are allowed, our design can be modified and supports Interest
aggregation as described in Section VIII; Distributed Bloom
filters [13] [14] have also been used as PITs in this context.

X. CONCLUSION

Fast and scalable Pending Interest Table design is a chal-
lenge in Named Data Networking. In this paper, we propose a
Pending Interest Table design that guarantees packet delivery
and significantly reduces the memory requirement by storing

fingerprints rather than name strings. The Interest aggregation
feature in the core routers is relaxed so that packets are
guaranteed to be delivered even when fingerprint collisions
occur. We have studied the memory requirement and network
traffic overhead analytically, and demonstrated that the addi-
tional network traffic is acceptable. We have also measured
the performance of a software implementation of the proposed
design. Our results show that 37 MiB to 245 MiB of memory
are required at 100 Gbps, so the PIT can be implemented with
SRAM or RLDRAM chips.
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