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Abstract—This work studies security-oriented cooperation
schemes, addressing three possible cooperation scenarios, namely
the jammer only, relay only and the relay-jammer pair. The
cooperation scheme is adaptively selected according to the security
requirement and network’s operational conditions. The selection
of a relay or/and a jammer as well as their transmit power are
jointly optimized with the objective of attaining a good trade-off
between security performance and energy consumption.

I. INTRODUCTION

In literature, many cooperative schemes, including coopera-
tive relay [1], [2] and cooperative jamming [3], [4], have been
proposed for enhancing physical layer security. However, the
existing studies mainly focus on the improvement of security
performance, but often overlook the issue of energy efficiency.

In this paper, we consider a generalized cooperation scenario,
where a relay or/and a jammer are selected in an adaptive way,
in order to minimize the energy consumption while meeting the
security requirement. Our generalized cooperation scenario may
include three specific operational scenarios, namely, the relay
only (RO), jammer only (JO) and the relay-jammer pair (RJP),
one of which is adaptively selected at a time according to the
security requirement and the related channel state information
(CSI). Furthermore, the selection of relay or/and jammer nodes
along with their transmit power are jointly optimized. The per-
formance of the considered schemes is examined via simulations
in terms of the secrecy capacity (SC) and network lifetime.

II. SYSTEM MODEL

We consider a wireless network consisting of legitimate
source and destination nodes, along with a set of candidate
cooperative nodes and eavesdroppers. The network is divided
to lattices, each of which is around a destination node. The
cooperative nodes may be selected as relays to the destination
node or helpful jammers to jam the eavesdroppers.

According to [5], the SC of a source-destination pair equals
the difference between the capacity achieved at the destination
and that atttainable at the eavesdropper, expressed as

SC = [log, (1 + SINRp) — log, (1 4+ SINRg)| Y, (1)
where SINRp and SINRg represent the signal-to-interference-
plus-noise ratio (SINR) attained at the destination and at the
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eavesdropper, respectively, while [z]* = max(0, z). In this pa-
per, we consider the case that there is at most one eavesdropper
associated with a destination.

III. COOPERATION SCHEMES FOR SECURITY

Let hsp, hse, hrp, hrg and h ;g denote the pair-wise chan-
nel gains between two nodes including source (S), destination
(D), relay (R), eavesdropper (E) and jammer (J). Let Pr be the
relay transmit power, and P; be the jamming power.

Jammer Only (JO): In JO mode, a jammer improves the SC
by reducing the capacity of the S-E channel. When assuming
that the jamming signal is focused only on the eavesdropper, for
example, with the aid of beamforming technique [6], the SC of
the JO mode can be expressed as

SCjo = 2
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Relay Only (RO): In the RO mode, a relay is chosen to
improve both the channel capacity and the SC of the S-D
channel. The SC of the RO mode can be found to be

SCro =

1 Pr|hrpl? Prlhre?\ 1T
—[log2 <1+7R 2RD‘ )—log2 <1+7R| fE‘ )]
2 o o

Relay-Jammer Pair (RJP): In the RJP mode, a relay and a
jammer are simultaneously employed, which yields the SC

SCrjp =

1 Prlhgrp|? Prlhre|? i
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IV. ENERGY EFFICIENT COOPERATION

3)

“)

A. Reward Function with Energy Consideration

Let set C collect the nodes that are legitimate for acting as
cooperative nodes. In order to determine the set of candidates for
cooperation by jointly considering the security level, the remain-
ing energy of the nodes and the reliability of communications,
we propose a reward function for node N € C as

ZN Pe max
e (e (s
Zmu;c) S < PE,N > ©)

where P,y denotes the bit-error rate (BER) at a receiving node
N and P, max is the maximum BER of the nodes in C; the
function f(|hnpl, |hnE|) indicates the security level; zpqq is
the maximum remaining energy of the nodes in C, while zy

Wn =& f (|hwpls |hnve]) + &2 <
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represents the remaining energy of node N. In addition, the
weight coefficients Zle & =1.

From (2) and (3), it is not difficult to derive that SCrp
|hep|/|hrEe| and SCjo o |hyg|. These results provide hints
in the design of f (|Anpl,|hnE|), so that we can derive the
rewards W](V for the relays in the relay set R and the rewards
WI(\}I) for the jammers in the jammer set Jc. Here the detailed
derivation is omitted due to the space limit. With the reward
function, the prospective relay set R and the prospective jam-
mer set Jo can be found to be Rg = {N ecC, W](VR) > pR}

and Jo = {N ecC, WI(\}I) > p,]}, where pr and p; are two
preset thresholds for guaranteeing the required system rewards,
when the nodes are chosen as relays or jammers. Correspond-
ingly, the candidate node set N¢ is the union of R¢ and Je,
i.e., NC = RC UJC

B. Selection of Cooperation Scheme

1) Jammer Only Selection: The JO mode is employed, when
the capacity C'sp of the S-D channel is higher than the required
channel capacity Cy.q, while the threshold of required SC,
SCJO, is below the maximum SC, expressed as SC\). Here,
SC’&)1 represents the capacity of the S-D channel when there is
no interception.

2) Relay Only Selection: The RO mode is employed when
Csp < Creq without the help of a relay. In this case, the
threshold of required SC, SCEO, should be up-bounded by the

limit SC’I(ii)1 ~ log, (\Z?Z’?‘ ), which can be obtained from (3).
3) Relay-Jammer Pair Selection: The RIP mode is employed

when neither JO nor RO alone can achieve the required SC. In

this case, the threshold of required SC, SCZ/”, is up-bounded

by SC3) with the optimal power allocation.

lim

C. Optimal Node Selection and Power Allocation

Under the general RJP mode, the optimal relay and jammer
selection as well as the associated power allocation can be
determined according to the optimization of

[(P§7Pj> ) (R*"]*” =
[(1 —¢)SCryp — SCtIfLJP]+
Pr + P;

(6)

arg max
R,JENCc;PR,P;

subject to C'sp > Cyeq. In (6) ¢ denotes a correction factor,
which is introduced for correcting the deviations caused by
channel estimation errors and for reducing the outage probability
of achieved SC.

In the JO (RO) mode, for optimal jammer (relay) selection
and power allocation, in (6), we need to replace N¢ using J¢
(Rc¢), to replace the subscript and superscript “RJP” by “JO”

(“RO”), and to replace Pr + P; by P; (Pgr), respectively.

V. PERFORMANCE EVALUATION

In our simulations, data are transmitted in blocks. Each data
block consists of two stages. Pilot frames are sent in stage 1 for
CSI estimation and data frames are sent in stage 2.

Fig. 1 shows the network’s lifetime versus the threshold of the
percentage of exhausted nodes, Ex,;, which makes the network
incapable of working properly. In our simulations, the optimal
JO (OJO) mode is compared to the random jammer selection
(RJS) approach. As shown in Fig. 1, the OJO approach has much
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Fig. 1. The network lifetime versus the threshold of the percentage of exhausted
nodes, Ex;p. Here the network’s lifetime is denoted by the number of loops
that our programme runs, and the results were obtained from the averages of
5000 realizations.
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Fig. 2. Secrecy capacity performance of the OJO and ORJP modes versus the
jamming power Pj.

longer lifetime than the RJS approach, especially when Exyp
takes a small value, owing to its capability of considering the
remaining energy of the candidate nodes. In Fig. 2, we depict
the SC performance, when the system is operated under the
optimal JO (OJO) mode or the optimal RJP (ORJP) mode. As
expected, the SC of both the OJO mode and the ORJP mode
increases, as the transmit power of the jammer increases, and
the cooperation schemes switching boundaries have also been
marked.
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