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Abstract—Content Delivery Network (CDN) improves large
scale data delivery with widely distributed data replicas; But the
fundamental goal of IP is to connect two hosts. As a consequence,
request routing, which selects the best server to serve the
requested data, is introduced to meet the mismatch between CDN
and IP. In contrast to IP, Named Data Networking (NDN) makes
content the first-class citizen of the network. Its specialties, such
as multicast, content multihoming, cache and content-oriented
security, are designed for large scale data delivery. Due to the
essential consistency between CDN and NDN, we propose Named
Content Delivery Network, or nCDN, which embeds NDN into
existing CDN framework to simplify the implementation and
improve the efficiency. nCDN supports existing running CDN
infrastructure, by setting up NDN over UDP/TCP. NDN takes
charge of request routing and content delivery only; While other
components of CDN, such as billing, accounting, data analysis,
data management etc, remain changeless.

The advantages of nCDN include: 1) As NDN’s routing plane
holds content distribution information, requests are routed to the
best data copies straightforward. 2) NDN’s stateful forwarding
plane detects the network state in real time, and responses
to congestion, link or node failure quickly. 3) NDN naturally
supports multicast and content multihoming. Multicast elimi-
nates identical requests, while content multihoming fully utilizes
redundant resources, such as bandwidth and storage.

Index Terms—NDN, CDN, Content Delivery Network

I. INTRODUCTION

CDN makes use of geographical distributed data replicas
servers, which are called surrogates or edge servers, to cover
the large amount of concurrent request from all over the world,
and it focuses on delivering requested data to users, no matter
where the data comes from; but the fundamental goal of IP
is to connect two hosts. The essential mismatching leads to
complexity and inefficiency. Data transmission in CDN is split
into two steps: request routing to select the optimal server, and
content delivery on top of UDP/TCP’s end-to-end channel. The
drawbacks include:

« Content delivery begins only after request routing finishes
successfully, As a consequence, delay is introduced.

« Since TCP/UDP just provides basic end-to-end service,
almost all the components, including content to container
mapping, real-time detecting, monitoring, traffic engi-
neering, are implemented on application layer. Therefore,
the CDN system becomes complex.

In contrary to IP, NDN focuses on data itself and ignores
the data container. NDN offers a lot of important elements that
CDN desires, for example, named contents, cacheable nodes,

978-1-4799-3088-3/14/$31.00 ©2014 |[EEE

junbi @tsinghua.edu.cn

and multicast. What is more, NDN’s routing plane holds in-
formation of content distribution and stateful forwarding plane
detects and adapts to dynamic of the Internet. The intrinsic
consistency makes NDN a perfect underlying component for
CDN:

« Name-based routing directs requests to the optimal server
straightforward; Content multihoming, denoting that con-
tent is provided on multiple nodes, is naturally supported,
redundancy resources are fully utilized directly.

« Stateful forwarding plane detects the network state in real
time, network congestion, link or node failure could be
covered by the network itself.

o Multicast eliminates repeated requests, bandwidth and
storage are saved; And the CDN is able to serve more
requests.

We propose to enhance current CDN framework with NDN,
dubbed Named Content Delivery Network (nCDN). Consider-
ing that IP is the de facto dominator of the Internet, nCDN
runs on UDP/TCP. NDN takes charge of request routing and
content delivery. And CDN focuses on business components,
such as accounting, data analysis, etc, which are inherited from
existing framework.

NDN could replace existing request routing and content
delivery subsystems, while a conservative deployment solution
for existing running CDN is to treat nCDN as a alternative
parallel subsystem of existing infrastructure, and let nCDN
serve the latest popular contents only.

The simulation demonstrates that nCDN is better than tradi-
tional CDN on almost all the aspects, including the scalability,
reliability, and QoS. Furthermore, nCDN also helps to improve
security and solve CDN Interconnecting.

This paper is organized as follows. First, backgrounds on
CDN and NDN are listed in Section II. nCDN architecture,
including naming, request routing, content delivery, deploy-
ment, is introduced in Section III. Performance is evaluated in
Section IV. Finally, we conclude the paper in Section V.

II. BACKGROUND

A. Content Delivery Network

To fully introduce CDN, here we give a general framework
of CDN and a insight into a specific implementation, YouTube
CDN, respectively.
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1) CDN Design: In the context of CDN, content consists
of two main parts: the encoded media and metadata. The
encoded media includes static, dynamic and continuous media
data, such as audio, video, documents, images and web pages.
While metadata is the content identifier that is used to content
identification, discovery and management.

There are some key techniques in the context of CDN, in-
cluding content distribution and management, request-routing,
performance measurement [1].

Content distribution and management include surrogate
placement, cached content selection and delivery, content
outsourcing and cache organization. request-routing includes
request-routing algorithm and request-routing mechanism. Per-
formance measurement is in charge of measuring internal and
external network state.

Request-routing algorithm encompasses adaptive and non-
adaptive algorithms. Adaptive algorithms takes the real-time
system conditions into consideration while non-adaptive ones
make use of heuristics. Non-adaptive algorithms are simple
but not very accurate, especially in the face of events like
flash crowds [2]; while adaptive algorithms are complex and
robustness.

Request-routing mechanism includes Global Server Load
Balancing (GSLB) [3], DNS-based request routing [4], HTTP
redirection, URL rewriting etc. GSLB and DNS-based request
routing resolve domain name into numerical IP address of best
surrogate. HTTP redirection leads to lack of user transparency
problem and overhead. URL rewriting leads to delay for URL
parsing, the possible bottleneck and non-cachebility of the
contents. In reality, HTTP redirection, DNS-based request-
routing and GSLB are the most widely used request-routing
mechanisms.

Mapping system is the traditional CDN’s global traffic
director by providing information to request routing: it uses
histroic and real-time data about the health of both the CDN
network and the Internet at large in order to create maps that
are used to direct traffic on the CDN network in a reliable,
efficient, and high performance manner [5].

2) Youtube CDN Reverse Engineering: Since the detailed
implementation of CDNs are kept secret by CDN providers.
Researchers do reverse engineering to explore specific CDN
design and solution.

Given the traffic volume, geographical span and scale of
operations, the design of YouTube’s content delivery infras-
tructure is perhaps one of the most challenging engineering
tasks. YouTube video delivery could represents an example
of the “best practices” in the design of such planet-scale
systems. According to [6], the YouTube video delivery system
consists of three major components: a “flat” video id space,
multiple DNS namespaces reflecting a multi-layered logical
organization of video servers, and a 3-tier physical cache
hierarchy, i.e., primary, secondary and tertiary. By mapping the
video id space to the logical servers via a fixed hashing and
cleverly leveraging DNS and HTTP redirection mechanisms.

YouTube uses HTTP based redirection to achieve dynamic
load-balancing. For instance, if the primary server responsible

for a video cannot serve the the requested video, it sends a
HTTP 302 response back to the client. The response tells the
client to go to a secondary server to download the video from.
The secondary server also response with the same logic.

The whole request routing process follows a very specific
namespace hierarchy. A primary video cache server may
redirect a video request to a corresponding secondary cache
server, or directly to a corresponding tertiary server. Secondary
server ony redirect a request to a tertiary server. And if all the
cache servers cannot serve the request video, then it simply
fails with a HTTP 503 error code.

B. Named Data Networking

NDN[7] or Content-Centric Networking[8] is one of the
most promising future Internet architecture. NDN replaces
where with what. Packets carry the name of the data instead
of source and destination addresses.

There are two kinds of datagrams in NDN architecture:
Interest and Data. End users send Interest which contains the
name of the Data they want, NDN routers forward Interests
by their names, which is called name-based routing, and
create Pending Interest Table (PIT) entries to record the
incoming face and outcoming face. If the Interest meets its
corresponding Data, the Data follows the path marked by PIT
entries back to the originator of an Interest. In addition, NDN
contains Content Store (CS) to cache data. NDN decouples
requests and responses in both time and space: data requester
and producers need not to known each other’s location, nor
need they be online at the same time [9].

Cheng Yi et al. gives in-depth analysis on forwarding of
NDN [10], which is a highlight (also challenge) of NDN. After
forwarding Interest packet, NDN routers maintain the state of
every pending Interests. Thus, routers are aware of the network
state by observing the two-way traffic. In this case, router
could score different paths at the granularity of name prefix
according to historical data. Furthermore, Immediate routers
can explore multiple alternative paths to save congestion, node
or link failure, under the guidance of forwarding strategy
without leaving the task to the end consumer.

III. NCDN ARCHITECTURE

Since NDN takes charge of request routing and content
delivery only, we focus on naming, request routing, content
delivery and deployment only in this section. Other compo-
nents can be inherited from existing framework.

As shown in Figure la, the most significant change is
that nCDN does not rely on mapping to translate what to
where; Instead, data delivery is built on NDN. In addition,
business related subsystems are build directly on IP, since
those subsystems contains a lot of features and functionalities.

In nCDN, servers are connected via NDN. NLSR[11],
Named-data Link State routing protocol, is used to create
routing table. Thus, the CDN build a pure NDN overlay net-
work. CDN servers announce name prefix of the content which
they serve into the routing system, NLSR naturally supports
content multihoming. The Name-based routing systems keeps
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Fig. 1: Architecture Design. nCDN does not rely on mapping system as traditional CDN does. Surrogates make up the pure
NDN network. All the requests are encapsulated in Interest and transmitted in the network.

the content distribution information and request routing is
overlap with routing in nCDN.

At the end hosts, almost all the Content Service Providers
(CSPs), such as YouTube, Facebook, Google, publish their
client applications on different platforms, including mobile
devices and PC. As shown in Figure 1b, the client appli-
cations connect to the nearest server, named “entry point”,
and send Interest directly into nCDN. For general situation,
browser send HTTP requests to the translator, which translate
HTTP request to Interest, then the translator send Interest into
nCDN. Our previous work on the translation between HTTP
request and Interest has successfully deployed in a similar
scenario[12].

Locality aware DNS resolution[6], which is widely adopted
mechanism, could direct users to the best/nearest translator.

A. Naming

Metadata, in the context of CDN, plays key roles in iden-
tification, discovery, and management. These functions are
exactly what Name does in the context of NDN. Therefore,
naming, the fundamental requirement of NDN is inherently
satisfied by existing architecture. For the sake of simplicity, we
use metadata to construct the name of contents. Furthermore,
content multihoming is built-in, different servers could an-
nounce identical name prefix. And naming may have different
schemes, for example, by geographical position, by date, or by
subject. For example, youtube.com/us/tx/id134.lv/_sO refers
to the first segment of a video file, whose unique id (inherited
here metadata) is 134. This file belongs to youtube.com and it
seems very popular in Texas. Note that routing announcement
is at the granularity of name prefix, instead of single content.

B. Request Routing v.s. Content Routing

In traditional CDN, request routing aims to find the best
surrogate. There are two manners to use name-based routing:

1) Interest is used to request the optimal server’s IP address.
After the client get the Data which contains the answer,
it sends the normal HTTP request to the server. In this
manner, name-based routing becomes a new mechanism
to take over request routing.

2) Interest is used to request the data directly. In this manner,
request routing is unnecessary, since content name is
routable.

In nCDN, the second manner is selected as the basic

services for the following reasons:

« NDN overlay network could provides better QoS, such as

latency, jitter, and loss rate, by utilizing NDN’s features.

« The identical Interests are aggregated, which get rid of

waste of resource.

However, the first manner is alternative as a way to relieve
traffic pressure if it is necessary, especially when the the nCDN
network suffers from heavy traffic.

In traditional CDN, goals such as load balancing, traffic
engineering or lowering cost, etc, are integrated into routing-
request algorithm, which attracts a lot of research attention.
In nCDN, we can achieve those goals with NDN’s routing
and forwarding strategy. By customizing routing priority and
forwarding strategy, requests are routed to the “optimal” server
according to expected goals.

C. High-Performance Content Delivery

In this section, we demonstrate nCDN’s high performance
content delivery with a toy case.

h/R?.‘ = =  1lstTrial
' 1 -=p 2nd Trial
3rd Trial
RS r2 2 (es N Failed Link
. = =P Alternative
@ H—0—@
N o/

Fig. 2: Toy Case: NDN saves packet loss by immediate routers

In Figure 2, the circles represents nCDN surrogates. The
node E is the entry point of a specified Interest. Nodes S1, S2,
and S3 are surrogates which can originally satisfy the Interest.
We assume that the routing metric and delay of each link
is the same. In this case, Link R1-Sland R4-S3 fails to get
Data back, possibly due to congestion, link or node failure.
By default, NDN nodes try different alternative surrogates one
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by one. In addition, we also assume Interest is not satisfied
by cached data and the corresponding PIT entries does not
timeout during the case.

The following steps show the process of content routing and
delivery:

Step 1. E chooses R1 as its first tiral, because the minimized
path cost of choosing R1 is 2 (E-R1-S1) while that of
RS is 4.

From view of R1, S1 is its next best hop. So Interest
packet is forwarded to S1.

Due to link R1-S1 failure, R1 tries another path and
forwards the Interest to R2. This is the second trial.
There are two best choices for R2: R2-R4-S3 and R2-
R3-S1.In this case, we assume R2 tries path R2-R4-S3
first by random, thus, Interest is sent to R4. However,
in fact, R2 forwards Interest to R3 is the best choice
in our case, since link R4-S3 fails.

Since link R4-S3 fails, Interest is forwarded to R7,
then to S2. S2 provides Data, which follows the
reverse path S2-R7-R4-R2-R1-E.

The path E-R1-R2-R4-R7-S2 is not the optimal one. For-
warding strategy shown in the case is quite simple but in-
advisable. It could be customized to improve the efficiency.
For example, R2 tries R3 first instead of R2 according to the
historical performance; Or R2 triggers another trial to R3 after
waiting response from R4 for round-trip delay between R2 and
S3; Or R2 tries R4 and R3 simultaneously, and select the path
which returns Data faster, i.e. R3-S1. Despite of the hop-by-
hop control, NDN’s forwarding plane could remembers the
previous choice and score different paths, which means only
the first Interest after failure (the one shown in our case)
has to explore different paths, while the following similar
Interests directly follow the right path without spending time
and resources on trials. Since all these are done on data plane,
nCDN responses to the congestion, link or node failure very
quickly and efficient.

Comparing to IP’s end-to-end control, the hop-by-hop con-
trol is more flexible and faster.

Another advantages is that, the same Interest can be ag-
gregated on every router. For example, if R1 also receives
identical Interest from other entry point, this Interest will be
aggregated with Interest coming from E, R1 will not forward
twice.

NDN does well in large scale data delivery due to its delicate
design, almost all of its features, such as multimust, content
multihoming, hop-by-hop congestion control, show their place
on content delivery.

Step 2.
Step 3.

Step 4.

Step 5.

D. Deployment

At current stage, IP is the de facto dominator of the Internet.
NDN can run on top of any layer-2 technology or above,
including IP, UDP and TCP. The existing current prototype,
CCNx/NDNx can run on UDP or TCP. CDN surrogates are
connected via NDN over UDP/TCP. What’s more, Implement-
ing the strategy customization with software is very flexible
and quick.

In addition, nCDN can replace the whole existing request
routing and content delivery subsystems. Another conservative
deployment manner for existing running CDN is to treat nCDN
as a alternative parallel system of existing infrastructure, and
let it serve requests for latest popular contents only.

Since CDN is expensive service, the amount of content in
the CDN is very limited comparing to the whole Internet.
With special care on naming and placing contents, amount
of routing entries can be limited in a reasonable range.

In traditional CDN, surrogates and contents placement are
limited by the mapping system and manual configuration.
However, in nCDN, NLSR could generate the routing table no
matter how the surrogates and contents are placed. Therefore,
surrogates and contents placement are more flexible, and
management is more user-friendly.

E. Discussion on Security and CDNi in nCDN

Content is stored in several nodes in CDN, if security
is bound with data channel or end-point, security turns out
complicated. For example, data secured by HTTPs or IPSec
cannot be pre-encrypted, since it is stored in multiple nodes
and requested by multiple end users. Content-oriented security
separates the channel or end-point from security, thus, data is
encrypted once and can be stored/cached on any server and
transmitted to anywhere.

Access control is another important topics. Traditional
mechanism does not work here, since the producer does not
know the consumer’s IP. There are two strategies in nCDN: 1)
Name prefix announcement is limited in the legally accessible
area. This solution works for those contents with geographical
restriction. 2) Access control is implemented by key exchange,
and only authorized clients can fetch the key.

CDN interconnecting (CDNi) is a hot topic. It aims to
interconnect separately administered CDNs in support of the
end-to-end delivery of content from CSPs through multiple
CDNs and ultimately to end users. In the context of nCDN,
CDNi is translated to inter-domain routing. Core IP routing
protocols, BGP, can be used as-is to deploy in NDN [7] to
solve CDNi.

IV. EVALUATION

CDN is designed for scalability, reliability and perfor-
mance [5]. We evaluate these features with ndnSIM[13]. A
commercial CDN is a very large distributed system which
may consist of thousands of globally deployed servers that
run sophisticated algorithms to enable the delivery of highly
scalable distributed applications. We have tried our best to
make our simulation closest to the reality. But due to lack
of public CDN topology, we use Rocketfuel’s AT&T Point
of Presence topology [14], which contains 625 nodes, in-
cluding 221 backbone routers, 108 gateway routers and 296
leaf routers, and 2,101 links with bandwidth, OSPF metric,
transmission delay and queue capacity.

The dataset of CDN comes from a latest sigcomm
paper[15]. The dataset contains more than 100,000 objects,
whose request frequency distribution follows the zipf law,
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Fig. 3: QoS and Reliability

with parameters 0.99 in US, 0.92 in Europe and 1.04 in Asia,
respectively. We choose 100,000 objects and 0.99 as our zipf
parameter.

We randomly pick some gateway routers to serve as surro-
gates that can originally provide the data in our simulation.
All leaf routers serve as entry points.

nCDN is built with a coloring-based forwarding strategy[10]
and NDN routers try available ranked faces one by one.
Traditional CDN is built with a GSLB, which selects nearest
surrogate which can serve the request. If a request from
an entry point fails to get data back, GSLB will select an
alternative surrogate for the entry point in traditional CDN
scenario.

A. Reliability

In this scenario, we measure reliability by amount of
unsatisfied requests after node or link failure. Suppose that
node or link fail events are found and solved by CDN within
10 seconds. So we monitor the performance during the 10
seconds after failure. In the experiment, after 5 seconds of
warming up, we let a key node or link go down. Figure3a and
Figure 3b show the unsatisfied request number after failure.
As we can find from Figure 3a, traditional CDN line shows
instability and some extraordinary peaks (at 8.5th and 12th
second). nCDN line just waves at a low quantity. The link
failure shows almost the same trend. This result agrees to
our conclusion in Section III-C, nCDN tries different paths
hop-by-hop and saves the failure with its stateful data plane.

However, traditional CDN makes decisions by entry points
and selects a new surrogate after a round-trip-delay. All the
requests sent during the round-trip-delay get no contents back.
Thus, the unsatisfied requests will be gathered and form peak
points. During these times, all the requests distributed to the
node or link will be influenced.

B. QoS

We explore QoS by checking goodput, packet loss, latency
and jitter.

As shown in Figure 3c. nCDN does not lose packet until
Interest sending frequency reaches 140 per second. Further-
more, the number of lost packets is significantly less than
that of traditional CDN. Average latency of nCDN is lower
than that of traditional CDN, especially when the network
traffic is heavy as shown in Figure 3d. This is because NDN
adaptively forwards requests to the most suitable links and
surrogates dynamically. In Figure 3e, we measure the goodput
by number of satisfied requests. The goodput of nCDN is
always slightly higher than that of traditional CDN. However,
due to the identical limitation of link during the simulation,
the gap is not very significant.

The above three figures share a same feature: when the
network traffic is light, performances between nCDN and
traditional CDN are very close. However, when the network
traffic is heavy, nCDN performs better. This result shows that
nCDN can carry heavier load pressure. nCDN and traditional
CDN have the best forwarding choice when network traffic
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is light, since there is no congestion, nodes just pick the
shortest path. However, when congestion happens, traditional
CDN relies on entry points to adjust routing path, while nCDN
can detect the congestion in time and adjust forwarding path
accurately and dynamically.

Jitter is also an important factor of QoS, as we can find in
Figure 3f (here frequency of requests is 150 per second and
retransmission is enabled). 90% of the requests in our nCDN
scenario had latency less than 200ms, while the ratio decreases
to 80% in traditional CDN scenario. When we want to meet
96% of requests, in the nCDN scenario the latency to achieve
this is less than 400ms, while the latency is increased to 500
ms in traditional CDN scenario.

C. Scalability
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Fig. 4: Scalability: Bottleneck goodput of nCDN is greater
than traditional CDN under all different surrogates set

We measure scalability by bottleneck goodput, i.e., fre-
quency of consumer sending requests when the packet loss rate
reach a threshold (10 per second). For a given set of surrogates,
We increase the frequency of request by 10 every time until
the number of unsatisfied requests reaches the bottleneck.
We measure the bottleneck goodput under different sets of
surrogates.The result is shown in Figure 4.

For every specified set of surrogates, the bottleneck of
nCDN is higher than that of traditional CDN. The bottleneck
goodput is lower than linear growth with the number of
surrogates, this is due to the limitation of other resources,
such as link and queue capacity.

V. CONCLUSIONS

In this paper, we propose nCDN which embeds NDN to
deliver data in existing CDN. NDN’s delicate features greatly
improve CDN on large scale data delivery:

« Data delivery is no longer rely on mapping or request
routing. Name-based routing directs the requests to the
content source straightforward,;

« Stateful forwarding plane adapts to the network state in
real time, and saves packet loss caused by congestion,
node or link failure quickly;

o Multicast eliminates identical requests, while content
multihoming fully utilizes redundant resources.

o Content-oriented security and Inter-domain routing also
helps to improve security and solve CDN Interconnecting.

According to our simulation, nCDN provides better re-
liability, QoS, and scalability, compared to tradition CDN,
especially in dynamic network state. Furthermore, it also
can handle heavier load pressure than traditional CDN. In
summary, NDN’s advantage on large scale delivery is fully
manifested in CDN scenario.
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