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Abstract—In this paper, a framework for anomaly detection
and forensics in Big Data is introduced. The framework tackles
the Big Data 4 Vs: Variety, Veracity, Volume and Velocity. The
varied nature of the data sources is treated by transforming
the typically unstructured data into a highly dimensional and
structured data set. To overcome both the uncertainty (low ve-
racity) and high dimension introduced, a latent variable method,
in particular Principal Component Analysis (PCA), is applied.
PCA is well known to present outstanding capabilities to extract
information from highly dimensional data sets. However, PCA
is limited to low size, thought highly multivariate, data sets. To
handle this limitation, a kernel computation of PCA is employed.
This avoids computational problems due to the size (number
of observations) in the data sets and allows parallelism. Also,
hierarchical models are proposed if dimensionality is extreme.
Finally, to handle high velocity in analyzing time series data flows,
the Exponentially Weighted Moving Average (EWMA) approach
is employed. All these steps are discussed in the paper, and the
VAST 2012 mini challenge 2 is used for illustration.

I. INTRODUCTION

Network monitoring for security (NMS) shares a number of
features with other Big Data problems, the so-called 4 Vs [1]:

(i) Variety: Data are varied in nature. Different sources,
including unstructured and structured information, need to be
properly combined in order to make the most of the analysis.

(i1) Veracity: The search for valuable information in large
data sets is very much like the problem of finding the needle
in a haystack. Big Data present low signal to noise ratio, and
data mining techniques are needed to find patterns or trends of
practical use, which are more reliable than punctual measures.

(iii) Volume: The amount of data that needs to be handled si-
multaneously makes parallelism a must. Exabytes, zettabytes,
and even higher amounts of data are described in Big Data
applications.

(iv) Velocity: In Big Data problems, a high rate of sampling
is common. This further complicates the analysis and makes
parallelism even more necessary.

Big Data treatment in NMS is gaining in importance for
the R&D community (operators, service providers and sys-
tem administrators in general). In NMS, typical data sources
are network traffic (compressed or not), a variety of logs—
Firewalls, Intrusion Detection Systems (IDSs), Operative Sys-
tems, Applications—which range from structured to unstruc-
tured data, Netflow data, statistics from management protocols,
etc. The different sources of data need to be properly correlated
in order to detect and correctly interpret anomalous events.
This is further complicated by the volume and velocity of
data: a simple network link at 1Gbps can generate more than
a Terabyte of data in a daytime and a Petabyte in a year.

978-1-4799-3088-3/14/$31.00 ©2014 |[EEE

This paper discusses the extension of state-of-the-art tech-
niques for anomaly detection and data visualization to Big
Data. The proposed framework is tested in the VAST 2012
2nd mini challenge [2]. The rest of the paper is organized
as follows. In Section II, the proposed system is introduced.
Section III describes the VAST 2012 2nd mini challenge. The
data of the challenge will be used throughout the paper for
illustration purposes and without loss of generality, since the
approach is broadly applicable. The following three sections
are devoted to deal with the 4 Vs: Variety (Section IV),
Veracity (Section V), Volume and Velocity (Section VI). In
each of them, original contributions are highlighted and related
works described. Also, the specific solutions to address the
different Vs are illustrated using the data of the challenge.
Finally, Section VII summarizes the conclusions of the work.

II. SYSTEM DESCRIPTION

A diagram of the proposed anomaly detection system for
NMS is depicted in Figure 1. The input to the system is a
number of heterogeneous data sources, like network traffic,
IDS and firewall logs, etc. Firstly, incoming data are prepro-
cessed in two steps. In the first step, a number of features
are computed from the data stream of each source. Also,
the features corresponding to different sources are combined.
This is what we call the parameterization step. Then, the
new features are used to update a set of intermediate data
structures which represent the current state of the network. The
updating strategy follows an Exponentially Weighted Moving
Average (EWMA) approach. The intermediate data structures
are passed to the Analysis & Visualization system. There,
they are used to compute a Principal Component Analysis
(PCA) model. From the PCA model, a number of visualization
techniques (MEDA, Time lines and oMEDA) are computed
in order to detect and interpret anomalies and to unveil the
common trends in the data. Since PCA is the core of the
proposal, next section is devoted to introduce this technique.

A. Principal Component Analysis

PCA is applied to two-way data sets, where M variables or
features are measured/computed for [V observations or objects.
The aim of PCA is to find the subspace of maximum variance
in the M-dimensional feature space. The original features
are linearly transformed into the Principal Components (PCs).
These are obtained from the eigenvectors of XX := X7 . X,
typically for mean centered X. PCA follows the expression:

X =T, PYy+Ey4, (1)
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Fig. 1. Analysis strategy including tools and methodologies involved.

where T 4 is the N x A score matrix, P 4 is the M x A loading
matrix and E 4 is the N x M matrix of residuals.

PCA can handle very large dimensional data sets. For
instance, PCA is a common analysis tool in genomic data [3],
which can have up to a million of features. This capability
is of utmost importance for NMS because a high number of
features from multiple and variate data sources can be taken
into account at the same time. Also, common and anomalous
patterns can be interpreted from the joined contribution of
the features involved. The more features in the model, the
more information about these patterns can be extracted. In
comparison, other network analysis tools are typically limited
to univariate or low dimensional time series signals [4].

III. CASE STUDY

The VAST 2012 2nd mini challenge [2] presents a corporate
network where security incidents occur during two days. In
particular, some staff members report unwanted messages and
a non-legitime anti-virus program appearing on their monitors.
Also, their systems seem to be running more slowly than
normal. In summary, a forensics operation is required to
discover the most relevant security events and their root causes.

The network infrastructure for the challenge is shown in
Figure 1 of the supplemental material at [5]. Around 4,000
workstations and approximately 1,000 servers operate 24 hours
a day. The data provided with the VAST 2012 mini challenge
2 consist of Cisco ASA firewall logs including a total of
23,711,341 data records, and IDS logs including 35,948 data
records. The data set details are available at [6], from which
the high complexity of the problem should be concluded.

IV. ADDRESSING VARIETY

Variety in the information coming from heterogeneous data
sources is addressed here by measuring/computing a high
number of features from the incoming data. Although parame-
terization is a well-known issue in the literature, our approach
presents some specific points worth to be mentioned. On the
one hand, the parameterization has to take into account the
analysis method employed, PCA. On the other hand, the nature
of the data should also be considered, and therefore some level
of problem-specific expertise is required. To the best of our

knowledge, this is the first time that feature definition for PCA
and NMS is discussed from a general perspective.

PCA is based on (co)variance, which is a quantitative
measure. Therefore, quantitative features should be defined
for the analysis. Another relevant issue is that PCA anomaly
detection is based on the identification of very high or very low
values in the features and combinations of them. The features
should be selected taking this into account as well.

In NMS systems, most of the information comes in the
form of logs. Unfortunately, almost each vendor defines its
own log format. The key for the selection of features in NMS
systems is to identify means of translating log information
into quantitative features. We propose the feature-as-a-counter
approach, so that features are basically counters for the number
of associated events. Each feature is defined as the number
of times a given event takes place, according to the logs
information, during a time window w. This is a very general
definition which we have found to be capable of representing
most of the types of information of interest in NMS. The
window size w may be defined so that scarce measurement
matrices are avoided, that is, it should be big enough so that
a given event takes places more than once in most intervals.
Also, by properly selecting w, the combination of different
and variate sources may be simple (for different w values in
different sources) or even straightforward (for the same w).

A. VAST 2012

Data from the firewall and IDS logs in the VAST 2012
mini challenge 2 have been parsed into M -dimensional vectors
representing time intervals of one minute, as the resolution of
the IDS entries prevent us from using shorter intervals. A total
of 2,350 observations, each one with the information for one
minute, are obtained. Notice that the parameterization is also
a means to reduce the volume of data. In this case, a very
large data set is parsed into a reduced number of observations.
Although this may not be considered to be a Big Data set, it
will work for illustration purposes in the present paper.

For every sampling period of one minute, we have defined a
set of 112 features that represent the information from the two
data sources: 69 features for the firewall log and 43 for the IDS
log. By using the same sampling period, both data sources are
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seamlessly combined by appending the data matrices. Every
feature is labelled as: source_typelabel, where source
indicates if the feature is coming from the firewall (fw) or from
the IDS (ids) logs, type indicates the type of the variable
(e.g., ip stands for a range of IP addresses and p for port)
and label gives some specific information. For example, the
variable ids_pdns collects the number of IDS logs related
to incidents where the DNS port is present.

V. ADDRESSING VERACITY

Latent variable models such as PCA have two features
which make them especially suited for addressing uncertain
data: they can handle highly dimensional data sets, which
improves the confidence on the analysis findings, and they
can identify and patterns within the data. PCA has been mainly
applied to anomaly detection, e.g., [7]. However, another main
application of this technique is data visualization. PCA is
suited to visualize a wide variety of data sources. On the
contrary, most visual techniques used in NMS are specific to
the type of data, like NetFlow data [8] or traffic data [9].

In this section, we combine the most extended charts
for PCA-based anomaly detection, the Hotelling T? and the
Q-statistic [10], with some recently proposed visualization
techniques, namely MEDA [11] and oMEDA [12]. We will
show that this combination is extremely powerful to detect
and interpret anomalies and worth to be extended to Big Data
scenarios. This is the first time that this combination of tools
is proposed in the scientific literature.

MEDA plots are color maps of size M x M, for M the
number of features, where dark colors identify strong positive
(red) or negative (blue) relationships among features (see
Figure 2). To improve the visualization of MEDA, in this work
we propose the use of the seriation method in [13], where the
features are reordered in the plot according to a similarity
criterion. Thus, groups of features can be easily identified and
close groups of features present some degree of relationship.

MEDA does not present any temporal information. Two
very useful plots with temporal information are the time lines
commonly employed in on-line industrial process monitoring
[10]: the leverage or Hotelling T2 plot and the residuals or Q-
statistic plot (see Figure 3). In the network security context,
the relevant events can be easily identified from these time
line plots as those points that present either a high leverage or
a high Q-statistic, or both.

A main step in the forensics part of the system is to connect
the anomalous events with the related features. In this paper,
the oMEDA plots are used for that purpose. An oMEDA plot is
a bar plot of the features where very high or very low values
detect the most relevant features of a group of observations
(e.g., an interval of consecutive outliers) in comparison with
any reference (e.g., the rest of the data).

A. VAST 2012

After the data preprocessing described in Section IV.A for
the VAST data, a matrix of 2,350 time ordered observations
on 112 features is obtained. From these features, 17 did not

# Int. Relevant features

7 23-26 | ids_ipfwhq ids_prio2 ids_leak ids_lvnc

9 41-44 | ids_ldns ids_privacy ids_pdns ids_priol

10 | 45-51 | ids_pnstd ids_ipws ids_ipdc  ids_psmb
ids_command ids_lInetbios ids_prio3

15 | 78-80 | ids_misc ids_ipweb ids_lirc

16 | 82-83 | fw_opempty fw_empty

TABLE T
SELECTED GROUPS OF RELEVANT FEATURES IN THE SECOND VAST 2012
MINI CHALLENGE DATASET ACCORDING TO MEDA.
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Fig. 2. MEDA plot for the dataset of the second VAST 2012 Mini Challenge.

show any variation around its average and were discarded
from the analysis. The dimension of the remaining data set
is 2,350 x 95. It is necessary to select the number of PCs to
be considered. In the present example, 6 PCs captured almost
60% of the total variance. This illustrates that although the data
set is highly dimensional, a few components can considerably
simplify its interpretation.

A first visualization of the data can be obtained from
the MEDA graph in Figure 2, where the correlation among
the features is shown. As already commented, the features
are seriated so that groups of related features can be easily
identified. The groups found with MEDA are listed in Table
IT of the supplemental material at [5]. A selected number of
groups is presented in Table I for the subsequent discussion.
Each entry in the table has three columns: a group ID number,
the interval of features in the MEDA plot belonging to the
group and the labels of the features. The network manager
should carefully inspect the complete table to understand the
general trends in the data, which provide information about the
state of the network. Since data sources only include security
logs and not normal events (such as common traffic logs), the
information will be mainly related to security events.

Let us focus on some specific groups in Table I in order
to illustrate how the output of MEDA can be interpreted. The
inspection of Groups 7 and 9 may alert the network manager.
Group 7 represent IDS logs of medium priority (ids_prio?2)
reporting attempts of information leak (ids_leak) to the
network firewall (ids_ipfwhq) using the VNC protocol
(ids_lvnc). Group 9 represent IDS logs of high priority
(ids_priol) reporting potential corporate privacy viola-
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Fig. 4. oMEDA plots for interval {1, 11, 13, 15}.

tion (1ds_privacy) in the DNS service (ids_pdns and
ids_1ldns). These groups may lead to the conclusion that
attacks against the firewall and DNS server are potentially
taking place. Group 15 shows logs of miscellaneous activity
(ids_misc) between external websites (ids_ipweb) and
internal nodes using IRC channels (ids_irc). Combining
this information with that provided by the users of the network
(see Section III), a command and control (C&C) activity
may be suspected. MEDA may also show false alarms in
IDS logs due to normal traffic. For instance, Group 10
captures the communication between internal workstations
(ids_ipws) with client ports (ids_pntsd) to the Do-
main Control server (ids_ipdc) using Microsoft domains
(ids_psmb). The group includes potential low level priority

logs (1ds_prio3) which may be caused by misconfiguration
of the IDS (ids_command). Alternatively, the logs may be
pointing out an attempt of denial of service attack or buffer
overflow attack, which will give way to execute arbitrary code
via a crafted SMB packet. To obtain more details, the network
manager should inspect the actual IDS logs and also the logs of
the Domain Control server. MEDA does not provide the infor-
mation of which IDS logs to look at, and other visualization
tools should be employed for that, as discussed afterwards.
Finally, Group 16 shows that there is a certain amount of
incomplete logs (ids_opempty and ids_empty). Again,
logs should be accessed for more information. As we can see,
the more the features considered in the analysis, the clearer the
interpretation of the results. Therefore, over-parametrization is
considered to be a useful approach.

The next step is to identify the anomalies in the period of
study with the time lines in Figure 3. The anomalies can be
detected as the highest bars in the plots. Relevant anomalies
are listed in Table III of the supplemental material at [5].

Once a number of anomalies have been found, the analyst
needs to investigate the associated causes. For this, oMEDA
plots are very useful. Figure 4 illustrates one example of
oMEDA plot associated to anomalies {1, 11, 13, 15}. This
plot identifies the features that make this group of anomalies
present such a high value in Figure 3(b). The oMEDA plot in
Figure 4 highlights two consecutive features with very large
values: fw_iplog (54) and fw_psyslog (55). With this
information, the analyst may conclude that the anomalies are
related to the syslog port in the log server. Using oMEDA, the
features associated to the anomalies are included in Table III
of the supplemental material at [5].

For illustration purposes, we will analyze the results of
oMEDA for the highest intervals found in Figure 3. In-
tervals 374 (2012-04-06; 00:04), 375 (2012-04-06; 00:05)
and 394 (2012-04-06; 00:24) report non-legitimate requests
to the network firewall (ids_ipfwhqg) of several ser-
vices: telnet (fw_ptelnet), SSH (ids_pssh), SNMP
(ids_psnmp), IMAP (ids_1limap), POP3 (ids_lpop3)
and VNC (ids_1lvnc). These motivate the apparition of IDS
logs of medium priority (ids_prio2) reporting attempts of
information leak (ids_leak). These anomalies are related to
the aforementioned Group 7 in Table I, and seem to be related
to malicious behaviors aimed at gaining access or privileges to
the system. Interval 1418 (2012-04-06; 17:28) is related to the
aforementioned Group 9, reporting attacks to the DNS service.
The analysis of the IDS logs of that interval, performed to
gain more detail on the problem, reveals that 254 entries
refer to DNS update attempts from different workstations
(IPs 172.23.X.Y) to the DNS server (IP 172.23.0.10). This
constitutes a well-known DNS poisoning attack, from which
more severe and generalized attacks. Intervals 1434 and 1435
(2012-04-06; 17:43-17:44) are related to incomplete logs.
Thanks to the time line plots, we have a specific location of
these logs. Inspecting them, it was found that the information
in the text logs and parsed logs in the csv files supplied by the
organizers of the challenge were not coherent. Therefore, the
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system is signaling a parsing error, which is evidenced from
the number of empty logs. This was a relevant lesson learned
from the case study: the inclusion of features which may point
out to potential parsing errors may be very useful to avoid
incorrect conclusions. This parsing error has not been reported
elsewhere to the best of our knowledge. Finally, Interval 1480
(2012-04-06; 18:30) is related to two features: fw_syswarn,
and fw_pftp. The combination of both features leads to
identify FTP access attempts that generate warnings in the
firewall. This FTP behavior is typical of infected bots which
are trying to download C&C (command&control) messages
from botnet handlers, which may be located in the websites.

As it has been illustrated, the information obtained from the
proposed system is of special value for the network manager
in order to derive hypothesis about the events taking place
in the network and their associated causes. Once hypothetical
causes are determined, the analyst may confirm the findings
in selective anomalies by inspecting the information in the
original logs pointed out by the system.

VI. ADDRESSING VELOCITY AND VOLUME

Addressing volume and velocity in Big Data are two similar
problems whose goal is essentially the same: how to deal with
large amounts of data. The proposed solution is based on the
iterative computation of intermediate parameters, from which
models and visualization techniques can be obtained. Using
this approach, only the intermediate parameters need to be
maintained in memory instead of the whole set of observations.
Also, this is the most suitable approach for continuous model
update and parallelization.

Traditional algorithms for PCA take the whole calibration
data set X, with N observations, as input. Due to limited com-
puter resources, in particular computer memory, this approach
is unfeasible when N grows beyond a certain number, as it is
the case for Big Data sets. For a large number of observations,
the loading vectors of PCA, P4, can be identified using the
eigendecomposition (ED) of the cross-product matrix XX.

In order to account for the non-stationarity in the data,
an EWMA approach [14] is introduced. For a new batch of
observations of the variables at time interval ¢, X(t), with B(t)
observations, the EWMA update of XX follows:

XX =X XXy + Xy - X, )

where X(t) stands for the preprocessed (mean centered and
scaled) version of X, and A is a forgetting factor which
takes values from O to 1. Preprocessing parameters are also
updated following the EWMA approach [14]. The value of A
depends on the data dynamics and may be set to consider a
given number N of past intervals in the model, taking into
account that for B(;y = B constant in time N, converges to
B/(1—)). Also, a variable A [14] may prevent from loosing
relevant information in the model.

Eq. (2) is coherent with the computational efficient def-
inition of the singular value decomposition (SVD) in [15],
which firstly obtains matrix XX and then performs the ED.

Anomaly Proposed | [18] | [19] | [20]
Attacks to the DNS/DC X
Firewall access attempts X X X
FTP attempts to outer nodes X X
Background IRC activity X X X
Parsing errors X

TABLE IT

FINDINGS IN THE PROPOSED APPROACH AND PREVIOUS ANALYSIS.

The SVD is one of the main algorithms to compute PCA.
The complexity of computing XX is O(NM?), and the
SVD computation O(M?). In Big Data we have M << N.
As commented, the computation of XX from X would be
unfeasible since X cannot be stored in memory. In any case,
this computation would be O(NM?) for a huge N. On the
contrary, the complexity of the EWMA update in eq. (2) is
O(B()M?). For practical reasons, B(;) << N.

Reference [16] introduces the iterative computation of
MEDA from the cross-product matrix XX and oMEDA for
weighted sum of elements. For more detail, please refer to the
cited references. On the other hand, time lines are computed
following the same procedure in an iterative setup and in the
normal case, since they are directly computed from incoming
data as they arrive to the system.

Finally, for sufficiently large data flows in terms of velocity
and/or volume, parallelization is a must. Data should be
processed in independent units and then put together. Two
forms of parallelization are possible: in the observations di-
mension and in the variables dimension. Parallelization of the
observations is straightforward given the iterative computation
described. Parallelization in the variables can be achieved with
Hierarchical PCA [17]. We propose the following application
of Hierarchical PCA to this problem: one PCA model is
computed and maintained in each data source unit (e.g., the
firewall, the IDS, etc.) and only scores are sent to a central unit
to study inter-source correlation with a high level PCA. This
reduces the amount of data to be passed among processing
units. The modification of the proposed system incorporating
parallelization in the variables is depicted in Figure 2 of the
supplemental material at [5].

A. VAST 2012

We derive an experiment to illustrate parallelization in the
variables. A hierarchical model is built as follows: a PCA
model is obtained from the variables corresponding to the
firewall and a PCA model from the IDS. The scores of each
model are joined in the top level PCA model. Combining the
residuals of the two low level models and the top level model,
we obtain the residual time line of Figure 5(a). Although not
exactly identical, the plot signals the same anomalies as Figure
3(b). The leverage time line (not shown) is obtained from the
top level alone. MEDA and oMEDA plots can also be obtained
for each of the models.

VII. DISCUSSION AND COMPARISON

This section is devoted to summarize the findings of the
system proposed in the VAST challenge. We also compare our
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proposal to the three award-winning submissions to the VAST
2012 Challenge [18], [19], [20]. The main findings reported
in the paper are summarized in Table II. These identify a
“erowing botnet infection” in the network, as reported by
the organizers [2]. Table II includes which of these findings
are also reported in the award-winning papers, showing the
superiority of the proposed system.

It should be noted that one of the findings reported, the
background IRC activity, was detected by MEDA, while
the rest were clearly found in both MEDA and the time
lines/oMEDA. Also, the times lines provide the specific lo-
cation in time of the anomalous events, which is necessary to
identify the logs that should be inspected to gain more detailed
information on the problem. Therefore, the combination of
tools proposed has proven to be of great value for anomaly
detection and forensics. While the application of the time lines
is extended in the literature, their combination with MEDA
and oMEDA has been used here for the first time. This
combination is of especial interest when analyzing an already
infected network, since common trends pointed out in MEDA
give an insight into the problem.

VIII. CONCLUSIONS

We have presented an anomaly detection and forensics
system to detect and interpret anomalous events in a network
environment generating Big Data. Three main advantages are
obtained. First, we can deal with different and heterogeneous
sources of information in a straightforward manner, what
makes it suitable for security monitoring environments. Sec-
ond, it is possible to deal with a huge amount of different
features to describe the information. Indeed, as the number
of features increases, the semantic information provided by
our tool is more complete. Third, the number of events to be
analyzed is dramatically reduced in Big Data scenarios.

The VAST 2012 mini challenge 2 dataset has been used as
an experimental framework to validate our approach. The re-
sults obtained are consistent and coherent with the information
provided by the challenge organizers, and they outperform the
results of the three award-winning proposals in the challenge.
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