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Abstract—Network operators desire to obtain accurate eval-
uations of the traffic matrices of their networks because they
are critical inputs to many network functions such as traffic
engineering, capacity provisioning and anomaly detection. Un-
der the current Internet architecture, however, it is extremely
challenging to precisely measure the traffic between an ingress
and egress node pair. In this paper, we argue that a future
Internet should make it easy for network operators to be aware
of the accurate traffic matrices of their networks in an efficient
and timely manner. In particular, we present the requirements
for TM estimation and the corresponding implications on the
future Internet architecture. Based on these implications, we
then present a future Internet architecture that makes it easy
to accurately, efficiently, and timely estimate traffic matrices. We
also present numerical results to demonstrate the performance
of the architecture in estimating traffic matrices.

Keywords—future Internet architecture, Traffic matrix estima-
tion, efficiency.

I. INTRODUCTION

A traffic matrix (TM) describes the traffic volume (pack-
ets/bytes) between an ingress and egress (IE) node pair in a
network. Network operators desire to obtain accurate evalu-
ations of the traffic matrices of their networks because they
are critical inputs to many aspects of network functions such
as traffic engineering, capacity provisioning, and anomaly
detection. For example, traffic engineering generally uses
the traffic matrix between an IE node pair as input and
assigns traffic load among different network paths. Similarly,
a sudden increase of traffic volume between an IE node pair
may imply a traffic anomaly caused by a denial of service
attack.

Under the current Internet architecture, however, it is
extremely challenging to accurately, efficiently, and timely
measure the TM between IE node pairs. First, the TM in
many networks is not directly observable. Instead, it can only
be estimated through link load measurements [1]. Second, the
collected large amount of per flow/packet information has to
be transported to a centralized location for TM estimation
[2]. Third, the TM estimation has to be done at very high
speed since an Internet service provider (ISP) may forward
data packets at a speed of over one Terabits per second

(Tbps). While the community has proposed a plethora of
methods (e.g., [1-3] and references therein), they “either do
not achieve high level of accuracies, have high operational
costs, or are inflexible because their accuracies depend on
the unknown traffic volumes”[2]. In addition, the current
Internet faces other serious issues (such as poor security and
scalability) that cannot be remedied by incremental changes.
Therefore, there are increasing efforts [4-7] in developing
“clean-slate” redesigns of the Internet architecture, aiming
at rectifying one or more of these problems through non-
incremental changes.

In this paper, we argue that a future Internet should make
it easy for network operators to be aware of the accurate
traffic matrices of their networks in an efficient and timely
manner. In particular, we present the requirements for TM
estimation and the corresponding implications on the future
Internet architecture. Based on these implications, we then
present a future Internet architecture that makes it easy to
accurately, efficiently, and timely estimate traffic matrices.
We also present numerical results to demonstrate the perfor-
mance of the architecture in estimating traffic matrices.

The rest of the paper is organized as follows. In Section
II, we analyze the requirements for TM estimation and their
architectural implications. In Section III, we then present a
future Internet architecture that makes it easy to accurately,
efficiently, and timely estimate traffic matrices. In Section
IV, we describe how to estimate traffic matrices of a network
under the proposed Internet architecture. In Section V, we
present numerical results to demonstrate the performance
of the proposed Internet architecture in estimating traffic
matrices. Finally, we conclude the paper in Section VI.

II. REQUIREMENTS AND THEIR IMPLICATIONS

We first present the requirements for TM estimation,
which is followed by a description of their implications on
the future Internet architecture.

A. Requirements for TM Estimation

We desire that the traffic matrices of a network could be
estimated accurately, timely, and efficiently.
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Fig. 1. An example for traffic matrices.

1) Accurately: The emergence of novel technologies such
as OpenFlow [8] makes it possible to efficiently use network
resources (e.g., bandwidth). This in turn requires that the
estimated traffic matrices are accurate since if otherwise,
the controller may make wrong decisions when computing
paths for flows. Consider the network shown in Fig. 1 as an
example, where we assume that each link of the network has
a bandwidth of 10 megabytes per second. We also assume
that the real traffic matrices are shown in Fig. 1 (a) and the
estimated traffic matrices are shown in Fig. 1 (b). In this
example, if a flow with node A being the ingress point and
node D being the egress point arrives at the network and has
a bandwidth requirement of 0.8 megabyte per second, the
controller can use either the path A-C-D or the path A-B-D
to carry the flow if it knows the real traffic matrices of the
network. However, if the controller only knows the estimated
but inaccurate traffic matrices, it has to reject the flow since
no path has enough bandwidth to carry the flow.

2) Timely: Network managers can make the best use of
network resources based on its state-of-the-art network status
only when the traffic matrices are estimated in real time. In
the above example, if the controller of the network knows the
accurate traffic matrices of time t at time t ′(≥ t), it cannot
compute paths for flows based on the accurate network status
during the period (t, t ′). Accordingly, it cannot efficiently use
network resources.

3) Efficiently: As stated in Section I, many approaches
for estimating traffic matrices relies on a centralized location
for correlation. To timely estimate the traffic matrices of a
network, however, it requires that the centralized location has
very strong computation capability in order to complete the
correlation since the average traffic rate of a network may be
very high. For example, the average traffic rate of a Tier-1
Internet service provider (ISP) has reached about two Tbps
in 2009 [9]. Therefore, it is desirable that the traffic matrices
of a network could be efficiently estimated.

B. Architectural Implications

We now analyze the architectural implications of the
above requirements for TM estimation. First, the requirement
for accurate estimation requires that every byte/packet should
be accounted. Nowadays, routers in the network record the
number of bytes/packets of flows passing through them and

then send the flow information to a centralized location for
correlation. However, since some packets may be dropped
by some routers along the path from the ingress node to
the egress node, the flow information observed at the ingress
node and that observed at the egress node may be different.
While most approaches use the flow information observed at
the egress node for TM estimation, we argue that it is better
to use the flow information observed at the ingress node since
the role of the network is to forward packets from the ingress
node to the egress node with an attempt at dropping as few
packets as possible.

Second, the requirements for timely and efficient estima-
tion entail that we should not rely on the correlation of a
centralized location because 1) it spends time to send flow
information to the centralized location; and 2) correlation is
itself time-consuming and inefficient when the traffic rate is
high and the network size is large. This implies that the traffic
matrices of a network should be estimated in a distributed
manner, with each node estimates the traffic matrices from
the node to the rest nodes of the network.

These arguments require that a future Internet should
make it possible for each ingress node to estimate the traffic
matrices from the ingress node to the rest nodes of the
network when the ingress node forwards packets to the rest
nodes of the network. This implies that the future Internet
architecture should makes it possible for the ingress node of a
packet to know the egress node of the packet when the ingress
node receives the packet. By contrast, routers in the current
Internet maintain a routing/forwarding table that stores the
next hops of IP-prefixes and a router cannot know the egress
router of a packet when it receives the packet.

III. A POSSIBLE FUTURE INTERNET ARCHITECTURE

We will now present a possible future Internet architecture
that makes it easy to accurately, efficiently, and timely esti-
mate traffic matrices. The architecture was proposed in [10]
and called CoLoR because it couples service location and
inter-domain routing while decoupling them from forwarding.
Our preliminary results show that CoLoR is promising as it
satisfies many requirements of the future Internet including
being information-centric, encouraging innovation, and pro-
viding efficient support for mobility, multicast, multi-homing,
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Fig. 2. Illustration for CoLoR.

and middleboxes [10]. For completeness, we briefly outline
CoLoR and refer interested readers to [10] for more details.

As the current Internet, CoLoR assumes that a future
Internet is still organized around domains, each of which
has a logical resource manager (RM). For brevity, the RM
associated with a domain X is denoted by RMX . Domains
have domain-level provider/customer/peer relationships. In
addition, RMX is the provider/customer/peer of RMY if do-
main X is the provider/customer/peer of domain Y in terms of
domain-level relationships. CoLoR also assumes that nodes
in a domain know how to reach the RM in the same domain.

Domains are free to choose their routing architectures and
intra-domain routing mechanisms. For example, domain D1
in Fig. 2 may use IPv4 for intra-domain routing but domain
D3 may use IPv6 for intra-domain routing. By contrast, inter-
domain routing is based on (virtual) paths, each of which
is denoted by a path identifier (PID). In particular, two
neighbor domains would negotiate a set of paths that span
the two domains. For example, domains D5 and D6 in Fig.
2 negotiate three paths P1, P2, and P3, as indicated by the
bold dashed lines in Fig. 2. In addition, the paths negotiated
by two domains are not advertised to other domains but are
only known by the two domains. Furthermore, for a path
that begins at a domain, the RM and routers in the domain
maintains the path’s end point located at the domain and the
domain identifier at which the other end point locates. For
example, the inter-domain routing table of R6 is shown at the
upper left corner in Fig. 2. Accordingly, the ingress node of
a packet can know the egress node of the packet by querying
the inter-domain routing table if the packet carries correct
PIDs.
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Fig. 3. Illustration for packet forwarding in CoLoR.

For this purpose, CoLoR couples inter-domain routing
with service location. In particular, CoLoR names services
with persistent service identifiers (SIDs) and stores the reach-
ability information of SIDs at RMs. Specifically, a node
holding a copy of a service registers the service’s SID to
the RM in the same domain, if it is authorized to do so.
Depending on the local policy, the RM may also register the
service to its parent/peer RMs. Fig. 2 illustrates the register
process. When RM3 receives the register message for the SID
from RM1, it stores an entry for the SID into its registration
table. In addition, it also sends a register message to its parent
RM (i.e., RM6). When RM6 receives the register message, it
then stores an entry for the SID in its registration table. When
RM3 receives a register message for the SID from RM2, it
finds that there is an entry for the SID but the register message
comes from RM2 instead of RM1. Thus it adds an entry for
the SID into its registration table. Note that now RM3 does
not send a register message to RM6, since it has registered
the SID before.

When a client wants to obtain a service represented by
an SID, it sends out a GET message to its local RM. The
GET message should contain the SID and the client’s node
identifier (NID). If the RM cannot find an entry for the SID, it
firstly chooses a parent RM based on its local policy and then
chooses a path destined to the corresponding parent domain.
The RM then appends the PID of the chosen path onto the
GET message and sends it to the chosen parent RM. If the
RM finds at least one entry for the SID, it chooses an entry
based on its local policy (e.g., traffic engineering). If the node
contained in the entry is in the same domain with the RM,
the RM directly forwards the GET message to the node by
using the routing mechanism in that domain. If the node is in
another domain, the RM chooses a path towards that domain,
based on its local policy. Afterwards, the RM appends the
PID of the chosen path onto the GET message and forwards
the GET message to the node. This way, the GET message
will be forwarded to the node holding the desired service.
The steps (i) - (iv) in Fig. 2 illustrate how a GET message
is forwarded to a node hosting a desired service.

When the node holding the desired service receives the
GET message, it encapsulates the inter-domain paths into
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headers of data packets for the service. Packets for the service
will be forwarded domain-by-domain, until they arrive at the
client. Within every domain, packets are forwarded by using
the local approach chosen by the domain. On the other hand,
when passing through two domains, they are forwarded by
using PIDs carried in the packet header. Fig. 3 illustrates how
data packets are forwarded in CoLoR, assuming that domains
D1 and D3 in Fig. 2 use IP and MPLS for local routing,
respectively. When node A receives the GET message, it
firstly encapsulates the data with a header that contains SID1,
the client’s NID (i.e., C), and the PIDs. Since domain D1 uses
IP for local routing, node A then encapsulates the packet with
an outer IP header whose source and destination addresses
are IP2 and IP1, respectively, as illustrated by (a) in Fig. 3.
The packet will be forwarded to node R1 by IP routing. R1
then strips out the outer IP header and sends the packet to
path P6, as illustrated by (b) in Fig. 3. When node R2 receives
the packet, it stripes out the PID P6 and finds that it should
forward the packet to path P5. As a result, it queries its inter-
domain routing table and knows that the egress node of the
packet is node R2. After that, it encapsulates the packet with
an outer MPLS header that contains the LSP between node
R2 and node R5 (i.e., LSP1), since domain D3 uses MPLS
for local routing, as illustrated by (c) in Fig. 3. When R5
receives the packet, it strips out the MPLS header and sends
the packet to path P5, as illustrated by (d) in Fig. 3. This
way, the packet will ultimately be sent to the domain that the
destination locates (i.e., domain D4 in Fig. 2). Domain D4
then uses the node identifier carried in the packet header to
forward the packet to node C.

IV. TRAFFIC MATRIX ESTIMATION IN COLOR

We now show how CoLoR makes it easy to accurately,
efficiently, and timely estimate traffic matrices. Recall that
in CoLoR, each node in a domain maintains a routing table
that records for every PID in the domain, the neighboring
domain that the domain connects through the PID, and the
border router that the PID originates at the domain. Thus
when a router in a domain receives a packet, it knows either
a PID if the packet is destined to another domain, or an NID
if the destination node is in the same domain. In the former
case, the router knows the egress border router of the packet
by querying its routing table during the packet forwarding
process. In the latter case, the router knows the NID of the
destination. Accordingly, to obtain the traffic matrix from the
router to any other node in the network, the router only needs
to count these packets (or the packet sizes) that contain the
PID (or NID).

In the example network shown in Fig. 2, when the border
router R5 in domain D3 receives packets destined to domain
D1, it can find the PID P6 in these packets. To estimate
the number of packets from R5 to R2 during a period, R5
simply sums the number of packets that contain the PID P6
during that period when it forwards these packets. Similarly,
to estimate the number of bytes from R5 to R2, R5 only sums
the number of bytes of packets containing the PID P6 when it

forwards these packets. This way, R5 accurately estimates the
traffic matrix from R5 to R2, without any prior knowledge or
assumption. Similarly, R5 is able to accurately estimate the
traffic matrix from R5 to R4.

To accurately estimate the traffic matrices in a network,
the RM in the network simply informs every router in the
network to estimate the traffic matrices from the router to the
rest routers during a given period. When the routers complete
the estimation, they report the estimated traffic matrices to the
RM. Accordingly, the RM knows the traffic matrices in the
whole network.

The TM estimation in CoLoR has at least three benefits
over that in the current Internet. First, the traffic matrices in
a network are efficiently estimated by the routers in parallel.
This is in sharp contrast to the TM estimation in the current
Internet, where the collected large amount of per flow/packet
information has to be shipped to a centralized location for
correlation [2].

Second, the traffic matrices can be timely estimated in
CoLoR, since a router is able to estimate the traffic matrix at
line speed when it forwards data packets. By contrast, it is
difficult to timely estimate traffic matrices at very high speed
in the current Internet [1].

Third, CoLoR makes it easy to accurately estimate traffic
matrices without making any assumption, because routers
estimate traffic matrices when they forward data packets and
every byte/packet is counted. By contrast, many approaches
proposed for estimation traffic matrices in the current In-
ternet are inflexible because their accuracies depend on the
unknown traffic volumes [2].

We note that, for a given router, the estimation of traffic
matrices from the router to other routers only slightly increase
its workload, since routers in the current Internet also count
the number of packets/bytes they forwarded. While a router
needs to maintain an entry for every PID, the number of PIDs
in a network is very limited. For example, as of October
14, 2013, the largest autonomous system (AS) in terms of
AS degrees has a degree of 4,131 [11]. If an AS has two
PIDs with each of its neighbor ASes, the maximal number
of PIDs that an AS has is less than 10,000. To estimate
the traffic matrix from an ingress router to an egress router
(corresponding to a PID), an ingress router maintains an entry
that contains three fields: the PID, the number of packets and
the number of bytes to the PID. Assuming that each of the
three fields has a length of 32 bits, an entry requires 96 bits
memory space. Thus an ingress router needs at most 120,000
(= 10,000*96/8) bytes memory space, which is fairly small
when compared with the memory size of commodity routers.

V. PERFORMANCE EVALUATION

We will now present numerical results to show the perfor-
mance of CoLoR in estimating traffic matrices. In particular,
we compare the traffic matrix estimation in CoLoR with
that in OpenFlow because, when compared with the current
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Fig. 4. The real and estimated traffic matrix in the first scenario.

Internet, OpenFlow makes it easier to accurately estimate the
traffic matrices of a network [8]. Specifically, we use the
OpenTM approach proposed in [12] to estimate the traffic
matrices in OpenFlow.

In OpenTM, the controller of a network records all
active flows in the network. For each flow, the controller
computes the flow path based on the routing information,
and periodically polls flow byte and packet-count counters
from switches along the flow path. By subtracting the flow
byte (or packets) of two subsequent polls, the controller then
knows the number of bytes/packets of the flow during the past
period (e.g., five seconds). To estimate the traffic matrix from
an ingress switch to an egress switch, the controller simply
sums up all flows originated from the same ingress switch to
the same egress switch. By computing the traffic matrix of
every ingress and egress switch pair, the controller is able to
know the traffic matrices of the network. We built a prototype
that comprises four routers/switches, four end hosts (i.e., D1,
D2, D3, D4), a controller (or an RM), as illustrated by Fig.
1 (c). For CoLoR, we assume that each end host behaves
as a domain, and the four routers comprise a domain (i.e.,
Domain 5), as illustrated by the dotted circle in Fig. 1 (c).
The PIDs between Domain 5 and the other four domains are
shown in Fig. 1 (c).

When running the prototype, we let host D1 send data
packets belonging to different flows to host D3. We generate
two scenarios of flows. In the first scenario, we randomly
generate nine flows whose durations follow the uniform dis-
tribution between 30 to 50 seconds. When a flow terminates,
we generate another flow after a period whose duration also
follows the uniform distribution between 20 to 40 seconds.
Each flow sends out ten data packets per second. The size
of a data packet is also fixed to 60 bytes. In this scenario,
an OpenFlow controller polls the switches once every 25
seconds but the default value for a switch to remove a flow
entry from its flow table is set to be 60 seconds. Similarly,
a router in CoLoR estimates the traffic matrix from node A
and node C, and reports the estimated traffic matrix to the
RM once every 25 seconds.
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Fig. 5. Illustration for the effectiveness of OpenTM.

Fig. 4 shows the real traffic matrix and the estimated
traffic matrices by using the OpenTM approach and the
CoLoR approach in the first scenario. From this figure, we
can observe that the estimated traffic matrices match the
real traffic matrix very well. Note that, in this scenario,
the controller in OpenTM polls the switches once every 25
second but the default value for a switch to remove a flow
entry from its flow table is 60 seconds. Accordingly, OpenTM
is able to accurately estimate the traffic matrix. We explain
this by using the example shown in Fig. 5. In particular, we
consider the case that the last packet of a flow arrives at a
switch but the flow entry is not removed from the flow table
of the switch. For ease of presentation, we denote the time
that the last packet arrives at the switch by t0, and the time
that the corresponding flow entry is removed from the flow
table of the switch by t1. In addition, we denote the time that
two consecutive polls arrive at the switch by P0 and P1. Since
the interval between the two consecutive polls is less than
the default value that a flow entry is removed from the flow
table, there are three possible cases that may occur. In the
first one, the first poll arrives before the last packet arrives at
the switch, as illustrated by Fig. 5 (a). In this case, OpenTM
is able to count the number of bytes forwarded from time P0

to t0. In the second case, the first poll arrives after the last
packet arrives at the switch, and the second poll arrives before
the flow entry is removed from the flow table, as illustrated
by Fig. 5 (b). In this case, no packet is forwarded during
the two consecutive polls. In the third case, the first poll and
the second poll arrive at the switch before and after the flow
entry is removed, respectively, as illustrated by Fig. 5 (c).
Now, the controller finds that the flow entry is removed and
no packets/bytes are counted. In all the three cases, OpenTM
is able to accurately estimate the traffic matric if the duration
between two consecutive polls is less than the default value
for a switch to remove a flow entry from its flow table.

However, if the duration between two consecutive polls
is larger than the default value for a switch to remove a flow
entry, OpenTM may not be able to accurately estimate the
traffic matrices. To evaluate the performance of OpenTM in
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estimating traffic matrices in this case, we consider the second
scenario where the default value for a switch to remove a flow
entry from its flow table is changed from 60 seconds to be
20 seconds but the other parameters keep unchanged.

Fig. 6 shows the real traffic matrix and the estimated
traffic matrices by using CoLoR and OpenTM in the second
scenario. We can observe from Fig. 6 that the estimated
traffic matrix with CoLoR still matches very well with the
real traffic matrix. However, the traffic matrix estimated with
OpenTM does not match with the real traffic matrix. We
explain this through the examples shown in Fig. 5 (d) - (f).
In Fig. 5 (d), the first poll arrives at the switch before the
last packet arrives; on the other hand, the second poll arrives
at the switch after the last packet arrives but before the flow
entry is removed from the flow table. In this case, OpenTM
can count the number of packets/bytes forwarded during P0

and t0. In Fig. 5 (e), the first poll arrives at the switch after the
last packet arrives at the switch but before the flow entry is
removed from the flow table. On the other hand, the second
poll arrives at the switch after the flow entry is removed
from the flow table. Now, no packets are forwarded during
the two consecutive polls. In Fig. 5 (f), the first poll arrives
at the switch before the last packet arrives, but the second
poll arrives at the switch after the flow entry is removed. In
this case, the controller cannot count the number of packets/
bytes forwarded during P0 and t0. Thus, OpenTM cannot
accurately estimate the traffic matrix if the duration between
two consecutive polls is larger than the default value for a
switch to remove a flow entry.

It is also worthy of noting that, as stated in [12], OpenTM
cannot be used to large networks where the number of flows
is huge. In addition, to estimate the traffic matrix between
an IE pair in OpenTM, the controller needs to compute the
ingress and egress points of a flow, and to sum up all the flows
passing through the IE pair. By contrast, the traffic matrices
in a large network are still easy to estimate in CoLoR since
they are estimated in parallel by routers in the network.

VI. CONCLUSION

We have analyzed the requirements for traffic matrix
estimation and their architectural implications on a future
Internet. We have also presented a possible approach called
CoLoR and described how CoLoR makes it easy to effi-
ciently, accurately, and timely estimate traffic matrices. The
results show that CoLoR outperforms OpenTM in estimating
traffic matrices.
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