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ABSTRACT

Prescription medication abuse is a major healthcare problem and
can lead to addiction syndrome, higher healthcare cost, and
serious harm to patients. Mobile health can play a major role in
addressing prescription medication abuse. This is due to the
ability to (a) monitor patient’s health conditions anywhere
anytime, (b) monitor patient’s medication consumption, and (c)
connect with healthcare professionals and utilize suitable
interventions in time. More specifically, medication behavior can
be monitored using smart medication systems, specialized
wearable sensors or mobile devices with patient-entered
consumption data. This data can then be analyzed for certain
patterns to detect medication abuse. The goal is to design and
develop an advance warning system based on the patterns of
medication use to alert healthcare professionals and/or family
members. Such system will utilize additional contextual
knowledge of patient’s condition and past history, current use,
and information on abuse and addictive potential of medications.
In this paper, we present medication related challenges and a
preliminary design of a system to monitor and analyze the
patterns of medication use, and utilize an analytical model for
performance evaluation. The known patterns are utilized to
estimate probability of near-future addiction. Our results show
that medication adherence can be estimated and probabilities of
multi-dosing and super adherence (>100% medication adherence)
can be computed based on thresholds supplied by healthcare
professionals. The work applies to m-health analytics and
decision support systems.
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1. INTRODUCTION

Prescription medication abuse is any intentional use of a
medication with intoxicating properties outside of a physician’s
prescription for a bona fide medical condition, excluding
accidental misuse [6]. Addiction is defined as compulsive use of a
substance for psychic effects and to satisfy a craving for the drugs
[3]. Prescription medication abuse is a major health problem and
can result in addiction leading to increased healthcare cost and
injury to patients [10]. According to NIH, 20% of all prescription
medications have been used in one or more types of medication
abuse [15], while other studies estimate prevalence of prescription
abuse as 4.5% of the population [2] and 36-56% among chronic
pain patients [13]. Prescription abuse has been linked to more
deaths than automobile accidents and results in $8.6 Billion in
health and legal expenses and loss of productivity in US alone [7].

Mobile health [1, 8, 18, 22, 23, 25, 28, and 30] can play a major
role in addressing prescription abuse and addiction. Addiction of
prescription medications is a chronic disease, which can be
treated with highly expensive treatments [2]. However, proactive
monitoring and detection of prescription abuse can reduce the
need for expensive treatment [10]. More specifically, the
medication adherence [5, 11, 12 and 26] and consumption of
certain medications can be monitored anytime anywhere and
certain changes can be analyzed for patterns of current abuse and
near-future addiction. The patient’s medication taking behavior
can be monitored using wireless smart medication systems,
specialized sensors or mobile devices where patients can enter
dose consumption data [19, 24, 27, and 29]. The goal is have an
“advance warning system” based on pattern of medication use to
alert healthcare professionals and/or family members. This will
allow them to intervene before the patient becomes addicted.

In this paper, we focus on medication abuse by presenting a
preliminary design of a system to monitor and analyze the
patterns of medication use, and present an analytical model for
performance evaluation. We note that medication use data is
likely to be both unreliable and limited. Considering the chronic
nature of medication abuse and millions of patients with
vulnerability to medication abuse, we envision that some data will
be generated by long-term monitoring of health and medication
consumption. This will lead to better calibration of the model
along with more accurate values of parameters to improve the
prediction accuracy. The proposed work will help in the analysis
of data for healthcare diagnostics, and we hope that other
researchers will address abuse and addiction challenges identified
in this paper.

Rest of the paper is follows. In section 2, we present the
architecture and decision support for abuse monitoring system.
Then in section 3, we present an analytical model and
performance results. Section 4 includes concluding remarks and
ideas for future research.



2. MEDICATION ABUSE MONITORING

In this section, we discuss medication abuse monitoring by
including various insights from healthcare literature, deriving
requirements for a monitoring system and then present the
architecture and decision support components.

2.1 The Monitoring Environment

Medication abuse involves higher doses [6] and/or rapid
escalation of the dose [3]. Although, there are individual
variations [6], prediction of abuse is further assisted by any past
history of abuse [6], co-ingestion of other drugs [6], and current
health condition of the patient [2]. The goal is have an “advance
warning system” based on medication consumption pattern to
alert healthcare professionals and family members to intervene in
time before the patient develops addiction syndrome. Such
predictive system can be implemented based on additional
contextual knowledge of patient’s history, current health
conditions and the type of medications [2]. Our work is on
proactive monitoring of doses to detect current abuse and future
addiction. The monitoring will lead to a decision support system
to help healthcare professionals and family members to become
aware of the current situation and implement suitable
interventions [6].

The goal is to analyze the medication data for any gradual or
sudden changes in medication taking behavior. The regular levels
of medication adherence (80-100% and occasionally higher)
generally lead to good health outcomes for patients (Figure 1).
The super adherence, where patient consistently consumes more
than 100% doses over certain duration (due to access to poly-
pharmacy) is undesirable, especially in the context of potential
abuse and addiction. If certain undesirable patterns are detected,
the patient is likely to move towards abuse, addiction and/or
overdose (Figure 1). The goal of any medication abuse
monitoring is to detect such patterns and inform healthcare
professionals and/or family members to implement a suitable
intervention before the patient develops addiction syndrome
leading to injury and even death. The proactive and effective
interventions can improve the patient outcomes and quality of
life, and could reduce future healthcare expenses.

Undesirable

Super

Abuse
Koqular ..,‘édherence ~~Addiction

..Adherenge” Querdose .

Desirable

Figure 1. The Big Picture of Adherence, Abuse and Addiction
of Medications

2.2 Requirements

The following requirements for abuse monitoring system are

derived [2, 3, 6, 7, 10, and 13].

e [t should monitor both average value of medication adherence
as well as the patterns of adherence.
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e [t should be designed for long-term use as abuse and addiction
appears to be chronic conditions.

o It should consider past history, patient’s characteristics, and
abuse potential of medications in analyzing medication data for
current abuse and future addiction.

o [t should be able to handle missing and/or incorrect information
by extrapolating based on past history and current
consumption.

e [t should analyze the pattern of medication adherence to detect
probabilities of multi-dosing and/or frequent dosing in
determining current abuse and future addiction.

2.3 Abuse Monitoring System

Smart medication systems include monitoring and dispensing of
doses, reminders to patients, and communications with healthcare
professionals. The examples are Magic Medicine Cabinet (MMC)
[29], Smart Medicine Cabinet [19], Smart Medication
Management System [27], and Smart Medication Dispenser [24].
These systems monitor medication consumption of patients by
using some combination of sensors and wireless technologies.
Smart medication systems and/or mobile applications [4, 17, 20
and 21] can be expanded to process medication consumption
information and detect undesirable patterns. One such system is
shown in Figure 2(a), where information on medication
consumption is collected from multiple sources. There are
potentially multiple implementations based on (i) the type of
wireless networks used (ii) the ways to collect information on
medication consumption and (iii) the processing algorithm used
for processing and pattern analysis of consumption data. Figure
2(a) also includes various steps in monitoring and analysis of
consumption information, and the roles of patient, healthcare
professional, and system components are also shown.

2.4 Abuse Monitoring and Decision Support
Medication consumption data is analyzed to match various known
patterns for both current abuse and potential for near-future
addiction based on thresholds and criteria supplied by healthcare
professionals as shown in Figure 2(b). This can include thresholds
for abuse monitoring and detection, such as >=V doses within N
hours or >100 adherence over M days.

With medication consumption information, the system can
process how doses are consumed by the patient. Specifically, it
can look at the number of doses taken at a time and the inter-dose
time between doses and how many times the minimum and
maximum limits have been crossed. These can then be processed
for any undesirable patterns of medication consumption, which
are then reported to healthcare professionals, who in turn will
decide on suitable interventions such as changing the medications
to less-addictive versions, discontinuing the medications, or
treating the patient in a substance-abuse clinic.

There are numerous challenges in implementing and using
systems based on these ideas. Some of these challenges include
(a) difficulty in getting reliable data on medication consumption,
(b) complexity and accuracy of prediction, (c) the cost of
intervention when prediction is not accurate (false positive) and
(d) personalization and usability of monitoring and prediction
system. In addition, privacy, regulatory and legal challenges must
be addressed in future.
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(a) Architecture of the Abuse Monitoring System
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Figure 2. The Architecture and Decision Support for Abuse
Monitoring System

3. MODEL & EVALUATION

Several assumptions are made to keep the analytical model
tractable and reasonably accurate. These assumptions, likely to be
relaxed in near future, are (a) the addictive medications are
similar within a class, and (b) patients are adults who live and
work on their own and have either consented to the monitoring of
their medications or agreed to provide consumption information
to a mobile device. Further, the limitations of the model are that
(a) it is based on medication adherence data from patients, which
is currently limited and/or unreliable and (b) various parameters
are approximated based on limited work in this area. However,
with more data in near future, better calibration of the model will
result in improved accuracy. Also, being able to populate the
model with better parameter values and weights to derive the
probabilities will also improve the accuracy of prediction.

3.1 Metrics

Abuse is modeled as more frequent use and/or more doses of

medications at a time than recommended. We compute the

probability of current abuse based on known patterns of use and
then we estimate likelihood of near-future addiction. The
following metrics are used in monitoring and analysis:

» Probability of Multi Dosing (Pyp): this represents the chance
that a patient is taking more doses at the same time or within a
short predefined interval with the same effect.

* Probability of Accidental Dosing (Pap): this represents the
chance that a patient is taking more doses accidently at the
same time or within a short predefined interval.

* Probability of Current Abuse (Pc,): this represents the chance
that a patient is intentionally taking more doses at the same
time or within a short predefined interval.

» Likelihood of Addiction (Lapp): this represents the probability
of near-future addiction based on current abuse, patient’s
history and medication-related factors. The adjustments are
made to take into account the probability of any random or
accidental overdose.

3.2 Analytical Model

The medication adherence during an observed period can be given
by

MATRUE = (Ntaken/Npres) x 100 (1)

Where N is the number of prescribed doses and Ny is the
number of doses taken by the patient. Ny, can be more than N
as patient may have access to more doses from previous
prescriptions and refills, use of poly pharmacy, and prescription
and refill sharing with others. Thus the upper bound on the total
number of doses available to patient (more than the prescribed) is
Ninax» Which is much higher in abuse and addiction cases.

3.2.1 The Estimated Medication Adherence

The basic algorithm receives the consumption data from smart
medication boxes and/or mobile device and estimates the level of
medication adherence as follows:

MAgst = Ps x Pc x MArryg (2a)

Where Pg is the probability that smart medication system is able
to detect a dosing event and Pc is the probability that the correct
outcome of the dosing event (patient took the dose or not) can be
detected.

The context-aware algorithm processes the data by compensating
for known problems and estimates the level of medication
adherence as follows:



MAEST = MaX(PS X PC X MATRUEs Ps X PC X MATRUE + (1- PS X
Pc), PS X PC X MATRUE + (1- PS X Pc)* (05 X MATRUE): FRECALL-

ENTRY X MATRUE) (2b)

The Max-error = [MAgst - MATryg|

FrecarLentry 1S the patient’s recall factor related to dosing
information. One challenge is the difficulty in estimating Frgcar ;-
entry (how much patient is fudging or under-estimating the
number and frequency of doses). In practical terms, this can be
initialized based on prior behavior and updated as more
information becomes available.

The results for different sensing reliability (80, 90 and 100%) of
smart medication systems are shown in Figure 3, where the true
medication adherence is varied from 0-500% of the desired level.
The estimated medication adherence level more or less follows
the true medication adherence with small amount of error.
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Figure 3. Estimated Medication Adherence vs True
Medication Adherence for Three Sensing Reliabilities

3.2.2 The Variation in Medication Consumption
Some patients may take multiple doses to catch-up the missing or
delayed doses. The number of times the gap between doses has
exceeded the max-interdose-time, or GM, can be given by

Npres
GM= Z((’-l-‘IJrl'Tl) > Tmax)
=1

€)

Tpax 18 the maximum allowed time between two doses to remain
medically compliant. The value of GM can be used to determine
the number of times the patient has skipped or delayed a
medication.

The number of times the gap between doses is less than the
minimum-interdose-time, or GL can be given as

Npres
GL= Z((Ty1-T) < Trmin)
I=1

4)

Tpin is the minimum allowed time between two doses to remain
medically compliant. The value of GL can be used to determine
the number of times the patient has overdosed or attempted a
catch-up on a medication. Multiple neighboring values of (Ty-
Tp) would indicate some degree of unusual medication taking
behavior [9, 14 and 16].
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3.2.3 Monitoring Current Abuse and Near-future
Addiction

The high levels of medication adherence, or super adherence, can
be detected by analyzing any reduced time-gaps between doses
(frequent dosing) and/or taking multiple doses at a time
(simultaneous dosing). The probability of multi dosing at I doses
can be given as

Py = (17 1).(At)Le™ (3)
Where A is the estimated dosing rate by the abuse monitoring
system and can be expressed as dosing rate scheduled x
MAgst/MApgs, and t is the time interval where doses taken have
the same effect as taking multiple doses simultancously. MApgg is
the desirable level of medication adherence (<=100%). The
probability of multi-dosing, a major component of abuse
detection, is shown in Figure 4 for 2, 3, and 4 doses as the
medication adherence is increased from 100% to 500%. As the
threshold of doses goes up, the probability of multi-dosing goes
down.
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Figure 4. Multi-dosing with Higher Adherence

The Probability of Multi Dosing (Pyp) can be expressed as
M
Pump = (1/M) Z(I X Pyp.p)
I=1

(6)

Pup. represents the probability of multi-dosing for I doses, while
M is the upper limit on the number of doses a patient can take
anytime.

The probability of abuse is given as the difference between
weighted multi-dosing probability and probability of accidental
dosing (Pap) as follows
Pabusc = PMD - PAD (7)

The probability of accidental dosing can be derived based on the
frequency of dosing and past behavior of the patient. The
accuracy of these parameters will affect the prediction accuracy
of abuse.

For varying levels of estimated medication adherence, the
probability of abuse is derived and shown in Figure 5. The
probability increases non-linearly with the level of medication
adherence. And as expected, the probability of abuse is higher for
lower multi-dose thresholds, supplied by healthcare professional
after considering the specific characteristics for the medication
and, if available, patient’s past history of medication abuse.
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Figure 5. The Probability of Abuse for Different Thresholds

3.2.4 Overall Likelihood of Addiction
The likelihood of addiction can be expressed as follows:
LADD =ax Ppat+ﬁ X Pmed +yx Pabuse (8)

Py includes the patient related factors such as past history,
demographics, co-morbidity, known vulnerability towards
addiction, family and social influence, among others. Pq
represents medication related factors including addiction potential
of the medication, other medications and access to medications.
Pause represents the patient behavior as monitored by smart
medication boxes or mobile applications. The factors a, 3, and y
can be initialized to values and then improved/optimized to
achieve better personalization of the monitoring and intervention
system. The likelihood of addiction is shown in Figure 6 for
varying medication adherence. More results will be presented at
the conference.
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From the above results, we observe that (a) smart medication
systems can provide a reasonable estimate of actual medication
adherence of the monitored patient, especially when used with
context-aware algorithm in estimating incomplete dose
information, (b) the probability of multi-dosing increases non-
linearly with an increase in dose-consumption (or estimated
medication adherence), (c) the probability of abuse can be as high
as 22% for higher adherence and for 2-dose threshold for abuse,
and (d) the likelihood of addiction increases non-linearly with
dose-consumption (or estimated medication adherence).

A higher value of likelihood of addiction (based on current
consumption pattern) can be used as an alarm for family and/or
healthcare professionals to intervene. More research is needed to
evaluate the effectiveness of educational, family and medical
interventions (less addictive versions or reducing the doses).

4. CONCLUSIONS & FUTURE RESEARCH

Mobile health can play a major role in addressing prescription
medication abuse. The patient’s medication taking behavior can
be monitored anytime anywhere using wireless smart medication
systems, specialized sensors or mobile devices where patients
enter dose-consumption data. We note that such data is both
unreliable and limited. This affects the prediction accuracy of our
model. As more data will become available, we expect that better
calibration of the model will be possible. This, along with more
accurate values of parameters and weights, will improve the
prediction accuracy of current abuse and near-future addiction. In
this exploratory paper, we addressed medication related
challenges, designed a system to monitor and analyze the patterns
of medication use to detect current abuse, and presented an
analytical model to evaluate the performance. Our results show
that it is possible to estimate medication adherence. The
probabilities of multi-dosing is observed to be rising non-linearly
with super adherence (>>100% medication adherence). The
probability of current abuse is utilized to estimate the probability
of near-future addiction. More results on the evaluation of various
interventions for reducing medication abuse and potential
addiction will be presented at the conference. We are aware that
additional work, such as field study and/or clinical trials, is
needed to improve the accuracy of our model and results.

More research can be conducted in (a) comparison of different
algorithms for accuracy of medication adherence estimation, (b)
identification of more patterns for abuse and addiction, (c)
improving personalization of the medication monitoring and
interventions, (d) implementation and user testing of an abuse
monitoring system, and (e) comparison of effectiveness of
multiple interventions in preventing abuse and/or addiction. We
envision that a significant amount of data will be generated by
long-term monitoring of health and medication consumption. The
work presented here can be utilized in the analysis of such data
for healthcare and addiction purposes. We hope that other
researchers will address the challenges identified in this paper.

5. REFERENCES

[1] Acharya, D., Kumar, V. and Han, H-J. 2012. Performance evaluation
of data intensive mobile healthcare test-bed in a 4G environment. In
Proceedings of the 2nd ACM international workshop on Pervasive
Wireless Healthcare. MobileHealth '12. ACM Press, New York, NY.
Becker, W. C., Sullivan, L. E., Tetrault, J. M., Desai, R. A. and
Fiellin, D. A. (2008). Non-medical use, abuse and dependence on
prescription Opioids among US adults: psychiatric, medical and
substance use correlates. Drug and Alcohol Dependence 94, 38-47.

(2]



[10

=

[11

—

[12]

[13

—

[14

[}

[15]

Benedict, D. G. (2008) Walking the tightrope: chronic pain and
substance abuse. The Journal for Nurse Practitioners (Sept. 2008),
604-609.

Botella, F., Borras, F., and Mira, J. J. (2013). Safer virtual pillbox:
assuring medication adherence to elderly patients. In Proceedings of
the 3rd ACM MobiHoc workshop on Pervasive wireless healthcare.
MobileHealth '13. ACM Press, New York, NY.

Choi J.-H. et.al. (2008). Proactive medication assistances based on
spatiotemporal context awareness of aged persons. In Proceedings of
30th IEEE Int. Conf. Engineering in Medicine and Biology Society
(EMBS 2008), 5121-5124.

Compton, W. S. and Volkow N. D. (2006). Abuse of prescription
drugs and the risk of addiction. Drug and Alcohol Dependence 838,
S4-S7.

Davis, J. M., Severtson, S. G., Bucher-Bartelson, B. and Dart, R. C.
(2014). Using Poison Center exposure calls to predict prescription
Opioid abuse and misuse-related emergency department visits.
Pharmacoepidemiology and Drug Safety 23, 18-25.

Estrin, D. 2013. Sensemaking for mobile health. In Proceedings of
the 12th international conference on Information processing in
sensor networks. IPSN '13.

Fenton, W. S., Blyler, C. R., and Heinssen, R. (1997). Determinants
of medication compliance in Schizophrenia: empirical and clinical
findings. Schizophrenia Bulletin 23, 4, 637-651.

Garland, E. L., Froeliger, B., Zeidan, F., Partin, K. and Howard, M.
0. (2013). The downward spiral of chronic pain, prescription Opioid
misuse, and addiction: cognitive, affective and
neuropsychopharmacologic pathways. Neuroscience and
Biobehavioral Reviews 37, 2597-2607.

Lundell, J. et.al. (2007). Continuous activity monitoring and
intelligent contextual prompting to improve medication adherence. In
Proceedings of 29th IEEE Int. Conf. Engineering in Medicine and
Biology Society (EMBS 2007), 6286-6289.

Mann, D. M. 2009. Resistant disease or resistant patient: problems
with adherence to cardiovascular medications in the elderly.
Geriatrics 64, 9 (Sept. 2009), 10-15.

Martell, B. A., O’Connor, P. G., Kerns, R. D., Becker, W. C.,
Morales, K. H., Kosten, T. R. and Fiellin D. A. (2007). Systematic
review: Opioid treatment for chronic back pain: prevalence, efficacy,
and association with addiction. Annals of Internal Medicine 146,
116-127.

McDonald, H., Garg, A. and Haynes, R. (2002). Interventions to
enahnce patient adherence to medication prescriptions. Journal of
American Medication Association (JAMA) 288, 22, 2868-2879.

NIH website for prescription drug abuse:
http://www.nlm.nih.gov/medlineplus/prescriptiondrugabuse.html
(accessed on March 15, 2014)

Osterberg L. and Blaschke, T. (2005). Adherence to Medication. The
New England Journal of Medicine 353, 5, 487-497.

Palen, L. and Aalgkke, S. 2006. Of pill boxes and piano benches:
"home-made" methods for managing medication. In Proceedings of

42

(18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

the 2006 20th anniversary conference on Computer supported
cooperative work (November 2006). CSCW '06.

Rabbi, M., Ali, S., Choudhury, T., and Berke. E. 2011. Passive and
In-Situ assessment of mental and physical well-being using mobile
sensors. In Proceedings of the 13th international conference on
Ubiquitous computing (September 2011). UbiComp '11.

Siegemund, F. and Florkemeier, C. (2003). Interaction in pervasive
computing settings using Bluetooth-enabled active tags and passive
RFID technology together with mobile phones. In Proceedings of
IEEE Conference on Pervasive Computing (Percom03).

Silva, J. M., Mouttham, A. and Saddik, A. E. 2009. UbiMeds: a
mobile application to improve accessibility and support medication
adherence. In Proceedings of the 1st ACM SIGMM international
workshop on Media studies and implementations that help improving
access to disabled users (October 2009). MSIADU '09.

Springer, D. B., Bobrow, K. L., Levitt, N., Farmer, A., and
Tarassenko, L. 2013. The SMS-text adherence support (StAR) study:
hardware and software infrastructure. In Proceedings of the Sixth
International Conference on Information and Communications
Technologies and Development. ICTD '13.

Thatte, G., Li, M., Lee, S. et al. (2012). KNOWME: An Energy-
Efficient Multimodal Body Area Network for Physical Activity
Monitoring. ACM Transactions on Embedded Computing Systems
(TECS) 11, S2 (August 2012).

Tsai, C. C., Lee, G., Raab, F., Norman, G. J., Sohn, T., Griswold, W.
G., Patrick, K. 2007. Usability and feasibility of PmEB: a mobile
phone application for monitoring real time caloric balance, Mobile
Networks and Applications 12, 2-3 (March 2007), 173-184.

Tsai, P-H., Chen, T-Y, Yu, C-R, Shih, C-S and Liu, J. W. S. (2011).
Smart medication dispenser: design, architecture and
implementation. IEEE Systems Journal 5, 1 (March 2011), 99-110.

Varshney, U. (2007). Pervasive healthcare and wireless health
monitoring. Mobile Networks and Applications 12, 2-3 (March
2007), 113-127.

Varshney, U. (2011). Pervasive Healthcare Computing: EMR/EHR,
Wireless and Health Monitoring. Springer, New York City, NY

Varshney, U. (2013). Smart Medication Management System and
multiple interventions for medication adherence. Decision Support
Systems 55, 2 (May 2013), 538-551.

Waluyo, A. B., Yeoh, W. S., Pek, I. Yong, Y., Chen, X. 2010.
MobiSense: Mobile body sensor network for ambulatory monitoring
ACM Transactions on Embedded Computing Systems (TECS) 10, 1
(August 2010).

Wan, D. (1999). Magic medicine cabinet: a situated portal for
consumer healthcare. In Proceedings of Int. Symp. Handheld and
Ubiquitous Computing.

Yang, S., Kim, J., and Gerla, M. 2012. Clinical quality guaranteed
physiological data compression in mobile health monitoring. In
Proceedings of the 2nd ACM international workshop on Pervasive
Wireless Healthcare. MobileHealth '12. ACM Press, New York, NY.





