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ABSTRACT

In large scale wireless sensor networks, retransmission strate-
gies are widely adopted to guarantee the reliability of multi-
hop forwarding. However, keeping retransmission over a
bursty link may fail consecutively. Moreover, the retrans-
mission will also be useless over those back-up links which
are spatial correlated with the failed link. Thus, it is neces-
sary to design an unified retransmission strategy, which con-
siders both temporal and spacial link properties, to further
improve network reliability and efficiency. In this paper, we
propose RxLayer, a practical and general supporting layer of
data retransmission. Without inducing noticeable overhead,
RxLayer captures the temporal and spatial link properties
by conditional probability models. A sender will retransmit
data over the candidate link with the highest delivery prob-
ability while failures occur. RxLayer can be transparently
integrated with most of the existing forwarding protocols.
We implement RxLayer and evaluate it on both indoor and
outdoor testbeds. The results show that RxLayer improves
networks reliability and energy efficiency in various scenar-
ios. The network reliability is improved by up to 7.82%, and
the total number of transmissions is reduced by up to 36.3%.

Categories and Subject Descriptors

C.2.1 [Network Architecture and Design|: Wireless com-
munication
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1. INTRODUCTION

In recent years, more and more wireless sensor networks
(WSNs) [15] [25] [24] are deployed to collect environment
data for various applications. In most of the deployments,
multi-hop data relay is utilized to adapt the large scale and
low-power transmission. During data collection, however,
packet loss is ubiquitous and network reliability is thus de-
graded. According to measurement study [14] [7], instability
of wireless links has so far been regarded as an important
cause. The link dynamic is inevitable so that how to effi-
ciently predict the changes and enhance network reliability,
namely retransmission strategy, is a critical issue.

Several kinds of retransmission strategies are proposed
with the development of WSNs. One main kind of retrans-
mission strategies utilize end-to-end acknowledgement (ACK)
[13] [17]. Due to the constraint of bandwidth resources, in-
stead of acknowledging every packet, sink node sends negative-
acknowledgement (NACK) back to a source node. Then the
source node retransmits the packets named in NACK. How-
ever, the transmission of NACK still consumes considerable
bandwidth resources when the data rate is high. The loss of
NACK will further degrade energy efficiency and delay.

Another widely adopted kind of retransmission strategies
are hop-by-hop retransmission [9] [4] [23], namely fail-retry
strategy. Each packet will be retransmitted over a prese-
lected link until the packet is acknowledged or the number
of retransmissions reaches the preconfigured threshold. Ac-
cording to recent link study [19], the short-term transmis-
sion over intermediate links are dependent. For example,
it will probably fail to transmit during a short period after
one transmission failure occurs. This link property is called
link burstiness. Persistent retransmission over bursty link is
obviously not a wise choice.

Further, with link estimation models [9] [8], nodes period-
ically update link quality. When continuous retransmission
failures over individual link appear, the link quality will be
getting low so that the sender will choose a back-up link to
retransmit. To avoid the longer waiting time in low duty-
cycle WSNs, dynamic forwarding [4] [10] chooses multiple
next-hop candidates, who wake up in different time, to do
quick retransmission. However, link spatial correlation [18]
indicates that data transmission over the links in a local area



Figure 1: Model of retransmission, where S can for-
ward data to D relayed by A, B, or C.

might be dependent. Hence choosing a link, which is high
correlated with the degraded link, to retransmit is useless
and energy inefficient. All these strategies that ignore the
incorporation of both temporal and spatial link properties
will result in unsatisfactory effect of data retransmission.
Thus the design of an unified retransmission strategy to tar-
get network reliability and energy efficiency is a challenge
problem for existing protocols.

In this paper, we propose RxLayer, a general and prac-
tical supporting layer of adaptive hop-by-hop retransmis-
sion. Without inducing noticeable overhead, RxLayer cap-
tures the temporal and spatial link properties by conditional
probability models. Then a sender will retransmit data over
a candidate link with the highest delivery probability when
failures occur.

To our best knowledge, RxLayer is the first unified re-
transmission layer that incorporates both spatial and tem-
poral link properties to improve data delivery reliability and
efficiency. To achieve this goal, there are several challenges.
First, the probabilistic models of RxLayer should accurately
perceive the temporal and spatial link properties. Second,
training the models should be lightweight on both commu-
nication and computation. Third, RxLayer should be com-
patible with most of the existing forwarding protocols.

To address these challenges, we first construct conditional
probabilistic models to capture link burstiness and link spa-
tial correlation. For example, a node maintains the prob-
ability that the i'" retransmission will success after i — 1
consecutive failures to measure link burstiness. Then the
models are trained by the records of data transmission and
routing beacon. The models are also periodically updated to
reduce the memory and computation consumption. Finally,
RxLayer sits between network layer and MAC layer. It uti-
lizes cross-layer information to further optimize forwarding
decision and keeps its transparency.

In summary, the contributions of this work are as follows:

e We first propose an unified retransmission layer, RxLayer,
which takes conditional probabilistic models to depict both
link burstiniss and link spatial correlation so that RxLayer
improves both delivery reliability and efficiency.

e Rxlayer is practical for various applications since its
maintain overhead is low and it is compatible with the most
of existing forwarding protocols.

e We implement RxLayer with CTP [9] and LPL [16] and
evaluate it on both indoor and outdoor testbeds. The results
show that the network reliability is averagely improved by
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7.82% and the average transmission count is decreased by
up to 36.3% in outdoor experiments.

The rest of the paper is organized as follows. The re-
lated work is discussed in the following section. Empirical
study is presented in Section 3. Section 4 introduces the
detailed design of RxLayer. Followed by its implementation
and evaluation in Sections 5. Section 6 concludes this paper.

2. RELATED WORK

Fast retransmission [11], partial packet recovery-based re-
transmission [12], and network coding [18] are some existing
retransmission strategies in wireless networks, but they do
not consider the temporal and spacial link properties. Next,
we will discuss the existing link estimation methods and re-
transmission strategies that consider temporal or spacial link
properties.

2.1 Link Burstiness and Correlations

The majority of existing link estimation techniques [22]
assume that the different packet loss events on a link are sta-
tistically independent and follow Bernoulli distribution. Re-
cent study [5] marks this assumption as inappropirate when
wireless links are estimated in short time scale. [ factor
[19] introduces a mechanism to quantify link burstiness. &
factor [18] presents an algorithm to quantify link correla-
tion between selected link and alternative link. However,
these factors are computed offline with large set of history
data. RxLayer proposes a lightweight way to capture link
burstiness and correlation in real-time.

2.2 Exploiting Link Properties

Some forwarding techniques deal with link burstiness and
correlation to improve network performance. CPRP[26] and
CorLayer [21] exploit link correlation for data dissemina-
tion/broadcast. DSF [10] dynamically choose the parent
from a set of neighbors to avoid the useless retransmission
over a temporally degraded link. With dynamic forward-
ing, L2 [4] further proposes the temporal link model to im-
prove both the delivery reliability and efficiency. In contrast,
RxLayer comprehensively combines both link burstiness and
correlation.

STLE [2] takes the bursty available long link to reduce the
number of transmission. It utilizes an overhearing scheme
to estimate the short-term link behavior. The current par-
ent is temporally replaced by a node which is much closer
to sink and overhears consecutive three packets. However,
STLE will be inefficient when the overhearing becomes rare
with the diverse wake-up schedule of nodes in low duty cycle
WSNs. RxLayer online captures link burstiness and corre-
lations with cross-layer information. It can be transparently
integrated with most of existing protocols.

3. EMPIRICAL STUDY

In this section, we conduct empirical studies to show that:

e Link burstiness and link spatial correlation have a sig-
nificant impact on data delivery performance.

e The methods that solely exploit link burstiness or spatial
link correlation in existing works may not always lead to an
optimal performance.

e The combination of these link properties provides a great
opportunity for efficient transmission.



1
= rassland ——
0
1
s Parking lot —-LTA
c_l3 0.5 _hl’_]w ]
0
_ 1
3 o5 W
0
! Corrid
= orri
S 05 -
0
Time

Figure 2: Link burstiness over four links in different
scenarios, where LQI=1/ETX is measured by link
estimator. Ascendent trend indicates acknowledged
transmission, and conversely indicates transmission
failures.

3.1 Theoretical Model of Retransmission

Before the empirical study, with a simple model depicted
in Figure 1, we first analyze the retransmission efficiency
by using consecutive retransmission (CR), exploiting link
burstiness (LB), and exploiting both link burstiness and
correlation (LBC'), respectively. S can forward data to D
relayed by A, B, or C. B is S’s default parent node.We also
assume that all links are bursty and the expected trans-
mission count (ETX) [6] over a link denotes long-term link
quality. After encountering bursty loss, for simplicity, we
assume the following n consecutive retransmissions will be
failed. P(i,7) is the correlation probability between link ¢
and j that a transmission can success on link j when it fails
on link 7. In the case as Figure 1 shows, P(SB,SA) is 0 in-
dicating the transmission on link S— B will be failed if the
transmission on link S— A is failed. Inversely, P(SB, SC) is
1 indicating a transmission will be successful on link S—C'
when a transmission fails on link S—B.

By using CR to deliver data to B, the expected retrans-
mission count of S is at least n+1. With LB, nodes forward
data through sub-optimal link after m (m is far less than
n) consecutive failures, first replacing S— B with S— A be-
cause the ETX of S—A is lower than that of S—C, the
expected retransmission count is 2m-+1 (m failures on link
S— B, m failures on link S—A, and a successful transmis-
sion on link S—C'). By using LBC, after m transmission
failures on link S— B, S knows the link S—C' is with tem-
porally high quality according to P(i, 7), and will retransmit
the data through S—C'. The expected retransmission count
is only m+1, which is close half of LB and far less than
CR. This model indicates the combination of link burstiness
and link spatial correlations can provide much efficient data
retransmission.

In practical networks, the burstiness of each link and the
correlations between link pairs are diverse. It is impossible
to capture the burstiness and correlations with a preconfig-
ured model. In the following sections, we will conduct em-
pirical studies to show the link properties (link burstiness
and link spatial correlation), and the benefit and feasibility
of exploiting both properties to improve performance.
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Figure 3: Correlation between link 0 and other links.
P(0,i) denotes the probability that a packet lost in
link 0 but received in link i (ranging from 1 to 16).

3.2 Impact of Link Properties

3.2.1 Link Burstiness and Link Correlation

Link burstiness is studied in a large collection of exist-
ing works [4] [19] [1]. In this experiment, we study the link
burstiness in different environments, grassland, parking lot,
indoor office and corridor, to depict the change of link qual-
ity indication (LQI). In the experiments, we let a sender gen-
erate packets every 100ms and forward them to a fixed relay.
By logging the link’s ETX according to link estimation every
10 seconds, we plot the LQIs according to LQI=1/ETX in
Figure 2. As we can see from this figure, the sharp decline
of LQIs and the maintenance of continues low LQIs indicate
that link burstiness exists in different environments, which
is also widely studied in [4] [19] [1].

Additionally, although link correlation has been widely
studied, e.g. [18] [26] [21], to further fine-grainedly test the
correlation between link pairs that transmissions failed on
one link while succeed on the other link, we conduct an one
day experiment by setting that one node S broadcasts pack-
ets to the other 16 nodes in indoor scenario. We plot the
correlation between a fixed link (0) and other links (from 1
to 16), i.e., P(0,4) which is defined in Section 3.1, in Fig-
ure 3. We can see that there indeed exist several links with
high packet receipt ratio (PRR), while they have low corre-
lation with the fixed link. For example, the PRR of link 6
is 0.9, while P(0,6) is only 0.57. The inverse phenomenon
exists on link 9, having low link PRR (0.49) but high P(0,9)
(0.87). The analysis results indicate that once transmission
failure on a link (e.g. link 0), it is feasible to deliver data
packets through another link (e.g. link 9) with high correla-
tion with the failed link, to improve data delivery reliability.
This correlation also provides an evidence for the theoretical
model mentioned above.

3.2.2  Impact to Retransmission

As has been inferred by [19] [18], inconsistent channel
state is the main cause of link burstiness and diversity, and
interference can cause inconsistent channel state at different
locations. To exhibit how link burstiness and link spatial
correlation impact on network performance, we conduct ex-
periments in a 60ft x45ft office with 22 Telosb nodes, where
the sink is located in a corner. Experiments are conducted
using 19th channel overlaying the working frequencies of
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(CPDF) that the i'" retransmission will success af-
ter i — 1 consecutive failures, and the cumulative dis-
tribution function (CDF) of single-hop transmission
count.

WiFi. Each node generates a packet every 60 seconds and
sets the RF power level to -25dBm. The maximum retrans-
mission count threshold (RXT) is set to system default value
(31) for each hop.

To show the efficiency of existing retransmission strategy,
we use conditional packet delivery functions (CPDF), re-
ferred by [19], to denote the packet delivery properties that
the i*" retransmission successes after i — 1 consecutive fail-
ures. We denote the conditional packet delivery function as
P(i), which can be calculated by
. N; — Nit1
P(i) = S, 1)

where N; is the cumulative count that packets are retrans-
mitted no less than ¢ times. Note that P(0) is also the
probability that packets are transmitted only once. We plot
the CPDFs in Figure 4. As the figure shows, after consec-
utive failures, the conditional probability sharply decreases
to as little as 20%, indicating the immediate retransmission
(CR in the theoretical model) is inefficient after consecutive
failures.

3.3 Challenges and Problems
3.3.1 Capturing link Properties

To that extent, we further show the dynamics of the cap-
tured burstiness pattern. We construct a single-hop network
with 10 nodes in indoor office and outdoor playground. To
ensure the time continuity of data transmission, we set a
marked node’s inter-packet interval (IPI) to equal to nodes’
wake-up interval, which is 512ms. The other nodes’ IPI is
set to 60 seconds. The retransmission count threshold is set
to 100.

By logging the transmission count of each packet (more
than 100,000 packets) generated by the marked node, we
compute the conditional probability a packet will be suc-
cessfully delivered after ¢ consecutive failures according to
Equation 1. And the conditional probability that a packet
will be successfully delivered after i consecutive successes is
computed by
Niy1

where NV; is the cumulative count that ¢ consecutive trans-

P(i) =
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Figure 5: Distribution of conditional packet deliv-
ery probability changing along with the time. For
each minipage, the trace data of the bottom one is
collected two hours later than the top one.

missions are successful. The conditional probabilities of dif-
ferent scenarios are shown in Figure 5, where each bar in
the histogram has a minimum of 50 data points. For each
minipage, the trace data of the bottom figure is collected
two hours later than the top one.

It is obviously that previous successes indicates the fol-
lowing transmission is likely to be successful and previous
consecutive failures means the immediate retransmission will
still fail to a great degree, which coincides with [19]. Further-
more, the burstiness pattern changes with time and scenar-
ios. This phenomenon suggests the inefficiency of arbitrary
consecutive retransmission, and indicates the availability of
the foreseeable successful probability of the next transmis-
sion if each node embeds an online model to capture bursti-
ness pattern.

3.3.2  Urgency of Leveraging link Properties

As discussed above, link properties have great influences
on network performance. Figure 6 shows a simple example
to illustrate how the widely applied protocols cope with link
burstiness and correlations and to explain why the protocols
do it in that way.

Node S forwards packets via relay nodes, A, J, and M,
to the destination which is denoted by Sink. The shadow
region denotes the area that can suddenly suffer from the
controllable interference resulting in link burstiness and cor-
relations. The path from D to Sink is beyond the disturbed
area. S generates packets each 10 seconds and forwards
them to A. In our experiments, we record the retransmis-
sion count, the change of link quality, and the selection of
relay nodes.

In Figure 7, during the sample sequences ranging from
200 to 900 (about 10 minutes), the controlled interference
coexists with the low-power WSN. As can be seen from the
figure, with the degradation of S— A, selecting links S—B
as the replacer according to LQI is unsatisfactory, because
B is also suffering with the same interference. In this period,
S repeatedly retransmits and degrades link quality wasting
energy and impacting on network reliability until it changes
its parent to D. However, with the end of the interference,
S—D is indeed not the optimal link for data forwarding, but
routing protocol fails to instantly know the situation because
it needs long time to update the link quality of S—A (about
35 minutes) only exploiting routing beacons.



=P Reliable link
--------- » Bursty link

Bursty area

ll'" Interference sources

Figure 6: The network topology. Shadow region
suffers from interference. A is S’s parent. B, C' and
D are S’s candidate relay nodes.

To avoid this case in retransmission-based protocols, it is
necessary to consider link burstiness to pause retransmis-
sion on a severely degraded link instantly and exploit link
correlations to switch to another link with temporally high
quality.

3.4 Retransmission Layer

To address the problems in existing retransmission strate-
gies, we propose a retransmission layer to exploit different
link properties in order to improve the performance. Basi-
cally, to improve the performance with bursty link, existing
works will adjust the wake-up interval [19]. Considering link
correlations, many other works will switch between different
links based on the correlation [26] [21]. We show that we
can further improve the performance with a retransmission
layer combining both link burstiness and spatial correlation.
We build a similar retransmission layer as follows.

We allow neighbors which can provide routing progress to
assist a sender to relay data packet without acknowledging
the sender after 3 consecutive failures (by setting a bit in
the packet header to ask for assistance). In such a case, the
sender retransmits the packet to its parent node until being
acknowledged or exceeding the RXT (20). To reduce the
influence of duplicate packets on performance, we set nodes’
IPT to 60 seconds. For simplicity, we mark it as RXTA:20.
We also evaluate the consecutive retransmission-based pro-
tocol (RXT:20) and dynamic switch-based forwarding pro-
tocol (DSF-RXT:20) for comparison. Dynamic switch-based
forwarding protocol exploits link burstiness to forward data
packet to a candidate relay node according to link quality
and wake-up schedule once a transmission fails.

We plot the network reliability and average single-hop
transmission count in Figure 8. With such a retransmis-
sion layer, RXTA:20 reduces almost 17.1% transmissions
compared with RXT:20 and reduces 38.6% compared with
DSF-RXT:20 as Figure 8(b) shows, while increases the aver-
age PRR from 96.53% and 94.89% to 99.05%, respectively,
shown as Figure 8(a).

This experiment sheds new light on the benefit of exploit-
ing both link burstiness and link correlation. It is obvious
that when the current used link is severely degraded, re-
laying packets through another temporally high quality link
can provide much more efficient transmission and higher net-
work reliability. The experimental results also motivate us
to capture both link burstiness and link spatial correlation
between link pairs in retransmission layer.

The empirical study also raises a problem how to effi-
ciently capture link burstiness pattern and link correlation
online without introducing extra computational and control
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Figure 7: Routing behavior without considering link
burstiness and correlation. During the smaple se-
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fer from the controlled interference, and D is out of
the disturbed area.
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Figure 8: Network reliability and average single-hop
transmission count of protocols: repeatedly retrans-
mitting (RXT:20), exploiting link burstiness (DSF-
RXT:20), and exploiting both link burstiness and
correlation (RXTA:20).

overhead. In the next section, we will discuss online mod-
els to capture these network characteristics transparent to
existing protocols.

4. DESIGN OF RXLAYER

From the empirical studies, we know the exist of link
burstiness and correlation, and the benefit of exploiting them
in retransmission layer. This section presents the design of
RxLayer. In what follows, the design principles and core
ideas of RXLayer are presented in Section 4.1. We then in-
troduce the basis of RxLayer — the online models — in Sec-
tion 4.2 and Section 4.3. The strategy how RxLayer works is
discussed in Section 4.4. And then we discuss the embedding
of RxLayer into forwarding protocols in Section 4.5.

4.1 Design Insign and Principles

Generally, retransmission strategy works as follows. Given
a network, each node forwards data packets to the destina-
tion through a deterministic relay (deterministic forward-
ing) or a forwarding set (dynamic switch-based forwarding)
determined by network communication layer. Once a trans-
mission is not acknowledged, the sender will retransmit the
packet until it receives an ACK. With data transmission, it
also updates link quality. When the successive retransmis-
sion count exceeds the maximum threshold, the packet will
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be dropped. To provide reliable transmission, network pro-
tocols should endeavor to maintain and update link quality.

However, from the empirical studies, we know retransmission-
based routing protocols are inefficient encountering link bursti-

ness and correlation. The feature provides the key insights
we used to exploit link burstiness and correlation when build-
ing RxLayer. Roughly speaking, a sender should instantly
perceive the severely degraded link quality, and then, ac-
cording to link properties captured online, RxLayer decides
when to pause after consecutive failures and retransmits
through a candidate link with temporally high quality.

4.2 Link Burstiness Model

In this section, we present a conditional probability model
by which a sender perceives the severe degradation of the
current used link and gets a proper stoppint point of con-
secutive retransmission over a bursty link. To construct this
model, each node maintains a probability table, marked as
PSRT, to record the probability of successful retransmissions
of each target link. PSRT contains M entries. Each entry
marked as F;, 0 < ¢ < M, denotes a conditional probability,
P;, that a packet will be successfully delivered after ¢ consec-
utive failures. Initially, we consider links to be independent,
and the probability of each individual trial is initialized to
the inverse of link quality. Then, it can be formalized as:
P = Eil"X'

When a sender transmits a data packet to its next-hop
node, RxLayer will update the value of corresponding PSRT
entry after each trial. Here, we use moving average to update
P; shown as follow.

Pinew — {

PPl g the accumulated conditional probability, and P¢¥
is the updated value. « is a parameter for making a tradeoff
between the adaptability to network dynamics and accuracy.
To find the optimal value of «, we use 5 hours trace data to
compute conditional probability by setting different values
to a. By Comparing these results with the standard case
which is computed by Equation 1, as Figure 9 shows, it is
rational to set a to 0.05 with the best fitting. Note that
the optimal value of a changes with scenarios, a robust and

(1—a)* P +a if success

(1—a) =P if fail ®)
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efficient method should dynamically adjust the parameter.
Some machine learning methods [3] could be used to adjust
«. However, for simplicity, we use a fixed experimental value
in our implementation and won’t discuss it in detail in this
paper.

By online updating PSRT entries, RxLayer can build a
prediction model fastly like Figure 5 showing. To transmit
a packet, RxLayer checks the conditional probability (P;) by
inputting the count (i) of consecutive failures. If P; is less
than the predefined threshold (P;, which will be discussed
in Section 4.4 in detail), the sender should pause and choose
a candidate link with temporally high quality to deliver the
packet.

When choosing a new link, maybe, it is the first time to
be used, which means the link is considered to be indepen-
dent by ignoring the burstiness property. In RxLayer, we
define the retransmission count threshold over a new link
no more than a constant RxRXT, which is discussed in the
following section. Moreover, note that choosing a new relay
node won’t trigger parent change event. Parent change is
controlled by network communication layer only according
to link quality. Hence, it can be avoided that parent change
is triggered by sharply decreased link quality when a burst of
interference results in consecutive failures even though the
link is long-term reliable.

4.3 Link Correlation Model

As mentioned before, by getting an stoppint point, RxLayer
should select another link to deliver packets. Here, we dis-
cuss the model for capturing link correlation. A metric is
presented in this section to represent the degree of link cor-
relation. It’s desirable for the metric to measure the prob-
ability that transmissions failed on one link while succeed
on the other one. For simplicity, it is marked as w, which
is a 3-tuple quantity, defined on a transmitter, S, and two
receivers, ¢ and j, that can overhear packets from S, as:

PP PP0) >0
w0 ) { prRG) PO =0 Y

where, Pi(/S}(O/ 1) is the probability, when S transmits, that
a packet succeed on link S—j given that it failed on link
S—i, and Pi(s)(O) is the proportion of packets failed on link
S—i. If the two links, S—i and S—j are independent, then
w(S,14,7) is the packet delivery ratio of link S—j.

To capture w between link pairs, RxLayer adopts uniform
broadcast sequence number (BSN) to differentiate broadcast
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Figure 11: RxLayer in the protocol stack.

Table 1: average gap of link correlation between the
result of moving average and statistical result.

0 gap 0 gap

0.01 0.051 0.02 0.053
0.03 0.048 0.04 0.039
0.05 0.032 0.06 0.024
0.07 0.029 0.08 0.031
0.09 0.049 0.1 0.062

packets from data packets. To transmit a broadcast packet,
low-power WSN guarantees each neighbor has a chance to
hear the packet. By recording and exchanging the bitmap of
neighbors’” BSNs, each node can capture the w between dif-
ferent link pairs distributedly. Note that the BSN informa-
tion is attached to routing beacon, so there is no additional
control overhead.

For efficiency, we arrange a circular queue of the size of
2 bytes for each neighbor to record the BSNs of all heard
broadcast packets. Each bit corresponds to a broadcast
packet. When a bit was set, it indicates the corresponding
packet has been heard. To denote all available broadcast
packets (BSN ranging from 0 to 255), we use an index to
record the BSN of the earliest received broadcast packet,
and a point to indicate the index of the corresponding bit.

Through routing beacons, a node can get to know the
correlation between link pairs like Figure 3 showing. Based
on the information, a node can calculate w between any link
pairs according to Equation 4. Note that a 2 bytes-long
circular queue only records limited BSNs. Hence, the result
of each calculation of w associated with two links is a partial
view of the overall correlation. To fully show the correlation
between link pairs, we use moving average to update w as
follow,

w(S,i,5) = (1 — 0) *w”(S,4,5) + 0 %" (S,i,5)  (5)

where w®?(S,14,7) is the accumulated correlation between
link S—i and S—j, and W™¥(S,1,7) is the calculation re-
sult of the latest BSN sets. We guarantee each sequence
is exploited only once. The using of moving average not
only reduces memory overhead, but also provides a trade-
off between the adaptability to network dynamics and the
accuracy. To get an appropriate value to 6, we conduct an
experiment by collect the feedback BSNs from two links for
an entire day. We analyze the correlation between two links
exploiting the collected BSNs according to the statistical ap-
proach like Equation 4 and moving average like Equation 5,
respectively. The statistical approach exploits all history
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Outdoor Experiments
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Figure 12: Indoor testbed with 22 TelosB nodes and
outdoor scenario with 30 TelosB nodes.

Table 2: parameters used in RxLayer.

M 10 o 0.05
0 0.06 Py 0.45
RxRXT| 2

data to compute the correlation, while the moving average
only exploits the most recent BSNs to update the correla-
tion. We assume the statistical correlation is very precise
although it may not be exactly true. By setting different
values to 6, we calculate the gap of link correlation between
the statistical result and the moving average result according
to
> (wi — M;)?

gap =\ ———
n

where M; is the statistical correlation and w; is the related
correlation calculated by moving average after sender broad-
casting the " routing beacon. The values of 6 and the cor-
responding gaps are listed in Table 1, which indicates 0.06
is the optimal value of # with the minimal gap, then we set
0 to 0.06 in RxLayer with the minimum gap.

4.4 Decision-Maker Rule

In this section, we discuss the rules when should RxLayer
pause after encountering transmission failure and how to
select a candidate relay.

As mentioned above, when the conditional probability,
P;, of successful transmission is lower than the predefined
threshold P, RxLayer triggers the change of relay. In the
indoor experiments, by integrating the state-of-the-art pro-
tocols with RxLayer and setting different values to P, we
compute the average transmission count of each trial as Fig-
ure 10(a) shows. Overall, setting P, to 0.45 obtains the
most benefit. As mentioned above, the maximum retrans-
mission count threshold via a link to a replacer is no more
than RxRXT. By setting different values to RxRXT in in-
door experiments under interference, the average transmis-
sion count is plotted in Figure 10(b). According to the fig-
ure, we set RxRXT to 2 in RxLayer with the minimum ex-
pected transmission count. In our additional experiments
which are not plotted in this paper, by setting P; to 0.45
and RxRXT to 2, the network performance is relatively bet-
ter than setting to other values on the whole.

In the context of hop-by-hop retransmission-based proto-
cols, deterministic forwarding [9] and dynamic switch-based
forwarding [10] are two basic types protocols. For the for-
mer, network layer supports a determined relay node, but
for the latter, network layer supports a forwarding set which



! CTP+LPL+RxLayer —&—
CTP+LPL —&—
0.8 0.8
0.6 0.6
= a
© o4 © 04
. 0.2
02 CTP+LPL+RxLayer —=—
CTP+LPL —a—

0

90 92 94 96

PRR (%)
(a) Network reliability

98 100 10 15

Duty cycle (%)

20

(b) Energy consumption

Figure 13: Performance of multi-hop indoor testbed experiment with 22 TelosB nodes.
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By embedding

RxLayer into CTP+LPL, network performance is slightly improved.

Algorithm 1 Decision-Maker Algorithm

Input:
Given P, € [0,1]; Threshold«RXT; Retransmission
count i=0; RxRXT; Sum<+-0; Forwarding set F’;
Iteration:

1: while P, > P, & i@ < Threshold & Sum < RXT do
2:  Retransmission;
3: if Acknowledged then
4: Update link quality; Upgrade P;;
5: Return.
6: else
T Update link quality; Degrade P;
8: i<—i+1; Sum<Sum-+1;
9:  end if
10: end while
11: if Sum = RXT then
12:  Drop the packet;
13:  Return.
14: else
15:  if Card(F)=1 then
16: Selecting the replacer with largest w;
170 else
18: Considering both relay nodes’ wake-up time sched-
ule and w between each of them and the previous
unsuccessful link;
19:  end if
20:  Threshold—RxRXT; i<0;
21:  Goto: Iteration;
22: end if

contains a sequence of relay nodes scheduled by wake-up
time. To support these protocols without distinction, we
consider the relay node or a sequence of relay nodes pro-
vided by network layer as forwarding set uniformly.

The work process of RxLayer is presented in Algorithm
Decision-Maker. The inputs to the algorithm are the mea-
sured threshold (P;) of conditional probability, the max-
imum retransmission count threshold (RXT) provided as
a system parameter, the retransmission count (i) over the
current used link, the predefined maximum retransmission
count to any candidate replacer (RxRXT), and the forward-
ing set provided by network layer.

When a packet is delivered down from network commu-
nication layer, where the relay node is set to be the first
element of the forwarding set, the retransmission count ()
is set to 0, and the maximum retransmission count thresh-
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old (Threshold) is set to RXT, RxLayer checks whether the
conditional probability P; is larger than P; and ¢ is less than
Threshold. If so, RxLayer delivers the packet to the next hop
node. If the packet is acknowledged, RxLayer updates the
link quality, upgrades P; according to Equation 3, and re-
turns the success to the upper layer; otherwise, updates link
quality, degrades P;, and retries to deliver the data packet. If
the total retransmission count exceeds RXT, RxLayer drops
the packet and returns related information to upper layer.
Beyond that, no matter getting a stoppint point (P; < F;)
or the retransmission count over the link to a replacer ex-
ceeding RxRXT (i < Threshold), RxLayer selects another
replacer of the current relay node and starts a new iteration
until the packet is successfully delivered or dropped. Note
that Card(F) (line 15 in Algorithm Decision-Maker) denotes
the selection of the optimal replacer from forwarding set F'.
Card(F) returns 1 if there exists a candidate replacer in the
set, otherwise, returns 0. For the deterministic forwarding
protocols, Card(F) always returns 0. There can have a va-
riety of methods to schedule the forwarding set and select
a replacer, however, we won’t go into detail on this in the
paper.

4.5 RxLayer Embedding

Rxlayer is designed as a generic middleware to assist a
wide range of existing routing protocols (e.g, CTP [9], DSF
[10]) and be compatible with other energy efficient MAC
layers such as low power listening (LPL) [16] and low power
probing (LPP) [20]. To do that, we insert RxLayer be-
neath network communication layer and above MAC layer
as shown in Figure 11. Before discussing our evaluation, we
give the parameters used by RxLayer in Table 2.

S. EVALUATION

In this section, we evaluate RxLayer through indoor and
outdoor experiments. We compare the network performance
of the stat-of-the-art protocols (CTP [9] with LPL [16]) em-
bedding RxLayer with that without embedding RxLayer.

We use PRR as the indicator of the network reliability.
The energy consumption is measured by the ratio of radio
on time to total time (duty cycle). Moreover, we use the
average transmission count to measure the cost of deliver-
ing a packet. Additionally, we use parent change count to
measure the network dynamics.

5.1 Implementation
We implemented RxLayer on TelosB nodes in TinyOS



1
! CTP+LPL+RxLayer —&—
CTP+LPL —&—
0.8 0.8
n 0.6 w 0.6
© o4 © o4
.2 0.2 it
0 [ACTP+LPL+RxLayer —s—
g CTP+LPL ——

0 0

70 75 80 85 0

PRR (%)
(a) Network reliability

90 95 100 10 20 30 40

Duty cycle (%)

50

(b) Energy consumption

Figure 14: The performance of multi-hop outdoor experiment with 30 TelosB nodes.

60

1 o
! 3 0.9
0.8
0.9 P
0.6
0.8 TR
& g o5
© o7 0.4
0.3
0.6 0.2
CTP+LPL+RxLayer —&— 0.1 CTP+LPL+RxLayer —&—
05 CTP+LPL —4— 0! CTP+LPL —&—

0 5 10

Hop count

0 5 10 15 15 20

Single-hop transmission count

20

(c) Single hop transmission (d) Number of hops travelled
count

By embedding RxLayer

into CTP+4+LPL, network performance is greatly improved.

2.1.1. The prototype implementation of RxLayer combines
with CTP, a standard collection protocol for sensor networks
shipped with TinyOS. CTP uses Four Bit Link Estimator [8]
as its link estimation component. The RAM and ROM con-
sumption of RxLayer are 833 bytes and 6656 bytes, respec-
tively. RxLayer is not bound to any specific routing proto-
col. It can be easily integrated with other routing protocols,
such as L2 [4] and DSF [10]. In the following experiments,
we embed RxLayer with CTP above LPL.

5.2 Evaluation Setup

We evaluate the performance of protocols on indoor testbed
with 22 Telosb nodes and outdoor networks with 30 Telosb
nodes as Figure 12 shows. In the indoor experiments, we
set the transmission power of CC2420 as level 1 to ensure
multi-hop communication (maximum hop is 6). The out-
door network is deployed around our office build where there
are 10 to 18 WiFi APs at different locations and the work
frequency of some APs overlays with the 19¢h channel of Zig-
Bee. Uniformly, we set our networks’ work channel to 19,
the transmission power of CC2420 is set to level 10, the max-
imum retransmission count threshold is set to the TinyOS
default setting 31, and each node generates packets with a
fixed IPT (60 seconds). The set of LPL’s wake-up interval
is 512ms. We conduct experiments using the protocol stack
(CTP with LPL) and that by embedding RxLayer in the
same scenarios. Each experiment lasts for at least 5 hours
and is repeated no less than three times.

5.3 Network Reliability

We compare the network reliability of CTP+LPL with
that by embedding RxLayer in indoor testbed experiments
(as Figure 13 shows) and outdoor experiments (as Figure 14
shows). Figure 13(a) and Figure 14(a) show the distribution
of each node’s average PRR. By embedding RxLayer into
CTP+LPL, network reliability (PRR) is averagely improved
by 1.53% in the indoor experiments, and by 7.82% in the
outdoor experiments.

As the figures show, by embedding with RxLayer, nodes’
PRRs are relatively high and distributed in a smaller range.
It is because channel state at different nodes is different and
RxLayer exploits the correlation to forward packets via the
temporally stable links when the current used link is severely
degraded. No matter a sender or a receiver is distributed in
interference area, by perceiving the shapely degraded link
quality according to online conditional probability models,
RxLayer utilizes the best available link if there exists one,
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so as to decrease the effect of local interference on network
performance and improve channel utilization.

5.4 Energy Consumption

We also plot the distribution of energy consumption (duty
cycle) in Figure 13(b) and Figure 14(b). In the indoor exper-
iments, there is no significant difference between the energy
consumption of CTP+LPL and that with RxLayer, but in
the outdoor experiments, by embedding with RxLayer, the
average duty cycle is significantly decreased from 19.3% to
10.4%. For the former, the little improvement of energy
efficiency is due to the small-sized testbed reducing the cor-
relation between link pairs, which is also indicated from the
similar distributions of single hop transmission count plotted
in Figure 13(c). RxLayer can benefit from the correlation.
By embedding with RxLayer in the outdoor experiments,
the average single hop transmission count is decreased by
1.35 times (decreased from 3.72 times to 2.37 times) as Fig-
ure 14(c) shows.

5.5 Transmission Cost

By embedding RxLayer into CTP with LPL, the single-
hop transmission cost does have been reduced no matter
in our indoor experiments (Figure 13(c)) or outdoor ex-
periments (Figure 14(c)). The average single hop trans-
mission count of indoor experiments is reduced from 1.74
times to 1.31 times (reduced by about 24.7%) by embed-
ding RxLayer, and reduced from 3.72 times to 2.37 times
(reduced by about 36.3%) in outdoor experiments mentioned
above. The decreased transmission count makes nodes stay
in sleep state, so as to further save energy consumption.
Moreover, the reduced transmissions can further decrease
packet collisions caused by hidden terminal and reduce sup-
pressed transmission caused by exposed terminal.

The strategy of RxLayer is switching from data forward-
ing over a severely degraded link to retransmission using an-
other temporally stable link. So, the increased transmission
hop count associated with the change of next hop must be
considered. We plot the distribution of hop count of indoor
and outdoor experiments in Figure 13(d) and Figure 14(d),
respectively. The average hop count of outdoor experiments
by embedding RxLayer is slightly higher than that without
embedding RxLayer, but the latter is with a long tail which
means some packets are delivered through many hops to
sink. We believe that the misadvice from network commu-
nication layer to link estimator mentioned in Section 3.3.2
gives rise to mistakenly degrading link quality and the using



suboptimal links, inducing network dynamics and bringing
about the long tail. RxLayer can effectively avoid this case
by exploiting both link burstiness and correlation between
link pairs.

6. CONCLUSIONS

Energy efficiency and network reliability are important
issues in low-power wireless sensor networks. To address
this problem, nodes work in duty cycle and retransmission
strategy is widely applied in routing protocols. However,
consecutive retransmission is energy inefficient by ignoring
the change of channel state at receiving end.

This paper attempts to improve a wide range of exist-
ing deterministic routing protocols and dynamic forward-
ing protocols by designing a general supporting layer, called

RxLayer, for adaptive retransmission by exploiting link bursti-

ness and link correlation. By integrating RxLayer with the
state-of-the-art protocols, it significant improves network
performance.
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